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1 INTRODUCTION

1.1   Purpose

This document provides a comprehensive set of formal requirements for an Automated Fingerprint Identification System (AFIS) to replace the existing AFIS system that is currently used by the San Diego Sheriff’s Department (SDSD), the San Diego Police Department and other local law enforcement agencies throughout the county of San Diego.  The purposes of this specification are:

a) to serve as a basis for proposals to achieve the AFIS replacement and modernization objectives of the San Diego County Regional Cal-ID Program;
b) to provide a definitive specification of technical requirements for the design, implementation of the AFIS, delivery of the system and the associated services, and integration of the AFIS into the County’s operational environment;
c) to establish the contractual requirements for the system and services deliverables that shall be satisfied as a condition of acceptance of the delivered AFIS.

1.2 Scope and Contents

This AFIS Requirements Specification (ARS) provides a detailed definition of the functional and performance requirements of the AFIS system, along with a detailed specification of associated implementation and support services, including Project Management, Conversion, Installation, Training and on-going Maintenance.

The organization of the AFIS Requirements Specification (ARS) is as follows:

	Section 1 
	Introduction 

	Section 2
	Existing AFIS Systems and Replacement Objectives

	Section 3
	Technical Requirements

	Section 4
	System Implementation Requirements


	Section 5
	Conversion and Loading of Existing Records

	Section 6
	Training

	Section 7
	Maintenance and Operations Support


In addition, the specification provides supporting information in several Appendices to the Specification, as follows:

	Appendix 1
	Glossary of Terms and Abbreviations

	Appendix 2
	AFIS Workflows

	Appendix 3
	NIST Transaction Types

	Appendix 4
	San Diego County LiveScan Systems


1.3 Applicable References 

The following state, national and international standards are referenced in this specification.

1) ANSI/NIST-ITL 1-2000.  Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo Information.

2) CJIS-RS-0010 (V7), 1999.  FBI Electronic Fingerprint Transmission Specification (EFTS), including Appendix F image quality specifications.

3) IAFIS-IC-0110 (V3), 1993.  FBI Wavelet Scalar Quantization Compression Standard for 500 ppi fingerprint images.

4) IS 15444-1, 2001.   Joint Photographic Experts Group (JPEG 2000) – Compression standard approved by the FBI for 1,000 ppi fingerprint images.

5) NIEM 2.0.  The National Information Exchange Model.

6) FBI’s CJIS SECURITY POLICY 4.1, 2005.
2 Existing AFIS System and Replacement Objectives
2.1 AFIS Replacement Objectives
An NEC AFIS is currently used by San Diego County to support fingerprint identification of arrested individuals and to process latent fingerprints from crime scenes in support of criminal investigations.   The system is currently fully operational and used to support daily tenprint and latent identification operations, but the system is almost 10 years old and maintainability is becoming a significant issue.

The AFIS applications software is also dated and the system’s functional capabilities, identification speed and accuracy are well below current technology standards.  Because of the age of the system, the manufacturer no longer provides software upgrades that could improve performance and security.  
The primary objectives of this AFIS Replacement initiative are to replace the existing AFIS, to achieve significant improvements in the speed, accuracy and efficiency of criminal identification processes, and to implement advanced AFIS capabilities, including:

· Automated identification matching that includes both rolled and flat fingerprint images.
· Automated identification matching of palmprint records.

· A lights-out tenprint identification capability that ensures that: 
· substantially all incoming tenprint transactions can be submitted for AFIS searching without manual intervention and with very low possibility of error;

· a single correct candidate identification or positive no-hit response is returned for virtually all tenprint searches to minimize manual verification requirements.  
· An integrated Rapid-ID capability supporting fixed-installation and mobile applications. 
2.2 Existing AFIS Architecture and Operational Concepts
2.2.1 SDSD Criminal Justice Systems Overview
The SDSD has implemented a system of data origination and access terminals, servers and database management systems that provide support for law enforcement and criminal justice operations throughout the County.  The County’s continuing objective is to automate labor intensive activities and leverage technology to more effectively deploy scarce resources.  In addition to the automation of administrative and support services, the agencies intend to realize the benefits of automated crime and incident related data collection and storage, including enhanced officer access to information, more complete information for investigation and identification, and better crime analysis.  The overall IT strategy includes employing current Windows operating systems both on application servers and clients, TCP/IP as the network protocol, Intel based servers and workstations using clustered servers for 7/24 applications, and utilization of Intranet/Internet technology where appropriate to achieve "zero-administration" client applications for all new implementations.
Primary elements of the SDSD Systems Environment are:
· SDSHERIFF Network:  Primarily used to carry office automation traffic, such as user file storage and access, email, database access, and web data.
· Regionally Accessible Database Network:  Secured, isolated network with standalone database servers for regional databases.  No traffic is permitted in or out of this network without explicitly defined endpoints.  The servers may not belong to any domain and have unique administrative accounts for each cluster.
· SDLAW.US Network:  Regional web portal serving users throughout the San Diego County area with access to wants and warrants, criminal history data, and shared field reporting and records management information.
· CAL-ID Client Network:  Secure network that serves as a conduit between fingerprint and photo stations Countywide and the California Department of Justice/CAL Photo systems.
2.2.2 SDSD AFIS Operations

The current San Diego County AFIS environment consists of:  

· The SDSD AFIS and dedicated workstations supporting the Sheriff’s latent and tenprint identification operations. 

· A group of six local Police Departments who utilize the SDSD AFIS for latent identification and records operations.

· An extensive live-scan network supporting distributed tenprint identification operations at SDSD substations, County detention centers and local agencies.
· The Cal-ID core network, providing a broadband backbone and high-speed (T1 and microwave) circuit connectivity to each of the distributed operations sites.

The current AFIS supports tenprint identification and latent identification operations.  Palmprints are captured and palmprint identification is provided by the State CA-DOJ AFIS.  Mugshot identification is supported by the SDSD mugshot subsystem.

The main SDSD AFIS operations consist of the central AFIS installation, the Sheriff’s Crime Laboratory, which is responsible for latent fingerprint investigations, and the Records & ID Division, which is responsible for tenprint identification operations.  Table 2.2.2-1 lists the currently-installed AFIS and primary workstations, as of the date of the RFP.  All such AFIS and primary workstations shall be replaced as part of the AFIS Replacement initiative.
Table 2.2.2-1  Existing SDSD AFIS and  Analyst Workstations
	Component
	Qty.
	Location
	Address
	City

	SDSD AFIS
	1
	Data Services Division
	5555 Overland Ave.
	San Diego

	Global Latent Workstation
	5
	Crime Laboratory
	5255 Mt. Etna Drive
	San Diego

	Tenprint Workstation
	4
	Records/Cal-ID
	9621 Ridgehaven
	San Diego


Regional Crime Laboratories

SDSD and 6 regional police departments, as listed in §2.2.3, operate Crime Laboratories.  

Three crime labs, the SDSD Crime Laboratory (2 DCSs), San Diego PD (1 DCS), and El Cajon PD (1 DCS) currently use Foster & Freeman Data Capture Systems (DCS) for latent image processing and secure image storage.  Two other agencies: Carlsbad PD and Chula Vista PD have petitioned to acquire the systems.  These forensic image processing systems will be retained and the new AFIS shall interface and interoperate with the DCS systems:

(1) to import latent images that have been captured and pre-processed using DCS
(2) to provide for secure latent image storage in accordance with SDSD Crime Lab procedures.
2.2.3 Municipal AFIS Operations

The SDSD AFIS supports a group of six local Police Departments who utilize the SDSD AFIS for latent identification and records operations.  Table 2.2.3-1 lists the currently-installed SDSD AFIS workstations used by these agencies, as of the date of the RFP.
Table 2.2.3-1  Existing AFIS Workstations at Regional Agencies
	AFIS Component
	Qty.
	Agency
	Location
	Address
	City

	Global Latent Workstation
	1
	Carlsbad PD
	Crime Lab
	2560 Orion Way
	Carlsbad

	Global Latent Workstation
	1
	Chula Vista PD
	Crime Lab
	315 Fourth Avenue
	Chula Vista

	Global Latent Workstation
	1
	El Cajon PD
	Crime Lab
	100 Fletcher Parkway
	El Cajon

	Global Latent Workstation
	1
	Escondido PD
	Crime Lab
	700 W Grand Avenue
	Escondido

	Global Latent Workstation
	1
	Oceanside PD
	Crime Lab
	3855 Mission Avenue
	Oceanside

	Global Latent Workstation 
	6
	San Diego PD
	Crime Lab
	1401 Broadway, 6th Flr.
	San Diego

	Tenprint Workstation
	1
	San Diego PD
	Records
	1401 Broadway, 2nd Flr.
	San Diego


2.2.4 LiveScan Workstation Network
The new AFIS must support a Countywide network of LiveScan systems.  The initial network will consist of:

· 50 Touchprint Model 3800 LiveScan Workstations + 2 additional Workstations used for training and not connected to AFIS.
· 1 Touchprint Model 4100 LiveScan Workstation used for booking and DNA collection.  An additional 4 TP4100 units have recently been requested to expand booking and DNA collection fingerprint capture.

· One (1) L-1 Store and Forward System.
The new AFIS will be required to support the Countywide LiveScan network, including future expansion of the network without restrictions.   Appendix 4 provides a representative list of LiveScan workstations currently in use in the County.  Note that this snapshot list includes a number of older TP1133 workstations that are being replaced with TP3800 LiveScans.
2.2.5 Cal-ID Core Network Environment

The SDSD AFIS communicates with the distributed LiveScan, tenprint analysis and latent analysis workstations via the secure Cal-ID network implementation in the County, which will be provided as GFE.  The Cal-ID network consists of a broadband core network implemented using leased Telco circuits and Gigaman hubs.  Communications between the Cal-ID core network and workstation locations is provided by leased point-to-point Telco circuits (T1, T2, T3) or for one facility, by a direct microwave communications link.

The Cal-ID core network implementation in the County is managed by the SDSD Data Services Division.  Upgrades to the network will be provided as necessary to support the ongoing and expanded operations that will be required in association with the AFIS replacement.

2.2.6 External Systems
The County utilizes a number of external systems in normal operations, and operational interfaces and data exchange will be required, as described in the following paragraphs.
2.2.6.1 Regional and National AFIS Systems

CA-DOJ AFIS 

SDSD currently has the capability to submit tenprint and latent identification search requests to the State CA-DOJ AFIS and to register prints in the State’s AFIS database.  The DOJ AFIS supports tenprint, palmprint and latent identification searching against the state criminal and applicant records databases, and the capability to support Mobile-ID searches is being pilot tested.  The new AFIS system shall be required to provide the same type of interaction capabilities as are provided by the existing AFIS.
Through CA-DOJ, the new SDSD AFIS shall also be capable of submitting tenprint and latent searches to the Western Identification Network (WIN) and to the FBI IAFIS.

Southern California Region AFIS Systems
In addition to searching the CA-DOJ AFIS, SDSD will require that the new system has the technical capability to enable examiners to easily route search requests Regional AFIS systems in Southern California, including but not limited to:

· Los Angeles County SD AFIS

· Orange County SD AFIS

· Riverside County SD AFIS

· San Bernardino County SD AFIS

· Las Vegas Metropolitan Police Department AFIS
2.2.6.2 Regional Criminal Justice Information Access
In the current implementation, there is currently no operational interface between the AFIS and the regional criminal justice information systems.  To support user access to these systems from the Crime Labs and Records and ID units, users currently have two workstation PCs on their desktops with a KVM switch for toggling between them – one PC is for access via the secure Cal-ID network to the AFIS, and the other to access the SDSHERIFF network for office automation (e.g. e-mail) and access to mugshot and criminal justice information databases.

In line with current FBI CJIS Security Policy guidelines, it is anticipated that CA CLETS regulations will be modified to enable users on the secure Cal-ID network to access the SDSD information repositories directly using accepted network security technologies and practices, including VPN, SSL, encryption, and 2-factor authentication. 

In the new SDSD AFIS implementation, an interface with the regional database network, as described in §2.2.1, will be established to provide access to wants and warrants, criminal history data, and shared field reporting and records management information.  The interface will be established via the SDLaw portal to provide access to the regional databases.  A secure email capability enabling email communications between authorized users at participating regional agencies is also anticipated.  In addition, AFIS information exchange and interoperability with the SDSD Jail Information Management System (JIMS) will be established to support positive identification of arrested individuals at booking and release.

The new AFIS Mobile-ID terminals will be capable of interfacing with existing County Mobile Data Computers (MDCs) and networks, and with the handheld PDA terminals used with the Automated Regional Justice Information System (ARJIS), to access criminal history and associated records information.

2.3 Projected Transaction Volumes and Database Growth
2.3.1 Identification Record Statistics
The SDSD records statistics for 2008 are summarized in Table 2.3.1-1.  These projected year-end counts are based on snapshots in early and mid-December. 
Table 2.3.1-1 

Summary of Records Statistics
	Database Statistics
	2008

	On-line Tenprint ID Database (unique AFIS KEY #’s)
	607,307

	Total NIST Archive (Tenprint Records)
	1,265,028

	Total NIST Archive (Palmprint Records)
	394,942

	Unsolved Latent Database
	31,904


2.3.2 Transaction Statistics

The existing SDSD AFIS provides identification processing and records management for tenprints and latents, but only provides Archival storage for palmprint records and does not have the capability to perform palmprint matching.

Table 2.3.2-1 provides average daily and 2008 totals for Tenprint and Latent Inquiries.
Table 2.3.2-1 

Summary of Transaction Statistics

(Based on 1 April – 30 November 2008)
	Transaction Statistics
	Daily Average
	2008 Total

	Tenprint Inquiries
	376
	137,061

	Latent Inquiries
	23
	5,818


Daily Averages are based on 24x7 operations for tenprints and single-shift weekday operations for latents.
2.3.3 System Growth Projections

Growth projections to support system sizing are provided in the following tables.  The initial AFIS implementation shall be sized to support the Year-5 database size and transaction workload projections shown in the tables.

Database Growth Projections

The database growth projections provided in Table 2.3.3-1 are based on the historical statistics above, and assume that AFIS operations will be initiated in July 2010.   
Table 2.3.3-1 

Database Growth Projections 
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The Database growth projections above are based on a 5% annual growth of the tenprint inquiry rate and a 10% annual growth of the latent inquiry rate.  
Tenprint / Palmprint ID Transaction Projections

SDSD will capture tenprint fingerprint and palmprint records in association with all booking transactions and ex-felon registrations.    Table 2.3.3-2 provides a projection of annual tenprint and palmprint identification transactions based on a 5% annual growth rate of tenprint inquiries.  
Table 2.3.3-2
Projected Annual Tenprint and Palmprint ID Transactions
	AFIS ID Processing
(5% growth)
	Annual Tenprint and Palmprint Identification Transactions

	7/2010 - 6/2011
	Year 1
	151,110

	7/2011 – 6/2012
	Year 2
	158,665

	7/2012 – 6/2013
	Year 3
	166,599

	7/2013 – 6/2014
	Year 4
	174,928

	7/2014 – 6/2015
	Year 5
	183,675

	7/2015 – 6/2015
	Year 6
	192,859

	7/2015 – 6/2016
	Year 7
	202,502

	7/2017 – 6/2018
	Year 8
	212,627

	7/2018 – 6/2019
	Year 9
	223,258

	7/2019 – 6/2020
	Year 10
	234,421


Tenprint identification with the new system will use a combination of:

a) 1:N Rapid-ID searches originating from fixed-installation Rapid-ID terminals installed at booking locations;

b) 1:1 Tenprint searches originating from LiveScan to confirm preliminary 1:N Rapid-ID results (represented by an AFIS KEY # in the LiveScan tenprint record);

c) 1:N Tenprint searches originating from LiveScan for booking records that have no AFIS KEY # or an incorrect AFIS KEY # assigned based on a Rapid-ID search at booking.
Projections of the approximate daily rates for each of these types of transactions are provided in Table 2.3.3-3.
Table 2.3.3-3

Projected Daily Tenprint and Palmprint Identification Transactions
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Latent Inquiry Projections

Table 2.3.3-4 provides a projection of the average daily latent search transactions, based on a 10% annual growth rate.  
Table 2.3.3-4 Latent Inquiry Transaction Projections
	AFIS ID Processing
(20% growth)
	Daily Latent Inquiry Transactions

	7/2010 - 6/2011
	Year 1
	28

	7/2011 – 6/2012
	Year 2
	31

	7/2012 – 6/2013
	Year 3
	34

	7/2013 – 6/2014
	Year 4
	37

	7/2014 – 6/2015
	Year 5
	41

	7/2015 – 6/2015
	Year 6
	45

	7/2015 – 6/2016
	Year 7
	50

	7/2017 – 6/2018
	Year 8
	55

	7/2018 – 6/2019
	Year 9
	60

	7/2019 – 6/2020
	Year 10
	66


AFIS Rapid-ID Workload Projections

Rapid-ID 1:N searches will be performed during pre-booking to identify existing fingerprint records for all new booking transactions, and in support of Mobile-ID operations.  Rapid-ID 1:1 identity verification will be performed during pre-booking for all incoming transfers from municipal police departments and other jail facilities and in association with jail releases and outgoing transfers.
Table 2.3.3-5 provides annual projections of the hourly AFIS workloads for Rapid-ID 1:N identification and 1:1 identity verification.  

Table 2.3.3-5  
Projected Hourly Rapid-ID & Mobile-ID Identification Transactions
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Notes:

· For stationary Rapid-ID terminal installations providing identification and identity verification in jails, the projections are based on the following assumptions: 
· 138,348 annual bookings (2008) and a 5% annual growth rate
· Daily Intakes (1:N) = Tenprint inquiry rate; intake processing is 24x7x365.
· Daily Releases (1:1) = Daily Intakes; Release processing is 16x7x365
· Court Transfers (1:1) = 2/Inmate; Court transfer processing is 10x5x250
· The Mobile-ID transaction rate projections are based on the projected rate of installation of Mobile terminals, and the following assumptions:
· Initial implementation of 40 Terminals in Year-1, increasing to 500 terminals in Year-4
· 75% of terminals in-service

· 1 open search (1:N) transaction every 4 hours for each terminal 24x7x365

· 1 closed search (1:1) every 10 hours for each terminal.

2.4 Business Rules

The design and operational capabilities of the SDSD AFIS shall support the following business rules.

2.4.1 Identification Record Collection and Utilization
a) Tenprint fingerprint records will be collected and maintained in the SDSD AFIS for all arrest/booking transactions and for ex-felon registrants.  

1) The tenprint fingerprint records will be complete NIST-compliant records containing all mandatory biographic and physical descriptor information, digital images of all ten (10) rolled fingerprints (unless one or more fingers are missing or bandaged), two plain-impression thumb print images, and images of the right and left hand 4-finger plain impression sequence (“slap”) prints.

2) For an individual person, the tenprint identification record associated with each and every criminal arrest/booking transaction will be stored in the Master Identification Record Archive (the DAS Archive in the current AFIS) and utilized in the system.

3) For an individual person, the tenprint identification record which is associated with each and every State registration transaction will be stored in the Master Identification Record Archive and utilized in the system.  These records will be in addition to any criminal records.
b) Palmprints will be collected and maintained in the SDSD AFIS for arrest/booking transactions and for ex-felon registrants. 

1) Palmprint records will be captured and submitted in association with all arrests.

2) All Palmprint records received from the LiveScan network or entered via CardScan will be stored in the Master Identification Record Archive and utilized in the system.

c) CA-DOJ registration and searching  All tenprint and palmprint records processed by SDSD and registered in the SDSD AFIS will forwarded to CA-DOJ and IAFIS for searching and registration, with certain exclusions. 
1) Tenprint and palmprint records associated certain local charge codes (e.g. 647F “Drunk in Public”) may be searched and registered in the local AFIS only, and shall not be submitted to CA-DOJ for registration. 

2) For all records that are designated as “local-registration only,” those record transaction types shall be changed to an “Identification Only, No Registration” transaction before submitting the record to CA-DOJ.

d) CLETS Communications  The current operating rules for the California Law Enforcement Telecommunications System (CLETS) network impose rigorous security restrictions on the transmission of law enforcement and criminal history information over the State’s secure networks. 
1) All fingerprint identification transactions communicated between the SDSD AFIS and the CA-DOJ at the state shall be communicated over the secure CLETS network.
2) Current CLETS rules prohibit communication of fingerprint identification transactions and CHRI information over public networks.
3) It is anticipated that revisions of the existing CLETS rules regarding communications over public networks will be revised in accordance with current FBI CJIS Security Policy in association with the implementation of Mobile-ID capabilities throughout the State.

2.4.2 Tenprint/Palmprint Record Index Numbers
1) SDSD utilizes two index numbers for managing tenprint and palmprint identification records: 

· The AFIS KEY # provides a unique reference to all of the records in the database for a given individual.

· The Transaction Control Number (“TCN”) provides a reference to a specific record capture transaction (arrest, civil background check, ex-felon registration).

2) Each tenprint record and palmprint record stored in the new AFIS Archive will contain a Transaction Control Number (TCN) that associates the record with a specific arrest or registration transaction.

3) All tenprint and palmprint records stored in the on-line TPID and PPID identification databases will be composite records and will only be referenced by AFIS KEY #.

4) In general, the existence of an existing AFIS KEY # for an individual is not known at the time that a record is created, but is determined and assigned to the record during AFIS processing.

5) If it is determined that an individual who is the subject of an identification transaction does not have an existing record in the system, the AFIS will assign a new AFIS KEY #.

2.4.3 Sealing
1) The system shall enable an authorized operator to mark a specific record set (fingerprints and palmprints associated with a specific transaction) as “sealed” in response to a sealing order received from a court.

2) When a sealing order is received, a complete hardcopy of the sealed record is generated and the Sealed record is purged from the AFIS system on-line and Archive databases.

3) It shall not be necessary to replace fingerprints in a composite tenprint fingerprint identification record used internally by the AFIS for identification matching if one or more fingerprints in the composite record are derived from a tenprint record that is sealed.

3 AFIS TECHNICAL REQUIREMENTS

3.1 System Design Requirements

3.1.1 AFIS Technology Requirements

a) The AFIS system proposed in response to this solicitation shall utilize proven, current-production COTS hardware and software components.  

1) All proposed AFIS system software, applications software, database management software, operating system software, and special-purpose hardware components shall be non-developmental and in current operational use in a production Law Enforcement AFIS that has capacity and performance specifications equivalent to or greater than those included in this Specification.  Offeror’s response to this requirement shall include an in-use reference for each of the proposed components of the above-listed types (e.g., an in-use reference for the proposed version of the AFIS applications software, etc.).
2) No discontinued or obsolete products (hardware or software) shall be utilized in the proposed system, with the explicit exception of Windows XP, which may be proposed as the interim operating system for the system workstations until a migration path to a CONTRACTOR-supported Windows operating system is available.  

3) The proposed hardware and software configuration shall be updated at no additional cost at the time of system delivery to replace any discontinued or superseded component(s) listed in the proposal with equivalent or better current-production model(s) and CONTRACTOR-qualified software.

4) All delivered hardware components shall be new equipment, and shall not be refurbished or have been previously used in operations or for demonstrations

b) The AFIS shall provide an identification system capability that supports the positive identification objectives, workload capacities, operational processes and business rules as defined in this Specification, 
c) The AFIS shall provide an identification system capability that complies with all of the detailed functional and performance requirements of this specification and that provides the following capabilities:

1) The capability to handle the transaction volumes and database growth projections specified in §2.3, with the capability to support the processing loads associated with the specified workloads for each type of identification transaction (Reference §3.1.3.1).
2) High-availability management of identification service request transactions, with the capability to handle simultaneous transactions without loss of data (Reference §3.4.1).

3) The capability to maintain seamless continuity of operations in the event of a component failure or loss of infrastructure (electrical power, communications, etc.) services which results in loss or reduction of primary AFIS processing capabilities (Reference §3.1.4.3).
4) The capability to rapidly recover from a primary AFIS service interruption and restore full database synchronization and operations within 2 hours after the restoration of AFIS operability (Reference §3.1.4.3).
d) The AFIS system shall utilize the Cal-ID core network (Reference §2.2.5) for all communications between the primary and mirror segments of the central AFIS systems, and for communications with all AFIS workstations.  The selected CONTRACTOR shall be responsible for implementing the system communications in accordance with SDSD policies and standards, shall work cooperatively with SDSD to implement the system’s network communications, and shall be solely responsible for resolving any conflicts between the AFIS system and existing applications using the core network.

e) The AFIS system shall interface with designated existing and future LiveScan systems via the LiveScan Store and Forward System, shall provide for full transaction workflow management, shall be capable of interacting with the LiveScan network to maintain LiveScan tables and settings (e.g. charge code tables), and shall obtain optimized record quality from each type of LiveScan (Reference §2.2.4).
f) The AFIS system shall provide the capability for seamless interoperability with the California DOJ AFIS and other regional and national systems (Reference §2.2.6.1) for submitting tenprint, palmprint and latent identification transactions and receiving search results.

g) The AFIS system shall be capable of interfacing with the SDSD Criminal Justice Systems (Reference §2.2.1) and for achieving interoperability with those systems for interchange of information.

h) The primary AFIS system operations functionality and the operation of all workstation components shall include the following for ease of use:
1) Each type of workstation shall provide menu-driven operation with on-screen help prompts or access, and comprehensive on-line user documentation.

2) Each type of workstation shall have a context sensitive help facility designed specifically for the specialized operations performed. 

3.1.2 AFIS Standards

The proposed AFIS system, including all components and technologies, shall comply with the most current versions of the following State and National technical standards, as applicable.

3.1.2.1 Automation Standards

a) The AFIS shall use a Structured Query Language (SQL)-compliant database management technology, in accordance with Federal Information Processing Standard 127-2 SQL.  Use of MS-SQL is preferred.
b) All AFIS workstations shall use a common windows-oriented multi-tasking operating system environment (e.g., Microsoft Windows) to ensure compatibility and enhance maintainability of the distributed system resources.

c) The County has established internal standards for equipment and software as indicated in the following Table and all GFE hardware and software provided for the AFIS implementation will be in conformance with these standards.
Table 3.1.2-1.   Technology Standards

	Component
	Technology
	Manufacturer

	Servers
	MS Windows 2008 Advanced Server 
	Dell

	Workstations
	MS Windows XP Pro
	Dell

	Networks
	1 Gigabit Ethernet
	Cisco

	Web Browser
	MS Internet Explorer
	Microsoft

	E-mail 
	Outlook/MS Exchange
	Microsoft

	Anti-Virus
	Anti-Virus
	Trend Micro


3.1.2.2 Digital Image Standards

a) The AFIS shall be capable of interfacing with the LiveScan network and accepting LiveScan fingerprint and palmprint records without restriction from existing and new LiveScan workstations.

b) All new tenprint fingerprint imaging components provided with the AFIS shall capture and digitize distortion-free fingerprint, palmprint and latent images at a spatial resolution of 1,000 ppi in both the horizontal and vertical dimensions, and with a minimum of 8-bits per pixel gray-scale quantization.  Although some legacy tenprint records contained in the system databases may include 500 ppi images, the objective is to utilize 1,000 ppi images to the extent possible.
c) All new latent fingerprint imaging components including cameras, scanners and associated workstations and AFIS applications provided with the AFIS shall be capable of capturing and digitizing distortion-free latent images in color and gray-scale at a spatial resolution of 1,000 dpi in both the horizontal and vertical dimensions, and with at least 8-bit gray-scale / 24-bit color depth; color depth capability of 16-bits per channel is preferred. 

d) AFIS workstation fingerprint image acquisition, display and printing shall be in accordance with applicable FBI IAFIS Image Quality Specifications (IQS), as specified in the FBI Electronic Fingerprint Transmission Specification (EFTS), CJIS-RS-0010 Appendix F.
1) All imaging components (e.g., latent input workstations, multifunction workstation scanners, etc.) shall be capable of maintaining image quality performance in accordance with their associated IQS minimum standards throughout the life of the component.

2) The capability to periodically test and demonstrate IQS compliance of each imaging component shall be provided with the system.  In response to this requirement Offerors shall explicitly describe the capability or capabilities that will be provided and procedures that will be used to maintain IQS compliance for each imaging device including fingerprint scanners, card scanners and latent cameras.
e) The AFIS system shall be able to handle both 500 ppi and 1,000 ppi NIST-formatted tenprint fingerprint image records and palmprint image records without limitation.  
1) The AFIS system shall provide for efficient transcoding between 1,000 ppi images and 500 ppi images as required for internal AFIS identification processing.

2) The AFIS system shall provide for efficient transcoding from 1,000 ppi images to 500 ppi images as necessary to support interaction with external devices and systems that are not capable of handling 1,000 ppi images.
3) Records shall be stored in the NIST Archive at their full original resolution.

f) The AFIS shall fully support processing of uncompressed images and compressed images which are compressed using an FBI-certified compression method, including:
1. An FBI-compliant Wavelet Scalar Quantization (WSQ) compression method for the compression of 500 ppi tenprint and palmprint images, in accordance with IAFIS-IC-0110.  

2. An FBI-compliant JPEG-2000 compression method for the compression of 1,000 ppi tenprint and palmprint images, in accordance with the ISO JPEG-2000 standard.

g) The average (mean) compression of tenprint fingerprint images that are compressed by an AFIS workstation shall not exceed a compression ratio of 15:1.  

h) Latent images (latent fingerprints and latent palmprints) shall not be compressed and the system shall be capable of receiving, transmitting, processing, storing and maintaining latent images in uncompressed form.  

3.1.2.3 Network and Telecommunications Standards

a) The AFIS system implementation shall comply with ANSI/NIST-ITL 1-2000 Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information, and all identification records shall be formatted in accordance with these standards for network transmission and archival storage. 

b) All network installations and upgrades shall be compliant with the latest version of the following telecommunications standards, as applicable:

1) TCP/IP Communications Protocol for all LAN/WAN communications.

2) ANSI/NIST Fingerprint Data Interchange Standards, ANSI/NIST-CSL 1-1993.

3) FBI Electronic Fingerprint Transmission Specification (EFTS), CJIS-RS-0010.
4) ANSI/NIST Interchange Standards for Fingerprint, Facial and SMT Information, ANSI/NIST-ITL 1a-1997.

5) FBI CJIS Wide Area Network Interface Specification, CJIS-IC-0020.

c) All communications shall be compliant with FBI CJIS network security requirements for accessing and communicating criminal justice information, and the selected AFIS CONTRACTOR shall be responsible for ensuring that all AFIS installations and operations obtain or support a full compliance certification. 
1) The AFIS system shall support “strong” password authentication (consistent with FBI CJIS Security Policy guidelines), for accessing and communicating AFIS information via the Cal-ID network infrastructure.

2) The AFIS system shall support data encryption for communication of sensitive criminal justice information with external sources and recipients over public and private networks.
3) The AFIS system shall provide support for Virtual Private Network (VPN) and Secure Socket Layer (SSL) communications for establishing network connections with external sources and recipients over unsecured public or private networks.  Any SSL encrypted application shall be required to provide 2-factor authentication including primary user-ID/password and secondary authentication, such as HW token, smart card, or biometric verification.  The SDSD’s preferred method for secondary authentication is RSA Secure Key.
d) All communications shall be compliant with California CLETS network security requirements for accessing and communicating criminal justice information and the selected CONTRACTOR shall be responsible for ensuring that all AFIS installations and operations obtain or support a full compliance certification.
e) The selected CONTRACTOR shall provide responsive technical assistance to define network requirements, identify and assess implementation alternatives, implement and test network communications configurations, and perform configuration or re-configuration to ensure that all installations satisfy all applicable security requirements.

f) The AFIS system implementation shall provide the capability to import and export identification record information (NIST Type 2 data) in accordance with the NIEM 2.0 standard and to interchange NIEM-formatted information with external systems in support of future planned interfaces with other community systems.
g) All new workstations installed in County facilities shall be capable of incorporating SDSD e-mail clients without resulting in conflicts with or negative impacts to the AFIS applications. 

3.1.2.4 Electrical and Environmental Standards

a) All AFIS equipment and workstations installed in or delivered to County facilities shall be certified to be in compliance with applicable Underwriter's Laboratory (UL) standards for product and user safety.

b) All AFIS servers and workstations installed in or delivered to County facilities shall operate on standard U.S. electrical power: 
· servers should utilize 220VAC, 3-phase electrical power. 

· workstations should utilize 110 VAC, 60 Hz.  
c) AFIS equipment and workstations installed in or delivered to County facilities shall be in compliance with Federal Communications Commission (FCC) Electromagnetic Interference (EMI) standards (FCC Part 15 or FCC Part 18 as applicable).

d) AFIS equipment and workstations installed in or delivered to County facilities shall be designed for use in a normal office or jail environment as applicable, and manufacturer’s recommended conditions for operations shall cover the following environmental ranges:

· Ambient Temperature:   60 oF – 90 oF

· Relative Humidity:        20 % – 80 % Non-condensing
3.1.3 System Sizing and Expansion

3.1.3.1 Identification Transaction Workloads

a) The delivered baseline system shall provide the capability to maintain sustained transaction response time performance as specified in § 3.4.7.1 while:

1) Simultaneously processing the Year-5 Average Daily Workload Volume of each type of identification transaction as specified in Table 3.1.3-1; and

2) Processing a peak tenprint and palmprint workload (defined as three (3) times the average hourly workload) for four (4) consecutive hours in any 24 hour period. 
Offerors shall provide a detailed summary of the proposed system’s simultaneous normal and peak load processing capabilities for each transaction type, along with all associated assumptions or conditions associated with achieving the proposed levels of performance.

Table 3.1.3-1 Transaction Workloads
	Average Daily Workload Volume
	# of Daily Transactions

	
	Year 5
	Year 10

	Tenprint 1:N (Rapid ID Stationary Booking Terminals)
	503
	642

	Tenprint 1:N (LiveScan)
	216
	276

	Mobile ID 1:N
	94
	94

	Rapid ID + Mobile ID 1:1
	216
	265

	Tenprint 1:1 (LiveScan)
	302
	385

	Tenprint : USL
	503
	642

	Palmprint : USL
	503
	642

	Latent : Tenprint
	28
	49

	Latent : Palmprint
	13
	24

	Latent : Unsolved Latent
	41
	73


b) A priced option shall be provided for the delivered baseline system which will provide a capability to maintain sustained transaction response time performance as specified in §3.4.7.1 while:

1) Simultaneously processing the Year-10 Average Daily Workload Volume of each type of identification transaction, as specified in Table 3.1.3-1; and

2) Processing a peak tenprint and palmprint workload (defined as three (3) times the average hourly workload) for four (4) consecutive hours in any 24 hour period. 

Offerors shall provide a detailed summary of the proposed optional simultaneous normal and peak load processing capabilities for each transaction type, along with all associated assumptions or conditions associated with achieving the proposed levels of performance.
3.1.3.2 Database Capacity 
a) The AFIS shall provide on-line database capacity to store and maintain the system’s tenprint, palmprint and unsolved latent databases.  The storage capacity of the delivered baseline system shall be sized to support the Year-5 projections for each of these types of records.  The initial capacity requirements are summarized in the following Table 3.1.3-2.  Offerors shall specify the proposed on-line database storage sizing in gigabytes and show the average size and number of each type of record used in the capacity computation.
Table 3.1.3-2 On-Line Database Capacity

	On-Line Database Capacity
	# of Records

	
	Year 5
	Year 10

	Tenprint Records
	 2,243,919
	3,309,584

	Palmprint Records 
	1,373,833
	2,439,489

	Unsolved Latents
	50,810
	88,880


b) A priced option shall be provided for the initial baseline system which will provide the on-line database storage capacity to store the total number of records projected for Year-10 in Table 3.1.3-2.  Offerors shall specify the proposed on-line database storage sizing in gigabytes, and show the average size and number of each type of record used in the capacity computation.
3.1.3.3 Capacity and Performance Expansion

a) The system design shall permit incremental expansions in workload and database capacity through addition of system components without software redesign.  
b) If the initial system is sized to support the Year-5 workloads, as described in Requirement 3.1.3.1.a, the system shall be able to be expanded to support the full Year-10 processing workloads defined in Table 3.1.3-1.  Offerors shall provide a detailed description of all aspects of the upgrade, a guaranteed maximum price, and any imposed constraints or conditions.  The upgrade shall include all necessary hardware and software upgrades, and shall include any component replacements that will be required, for example, by product obsolescence).  The guaranteed maximum pricing for the upgrade shall be valid until at least the end of the 60th month of AFIS operations. 

c) If the initial system is sized to support the Year-5 database capacity projections, as described in Requirement 3.1.3.2.a, the system shall be able to be expanded to support the full Year-10 capacities defined in Table 3.1.3-2.   Offerors shall provide a detailed description of all aspects of the upgrade, a guaranteed maximum price, and any imposed constraints or conditions.  The upgrade shall include all necessary hardware and software upgrades, and shall include any component replacements that will be required, for example, by product obsolescence).  The guaranteed maximum pricing for the upgrade shall be valid until at least the end of the 60th month of AFIS operations.
3.1.4 System Availability

3.1.4.1 Operation Time and Availability

a) The system shall operate twenty-four (24) hours/day, seven (7) days/week.
b) System availability measured on a monthly basis shall be equal to or greater than 99.9%.  Offerors shall specify the minimum guaranteed system availability that will be achieved by the proposed system.
3.1.4.2 Downtime

a) Scheduled downtime for any component or primary/mirror segment of the system, including preventive maintenance and system backups shall not exceed eight (8) hours per calendar month.  Offerors shall specifically identify and quantify all scheduled downtime requirements.
b) For all scheduled backups or scheduled maintenance downtime, the system shall provide full continuity of business services.  In no case shall scheduled downtime require that all AFIS services shall be suspended.

c) The system design shall minimize the extent and scope of component and primary/mirror segment downtime for the purpose of remedial maintenance, system software updates, and configuration modifications to add system components (e.g., storage capacity expansions, performance enhancements and additional remote workstations).

d) The system shall permit complete shutdown of hardware and software and restart to full functionality within a 20 minute period of time.

e) Shut-down and restart of components or of the entire system shall be able to be accomplished without loss of data or the requirement to re-create any transaction.  In-process transactions in system queues shall be able to be restarted after power-up with no loss of transactions or data.

3.1.4.3 Continuity of Identification Services Operations

The objective of the Continuity of Services capability is to be able to maintain critical AFIS identification services in the event of a scheduled outage or an unscheduled AFIS component failure or disruption of infrastructure services (electrical power, network communications, building access, etc.) that could otherwise cause loss of service on a short-term basis or for a protracted period.  

a) The AFIS architecture shall include redundant AFIS processing segments (subsystems) capable of being installed in separate installation locations, along with technical and operational provisions for maintaining continuity of identification services in the event of a scheduled outage or a major AFIS component failure or loss of infrastructure services (electrical power, network communications, etc.).  In this redundant architecture, both the Primary Segment and the Mirror Segment shall each include full AFIS functionality that would enable either segment to support all system interfaces and perform all identification service functions.  The redundant AFIS segments may be provided in a load-sharing (“active-active”) configuration or a primary/hot-backup configuration.  (Reference §4.5 for additional information on the primary/mirror segment installation provisions).   Offerors shall provide a detailed description of their proposed solution and shall provide references for current operational systems demonstrating that the proposed architecture and associated business continuity capabilities support the proposed availability (§3.1.4.1.b)  and satisfy the in-use requirements of Requirement 3.1.1.a.1. 
b) When both system segments are fully operational (i.e., in “normal production” mode operations), the AFIS shall provide the capability to process the full system workloads, including peak processing requirements as specified in §3.1.3.1.  When operating with a single AFIS segment (in “continuity of services” mode), the operational system segment shall be capable of sustained processing of the average daily workload as defined §3.1.3.1, but is not required to maintain response time performance under peak workload volumes, as defined in that section.  Offerors shall specifically state the sustained workload levels for which specified response time performance can be maintained while operating in a single-segment (continuity of services) configuration.
c) The continuity of service capability shall provide real-time monitoring of system status of both segments, with the capability for automated detection of a loss of service condition.

d) For either architectural alternative (load-sharing or primary/backup system configuration), the continuity of service capability shall provide for rapid transfer of all identification transaction processing to the active AFIS segment when the other AFIS segment is disabled by component failure, loss of infrastructure services, or action of an authorized system administrator.  Transfer of system operations to a single active AFIS segment in response to automated detection of a loss-of-service condition shall be accomplished automatically or under control of a trained system administrator.  The reconfiguration process shall reroute all transactions to the active segment (primary or mirror site segment) and automatically initiate full identification services operations on the active segment.  Offerors shall provide a detailed description of the reconfiguration process and the manual intervention required to establish operations on the active system segment.  Offerors shall specifically state the minimum and guaranteed maximum times necessary to accomplish the complete transition of production identification services to the active segment.
e) It is strongly preferred that any system reconfigurations associated with transition to or restoration from a continuity-of-service mode of operations be completely transparent to AFIS workstation users and not require any user interaction to accomplish workstation re-configuration.  Offerors shall specifically describe any processes that AFIS workstation users shall perform to accomplish transition into or recovery from a continuity-of-business operations mode.
f) The system administrator shall be able to interactively initiate a switchover to single segment operations for periodic testing and training and for continuity of services during planned downtime or outages of either of the primary or mirror site segments.
g) The system design shall ensure that no data or transactions are lost when the system is reconfigured to single-segment operations in response to a loss-of-service situation.
h) When operability is reestablished for an out-of-service segment, the system shall provide the capability to rapidly restore and resynchronize databases, restore transaction processing and reestablish full production operations.  Offerors shall provide a detailed description of the processes and manual intervention required to re-establish full production operations.   Offerors shall specifically state the estimated average time and guaranteed maximum time necessary to accomplish the complete restoration of full production operations after operability of the inactive segment is restored.
3.1.5 External Interfaces

3.1.5.1 Network Communications

a) The AFIS shall utilize customer-furnished LAN/WAN networks for communications between the central AFIS segments and all remote AFIS capabilities, including the workstations, Rapid-ID terminals, LiveScan S&F system, printers, etc.  

b) Network communications, including network appliances (switches, routers, etc.) required for interconnecting the racked servers and associated components within a central AFIS system segment (primary production AFIS segment or mirror AFIS segment) shall be provided by the selected CONTRACTOR. 
c) The selected CONTRACTOR shall work pro-actively and cooperatively with County technical staff to specify network bandwidth and connectivity requirements, and to coordinate and accomplish the planning, installation, and testing of the network connectivity for the central AFIS system components and remote AFIS workstations and peripherals.
d) The system shall provide the capability to communicate with Mobile-ID devices using wireless communications technology, and the selected CONTRACTOR shall work cooperatively with County technical staff to specify the communications requirements, and to coordinate and accomplish the implementation and testing of mobile terminal connectivity.
3.1.5.2 AFIS Workstations, Terminals and Peripherals
a) The proposed AFIS capabilities shall include capabilities to communicate via the SDSD Cal-ID network with new latent and tenprint/palmprint multifunction analysis workstations, input workstations, administrative workstations and existing and new networked printers installed in designated locations in the County.
b) The system design shall support the installation and operation of additional latent input workstations, multifunction analysis workstations and printers without requiring software redesign or engineering modifications to the system and without restriction, as long as the aggregate workload from all workstations does not exceed the workload specifications.  Offerors shall describe the expansion capabilities and any specific limitations of their proposed system in supporting this capability.
c) The proposed AFIS capabilities shall include all capabilities required to support a network of stationary (i.e., fixed installation) Rapid-ID fingerprint identification devices installed in designated County facilities, with the capabilities to expand Rapid-ID processing capabilities to other external facilities (e.g., suburban jail facilities) to support booking and release operations.  Offerors shall specify the network communications speed and bandwidth requirements associated with optimal operation of the Rapid-ID terminals.
d) The proposed AFIS capabilities shall include capabilities to support a Countywide network of Mobile-ID fingerprint identification units and provide both 1:N and 1:1 identification services.    Offerors shall specify the network communications speed and bandwidth requirements associated with optimal operation of the mobile Rapid-ID terminals.
e) The system shall provide a capability for monitoring and control of all attached workstations and devices, including

· Security control ensuring only authorized workstations and devices are attached to the system;

· Real-time status monitoring and reporting for all attached devices; 

· Remote diagnostics to identify and correct workstation and peripheral problems;

· Capabilities for central management and implementation of software updates of attached workstations, including software patches and version updates, code table updates, virus signature updates, etc.
f) The system shall be expandable to support the addition of Latent Input Workstations, Multifunction Analysis Workstations or ULW workstations at LEAs in the County upon authorization by the SDSD.  

1) The system shall provide the capability to easily be reconfigured to add support for latent submission and identification processing by an authorized agency using either a CONTRACTOR-supplied workstation or a ULW workstation.  Offerors shall describe the specific reconfiguration requirements and any limitations of their proposed system in supporting this capability.
2) The system shall be easily configurable to provide complete workflow support for submission of latent inquiries.  The workflow shall provide for processing inquiries, forwarding inquiries to the State and FBI, routing search results, interactive retrieval and analysis of candidates, and registration of unsolved latents.  The system shall enable the workflow to be individually preconfigured or selected for each originating agency to provide for search results analysis by SDSD or the originating agency. Offerors shall describe the capabilities and any specific limitations of their proposed system in supporting the specified latent identification processes.  
3.1.5.3 SDSD Systems

a) The proposed AFIS shall include capabilities to communicate with existing LiveScan workstations via the LiveScan Store and Forward system.  The interface shall support:

· unrestricted receipt of tenprint and palmprint records from the LiveScan network;

· return of identification search results to the originating agencies;

· dissemination of LiveScan maintenance updates, including for example, virus signature updates, and code table updates.
b) The system shall be capable of interfacing and interoperating with the current and projected Foster & Freeman Data Capture Systems (DCS) at SDSD and the regional agency crime labs (reference §2.2.2).  The system shall provide the capability for Multifunction Latent Analysis Workstations (reference §3.5.4.4) to import latent images from DCS workstations.
c) The system shall provide for secure storage of original latent images in accordance with SDSD Crime Laboratory policies.  These images are currently stored on the SDSD DCS systems, and the selected CONTRACTOR shall work cooperatively with SDSD to ensure that the final image storage solution is fully compliant with the Crime Lab’s policy.   

d) The system shall be capable of interfacing with the regional criminal justice systems (reference §2.2.1) via an SDSD-provided web service to support :
· Access to wants and warrants, criminal history data, shared field reporting and records management information stored on in the regional database repositories in support of Mobile-ID operations;

· Export of Rapid-ID identification Hit data (AFIS KEY#) to the JIMS application.
e) The system shall be capable of supporting interoperability with SDSD Mobile Data Computers (MDCs) and ARJIS Mobile Data Terminals to support regional law enforcement.  The Mobile-ID devices shall provide a built-in wireless (e.g. Bluetooth or 802.11) capability to support data interchange with existing MDCs and ARJIS Terminals.
3.1.5.4 External AFIS Systems
a) All tenprint inquiries and latent inquiries sent to any national and regional AFIS systems (Reference §2.2.6.1) and the associated responses shall be routed through and controlled by the AFIS.

b) The system shall enable latent examiners to submit latent inquiries to external AFIS systems from their desktop workstations, to receive search results responses, and perform interactive retrieval and analyses of candidate records.  SDSD strongly prefers a system with the capability to automatically reformat encoded latents for submission to the external systems without requiring manual re-encoding by the examiner.  Offerors shall describe the implementation and operation of this capability and any specific limitations of their proposed system in supporting this requirement.
3.1.6 Security

a) The AFIS system shall utilize Active Directory for managing and securing user accounts, clients, servers, and applications. 

b) All system workstations shall restrict each user’s access to the application, maintenance and operating system functions of the workstation and the system applications, according to each user’s specific access authorizations. 

c) The security management software shall provide the following functions and capabilities:

1) Capability to function with 2-factor user authentication if customer desires.

2) Enforcement of strong password policies.

3) Prevention of any individual from using any capability of the system unless the individual has successfully logged in.

4) Capabilities for adding or removing authorized users, changing passwords and changing authorization levels.

5) Prevention of any system user from increasing his or her own access authorization level. 

6) Automatically log-off a current operator when a new operator logs on, to ensure that only a single operator can be the operator of record at any given time.

7) An automatic log-off capability that will disable the workstation after a pre-determined time interval during which the workstation is inactive.  The system shall include provisions to ensure that no in-process data or work is lost if a workstation is automatically logged-off.

8) Record successful and unsuccessful log-on attempts in the system transaction log.

d) All AFIS workstations shall have a standard password-protected screensaver.

1) Workstation screensavers shall be configured to activate when the keyboard or mouse is not used for a configurable period of time (initial default setting shall be 15 minutes).

2) Reentry of the login information (fingerprint scan or user ID + password) shall be required to regain access to the workstation.

3) Users shall not be able to install other screensavers or wallpaper.

e) Standard Windows “remember your password” functions shall be disabled on all workstations.

f) Anti-virus software clients shall be installed, configured and maintained on all workstations.

3.2 System Administration

3.2.1 System Operations

a) The system shall provide the capability for AFIS operations, including system startup and shutdown, component reconfiguration, and operational control and monitoring to be performed from a system control console (workstation).

b) Dedicated system control console workstations shall be provided and configured with appropriate system control and database administration applications software for the central control and administration of all AFIS configurations, databases, operational processes, system administration functions, maintenance, and reporting. 
c) The system control consoles shall support on-line access to all operations and maintenance documentation for the central systems and every type of CONTRACTOR-supplied AFIS workstation, terminal and peripheral.

d) The system configuration shall include system control console workstations at the primary installation site and the mirror site, and a system administrator shall be able to control all processes on both system segments from either location.

e) The system controls shall be menu-driven with clear instructions and messages presented to the operator.  

f) The system shall only need one operator knowledgeable in computer systems and AFIS to perform all system operations.
3.2.2 System Configuration Management

a) The AFIS shall include comprehensive capabilities for the management of the system configuration, including automated and interactive tools for maintaining hardware and software configuration information.

b) The AFIS design shall incorporate user-maintainable data structures (e.g., code tables, communications routing tables, user permissions) which define and control all standard codes, values, physical configurations and security, and are supported by comprehensive documentation and user training.  

1) At a minimum, the following tables shall be user-maintainable:

· State & Local Offense Codes

· FBI demographic codes (eye color, hair color, gender, race, citizenship, country of origin, SMT, etc.)

· AFIS network configurations, workstation IP addresses, and communications routing codes.

· Authorized users, user permissions and user access controls.
2) The system shall be able to be maintained by a trained system administrator and shall not require reprogramming or manufacturer intervention to maintain system tables.  In responding to this requirement, Offerors shall identify all standard code tables, security authorization tables and communications routing tables that cannot be maintained by a system administrator and that require manufacturer or 3rd party support to accomplish necessary updates.
3) The system shall provide capabilities that enable an authorized system administrator to easily add or delete individual entries in any table or update/replace a complete table.

4) The system shall provide capabilities that enable an authorized system administrator to:

· distribute table updates (e.g. charge code table updates) to all applicable network-attached AFIS workstation and terminal components, including agency-owned LiveScan workstations;

· automatically confirm successful installation of the updates, 
· automatically log the updates for administrative reporting; and 
· automatically report any update errors to the system administrator.

c) Software version updates and corresponding updates for user documentation shall be provided under the system warranty and any subsequent maintenance agreement.  

d) All software updates and software or hardware upgrades shall be subjected to formal change control review and approval before being applied.

e) An administrative capability to track and report change history shall be provided with the system.

f) The system shall include a capability to test changes in an operational system environment prior to introduction of the changes into the production configuration. 

g) The system shall include a capability to roll back changes.

3.2.3 System Status Monitoring and Diagnostics

a) The system shall provide system monitoring and alerting capabilities using SNMP monitoring, with capabilities including:

1) Capability to automatically monitor the central system components, processes and infrastructure services, and to provide real-time detection of the occurrence of system problems including hardware component failures, software problems and service interruptions.

2) Capability to enable SDSD to connect to a telephone paging capability for notification of the system administrator and/or the responsible maintenance entity regarding the detection of a system problem.

3) System administrator console display of system problems detected with descriptions of response requirements. 

4) Capability for authorized management personnel to access and monitor system usage and system status information from a networked workstation.

b) The system capabilities for remote monitoring, diagnostics and correction of problems shall be subject to the following:  

1) The remote access capability shall be implemented under the direction of SDSD DSD and shall be fully compliant with SDSD network security and access control policies.

2) Remote access to the system shall be controlled by SDSD DSD, and the remote access capability shall be capable of remaining in a disabled state, unless it is specifically enabled on a temporary basis to support scheduled routine maintenance or remedial maintenance.
c) The system shall maintain system monitoring logs, which are defined as the date/time stamped record of system or component starts and restarts, system or component shutdowns and off-line conditions, hardware errors reported by the AFIS operating system, software errors reported by the system’s applications software programs and infrastructure electrical service and network communications interruptions.

1) The system shall provide on-line retention of daily system monitoring logs for at least 90 days, followed by permanent archival storage.

2) The system shall enable authorized system administration and system support personnel to access the system monitoring log, and to selectively print reports for a specific error or incident or for a specified time period, from any workstation.  Reports shall be in an easy-to-read format that clearly states the nature and extent of the hardware and/or software problem reported.

3) The system shall be capable of providing error logs and system status information in response to system user requests.  This information shall provide intelligible assistance in the diagnosis of problems.
d) The system shall provide built-in system diagnostics and error correction capabilities, including:

1) Interactive diagnostic tools with comprehensive capabilities for status checking and problem isolation for every component of the central AFIS system segments.

2) Comprehensive on-line system administration documentation, including descriptions of system error messages and their interpretation, system diagnostic capabilities and operational procedures, and response requirements for specific problems.

3) Remote control troubleshooting and maintenance capability to allow a remotely-located system engineer to operate central server and networked workstation diagnostics, correct operational problems and download software modifications.

3.2.4 System Security and Access Control

3.2.4.1 Security Administration

a) The system shall provide a comprehensive integrated solution for managing and securing user accounts, clients, servers, and applications. 
b) The AFIS security administration capability shall ensure that all CONTRACTOR-supplied workstations that access the AFIS systems, functions and data, including central AFIS consoles and administrative workstations, as well as installed user workstations at local and remote offices, comply with and enforce user compliance with the FBI CJIS security policy. Offerors shall provide a detailed description of their proposed security administration and authentication capabilities and how these capabilities will satisfy the CJIS Security Policy.
c) The system shall provide comprehensive tools and capabilities for administration of user authorizations and system security.

1) The system shall enable an authorized system administrator to add and remove users, to assign, modify and suspend access privileges for any user or group of users (e.g., latent examiners), and to reset passwords.

2) The system shall provide scheduled and on-demand administrative reporting including but not limited to:

· periodic summaries of authorized users (with user status (active or suspended) and individual permissions).
· periodic password policy compliance audits.
· periodic security assessment audits, including unsuccessful log-in analysis.

· other specific administrative reports defined in consultation between the agencies and the selected CONTRACTOR.
3.2.4.2 Access Control Provisions

a) The system shall provide positive access control provisions that prohibit the use of system functions by unauthorized users.  

1) Access to each principal AFIS function and capability to perform database inquiries and updates shall be limited to authorized users and system administrators.

2) The system shall support the assignment of specific access privileges for each user and shall enable the limitation of access to only those functions required by the user to perform his/her assigned tasks.

3) Access to system functions shall be controlled by individual operator log-on identification, whether at a central AFIS workstation or a remote site.  Login access shall be controlled with a unique user login name plus password.  In production operations, generic user IDs and/or passwords for any component shall not be permitted.
b) The system shall support strong password authentication and enforce associated password policies:
1) The system shall enforce the agency policy for password formats and contents, including minimum 8-character passwords using mixed upper and lower case letters, numeric digits and special characters, and prohibiting use of dictionary words, etc., in accordance with FBI CJIS Security Policy guidelines.
2) The system shall enforce the agency policy requiring periodic password changes for all users and prohibiting re-use of passwords for 10 cycles.
c) The system shall support a multi-factor authorization and access control capability for all users of standard system workstations, including system administration workstations, multifunction analysis workstations and latent input workstations.  The first factor shall be user-ID/password.  SDSD prefers the use of their existing RSA Secure Key capability as the second factor.
d) The system shall log all successful logons/logoffs and all unsuccessful logon attempts.  

e) The system shall enforce a maximum number unsuccessful logon attempts, such that when this limit is reached, the logon ID shall be automatically disabled and require intervention of an authorized supervisor or administrator to re-enable the user’s access rights.  The system shall enable an authorized system administrator to establish and update the “maximum unsuccessful logon attempts” parameter.
3.2.4.3 Virus and Malware Protection
a) The AFIS implementation shall meet SDSD’s comprehensive virus and malware protection standards that protect all installed servers and system workstations.   

b) The system shall allow the system administrator to install, configure and maintain A/V clients and signature files on all system servers and workstations. 

c) The system shall enable implementation and monitoring of regular security updates (e.g. virus signatures, system software patches, network security updates) to ensure that the security protections are current for all components of the system.  The AFIS system’s anti-virus implementation shall:
1) Enable current virus signatures to be maintained and automatically updated on all servers and workstations.

2) Provide an interactive capability enabling a system administrator to check the status of each A/V client in real-time and report information including the latest definition updates, last scan, and virus detection history.

3.2.5 Management Reporting

a) The AFIS system shall provide the capability to generate statistical analysis and system activity reports, including standard pre-defined management reports and special reports based on user-defined ad-hoc queries.

b) The initial delivery of the system shall include a comprehensive set of standard cataloged management reports that will be produced by the system on a regular recurring basis.  Full reporting capabilities shall be provided with the initial operational capability delivery of the system.  The selected CONTRACTOR shall work closely with SDSD to define all details of the standard management reports (report types, content, frequency, routing, etc.) to be implemented in and delivered with the initial system configuration.

c) A capability shall be provided that enables a system administrator to establish regular reporting schedules for each type of report, and that produces the reports according to the pre-defined schedules.

d) The system shall enable an administrator to selectively generate any standard report on-demand under operator control and this shall not affect the established automatic production schedule for the report.

e) The standard report generation capability shall include interactive controls that enable an operator to selectively enter filtering parameters such as ORI, AFIS KEY #, and date range to generate specific reports.

f) Standard reports shall be able to be automatically routed according to a pre-set distribution list, or routed under operator control to designated network workstations and/or network printers.

3.2.5.1 Database Statistics Reports

a) The system shall provide standard pre-defined reports for reporting database content statistics, including:

1) Record counts by record type, originator, record date, etc.

2) Record counts and statistics for complete and incomplete records.

3) Record information for selected records designated by specific AFIS KEY #.

b) The system shall provide standard pre-defined reports for reporting database activity for a user selected time period, including:

1) Record adds, changes and purges for a selected record type, originating agency, or a selected record (designated by specific AFIS KEY #).

2) Record sealing activity.

3) Database audits and integrity checks.

4) Backup activity, status, and media usage for a selected date or time period.

3.2.5.2 System Transaction Activity Reports

The system shall provide the capability to access transaction logs and to develop standard pre-defined reports for reporting:

a) System transaction activity during a specified time period, including:

1) Transaction counts by transaction type, originator, time-of-day and day-of-week, etc.

2) Processing statistics for automated and manual processing and rejected transactions, by transaction type, originator, etc.

3) System operations, including downtime and error incident counts and statistics.

4) Transaction, logon and security audits.

b) System throughput and response time statistics during a specified time period, including:

1) System backlog report by transaction type, time-of-day and day-of-week, etc.

2) Fully-automated input, processing and closure statistics, by transaction type, originator, and result.  

3) Manual process throughput and timing statistics by record type and operator ID.

c) Identification operations statistics during a specified time period, including:

1) Tenprint detail, quality statistics, submission rates, closure rates and end-to-end processing times by record type and originator. 

2) Unsolved latent statistics, latent search counts, end-to-end processing times and hit rates against tenprint records, palmprint records and unsolved latents by operator ID and location.

3) Criminal recidivist rates and, if applicant fingerprinting is initiated, returning applicant rates.  

4) Manual process throughput and timing statistics by record type and operator ID.

d) Latent case processing and results report for a specific latent case, including case information, examiner identification, original and edited latent images, search results, and identification results.
3.2.6 Ad-Hoc Reporting

a) The delivered AFIS capabilities shall include a capability to generate ad-hoc reports.  

b) The ad-hoc reporting capability shall be able to access all elements of all system databases and activity logs, including archived logs as necessary, for the compilation of report information.

c) The ad-hoc reporting capability shall include the capability to enable a system administrator to catalog frequently-used ad-hoc reports and add them as scheduled or on-demand standard reports.

Offerors shall provide a comprehensive description of their proposed solution, and explicitly describe any limitations of the ad-hoc reporting capabilities.  
3.3 Records Management

3.3.1 Records Storage Components

3.3.1.1 On-Line Data Storage

a) The AFIS architecture shall include a high-reliability on-line data storage subsystem to provide storage for the on-line identification databases, administrative databases, system logs, etc.

b) The on-line data storage subsystem architecture shall include mirrored on-line identification database storage components to support the operational primary and backup AFIS segments, as required to satisfy continuity of services requirements of §3.1.4.3.   

c) The database management system shall provide for full real-time synchronization of the mirrored on-line identification databases, transaction logs and journals.

d) The on-line storage solution shall support the required long-term storage capacity requirements, and shall be expandable as needed over the life of the system to support the actual growth of the system.

3.3.1.2 Archive Records Storage

a) The AFIS architecture shall include a Master Identification Records Archive (the “NIST Archive”) for the storage of original NIST-formatted tenprint and palmprint records. Offerors shall provide a comprehensive description of their proposed NIST Archive solution including the web access capabilities
b) The NIST Archive shall be used to store and maintain all original NIST identification records submitted to SDSD including criminal and registration records.

c) The NIST Archive shall include a relational database index that provides for indexing of records stored in the Archive and supports access, management and statistical analysis/reporting of the Archived records.  

1) The minimum primary index fields shall be:  AFIS KEY #, TCN#, Date of Submission, and Record Type (criminal tenprint, registrant tenprint, corrected tenprint, palmprint).

2) The selected CONTRACTOR shall work cooperatively with SDSD during the design phase to identify and incorporate additional indices as required to support SDSD operations.
d) When State and/or FBI index numbers are returned in response to an external AFIS search of a tenprint or palmprint record, the system shall provide an automated capability to update the Archived original record and the record indices to append the California CII# (California “SID” number) and FBI # assigned to the record.

e) The system shall include a web application that provides secure web-based access to the NIST Archive to improve record access for the State’s law enforcement and criminal justice agencies, and to reduce or eliminate the manual workload associated with current process for responding to information requests. 
1) The Web Archive application shall enable authorized remote users to query the Archive, access identification records, and export of copies of specific NIST records.

2) The web application shall include security provisions that prohibit unauthorized users from accessing the Archive or its stored records.

3) The web application shall be capable of validating access permissions using secure web services.

4) The web application shall ensure that all copies of original records exported by authorized users are affixed with an appropriate legend indicating that the copy is a true copy of the original.
.  
3.3.2 Record Indexing

a) The system shall be designed to assign and utilize an index number scheme for managing Tenprint and Palmprint Records consisting of a master person identifier (AFIS KEY #) and transaction identifier (TCN).  

1) The AFIS shall utilize the SDSD master person identifier (AFIS KEY #) to provide a unique reference to all of the records in the database for a given individual.

2) The Transaction Control Number (“TCN”) provides a unique reference to a specific fingerprint capture or palmprint capture transaction and the AFIS shall utilize the SDSD TCN assigned to each record by LiveScan as the master transaction index number for individual records.
b) The system shall extract AFIS KEY #s from all existing tenprint and palmprint records when the records are converted and initially loaded into the system. 
c) In order to verify the AFIS KEY # assignments, all converted records that are recorded for a given individual shall be compared using a TP:TPV process.  Records that fail to match shall be reported in an exception report and submitted for TP:TPID searching against the complete database.
3.3.3 Identification Records Databases

3.3.3.1 Tenprint Fingerprint Identification (TPID) Database

a) An on-line TPID database shall be provided and maintained in the AFIS to contain and manage composite tenprint fingerprint records used by the AFIS for tenprint identification, Rapid-ID and mobile-ID identification and identity verification.  Offeror’s response to this requirement shall include an in-use reference for at least one currently operational AFIS installation that meets all requirements of this section.  If no current system provides all of the required capabilities, the response shall explicitly describe the differences between the required capability and the existing in-use solution.
b) Each record in the TPID database shall contain a limited set of record information to support AFIS identification search and identity verification functions.  Record information shall include at least Last Name, First Name, Gender, DOB and AFIS KEY #.  The selected CONTRACTOR shall work cooperatively with County staff to define the record data content for the TPID database.
c) The TPID database shall be made up of composite tenprint fingerprint records, with one composite record for each individual person in the system.

d) Each TPID composite record shall be designed to store 20 fingerprint images and their corresponding minutia sets, including a rolled fingerprint image and minutiae and a flat (plain impression) fingerprint image and minutiae for each of an individual’s ten fingers.  The system shall be capable of maintaining the original 1,000 ppi or 500 ppi images in the database for use in manual fingerprint comparisons.

e) The specific record contents and formats of the TPID database shall be defined and the TPID database shall be implemented for optimum AFIS performance in support of the functional requirements defined in §3.4.3.  The TPID database data model shall be documented in the formal system design documentation.
f) The system shall provide the capability to automatically add an identification record to the active on-line database when a search of the database indicates that an individual does not have an existing record in the system.

g) The system shall provide the fully-automated capability to perform a fingerprint check for confirmation of identity and then selectively replace fingerprint data used for identification search/match processing when the new image for the corresponding fingerprint is of higher quality (reference §3.4.4.4).
h) The system shall provide the capability to maintain a TPID database change log recording additions, deletions and print substitution updates.  The change log shall include at least the TPID record ID (AFIS KEY #), source record IDs (TCN #s), operator ID, date/time, and type/description of change.

i) The system shall provide a Mobile Rapid-ID capability that will enable the determination that the subject of a search has active warrants, and the system shall provide an on-line tenprint identification database that will support this capability.  The Mobile-ID database capability shall be provided using parametric filtering of the TPID database to search against only records that have an “active warrant” attribute.  Offeror’s response to this requirement shall describe the explicit design of the database that will be used to support Mobile Rapid-ID.
3.3.3.2 Palmprint Identification (PPID) Database

a) An on-line PPID database shall be provided and maintained in the AFIS to contain and manage composite palmprint records used by the AFIS for automated palmprint-to-palmprint comparisons.  Offeror’s response to this requirement shall include an in-use reference for at least one currently operational AFIS installation that meets all requirements of this section.  If no current system provides all of the required capabilities, the response shall explicitly describe the differences between the required capability and the existing in-use solution.
b) Each PPID record shall contain palmprint images for both hands, including right/left lower palm segment images, right/left upper palm inter-digital segment images, and right/left writer’s palm segment images.  

c) Each image record in the palmprint identification database shall be indexed by AFIS KEY # and shall include a right/left hand designation, and a designation of the palm segment.

d) The specific record contents and formats of the PPID database shall be defined and the PPID database shall be implemented for optimum AFIS performance in support of the functional requirements defined in §3.4.5.  The PPID database data model shall be documented in the formal system design documentation.

e) The PPID records shall be composite records made up using the highest quality images from all palmprint records for an individual, and shall be maintained using an automated “best print substitution” process.

f) The system shall provide the capability to maintain a PPID database change log recording additions, deletions and print substitution updates.  The change log shall include at least the PPID record ID (AFIS KEY #), source record IDs (TCN #s), operator ID, date/time, and type/description of the change.

3.3.3.3 Master Tenprint and Palmprint (MFPD) Database

a) An on-line Master Tenprint and Palmprint Database (MFPD) shall be provided and maintained in the AFIS to contain and manage tenprint and palmprint records used by the AFIS for latent identification searching.  Offeror’s response to this requirement shall include an in-use reference for at least one currently operational AFIS installation that meets all requirements of this section.  If no current system provides all of the required capabilities, the response shall explicitly describe the differences between the required capability and the existing in-use solution.
b) Each record in the MFPD database shall contain a limited set of record indices and descriptor information to support AFIS identification search and identity verification functions.  Record information shall include at least Last Name, First Name, Gender, DOB, AFIS KEY # and TCN#.  The selected CONTRACTOR shall work cooperatively with SDSD staff to define the record data content for the MFPD database.

c) The on-line MFPD database shall be segmented into separate tenprint and palmprint partitions.  The tenprint partition shall include all complete tenprint records (individual rolled and flat image data) for every tenprint record in the system’s NIST Archive.  The palmprint partition shall include all complete palmprint records (palm segment image data) for every palmprint record in the system’s NIST Archive.

d) The specific record contents and formats of the MFPD database shall be defined and the MFPD database shall be implemented for optimum AFIS performance in support of the latent identification functional requirements defined in §3.4.6.  The MFPD database data model shall be documented in the formal system design documentation.

e) The system shall provide the capability to automatically add a tenprint or palmprint identification record to the active MFPD database when a search of the TPID or PPID composite record database indicates that an individual does not have an existing record in the system.

3.3.3.4 Latent Case Datasets

a) The system shall provide a capability that enables latent examiners to create and maintain discrete datasets of tenprint and palmprint records associated with a specific latent case.  The system shall provide support for the creation and maintenance of the following Latent Case Datasets for any/all latent cases:

· Elimination Print Dataset:  A dataset of tenprint/palmprint records from, for example, family members and others associated with a latent case.
· Suspect Dataset:  A dataset of tenprint/palmprint records for suspects in a case that is derived from the MFPD and from other records scanned into the system.
· Internal Investigation Dataset:  A permanent dataset made up of employee and contractor fingerprint records that can be logically associated with any internal investigations case.
b) The system shall enable an examiner to create a logical dataset of records associated with a particular latent case by selection of records (specification of AFIS KEY #’s) in the AFIS tenprint and palmprint databases and by scanning records into the system.
c) Each record in a Latent Case Dataset shall be automatically assigned an AFIS KEY # that identifies it as a Latent Case Dataset Print.  The associated Latent Case Number shall be assigned as the TCN for each print record.  Record information shall include at least Last Name, First Name, Gender, DOB, and Case Relationship.  The selected CONTRACTOR shall work cooperatively with SDSD staff to define the record data content for the Latent Case Datasets.

d) The system shall enable the analyst to view the Latent Case Dataset records contents and add or delete individual records.  If records in a dataset are deleted, or if the dataset itself is deleted from the system, these actions will have no effect on the records managed in the MFPD database.

e) The AFIS shall ensure that the Latent Case Datasets are maintained separately from the production TPID, PPID and MFPD databases and that Latent Case Dataset Records are not entered into those databases.

f) The system shall permanently maintain Latent Case Datasets as part of the permanent latent case record, and shall be accessible to authorized examiners for directed latent searches and analysis until such time as the dataset is purged by the originator or an authorized administrator.  
3.3.3.5 Unsolved Latent (USL) Database

a) An on-line USL database shall be provided and maintained in the AFIS to contain and manage unsolved latent prints.  Offeror’s response to this requirement shall include an in-use reference for at least one currently operational AFIS installation that meets all requirements of this section.  If no current system provides all of the required capabilities, the response shall explicitly describe the differences between the required capability and the existing in-use solution.
b) At least the following elements shall be stored as part of each USL record:

· Contributor ORI# - agency identifier; nine (9) alpha/numeric characters.

· Class of Crime - FBI uniform offense classification code; four (4) numeric characters.

· Date of Crime – YYYYMMDD; eight (8) numeric characters.

· Latent Image – 1,000 ppi uncompressed digital gray-scale or color image of the latent print with 8-bit gray-scale or 24-bit color depth; color depth capability of 16-bits per channel is preferred.
· SDSD Case Number or Outside Agency number.
· Item # (Lift #) - Five (5) alpha/numeric characters identifying a specific latent image associated with the case.

· Edit # - One numeric digit to identify one of potentially multiple alternate feature sets for the latent image.

· Barcode # - the evidence index number assigned by the originating agency.

· Operator ID# - AFIS operator identification number.

· Latent type (finger or palm latent, if known).

· Finger position or left/right palmprint hand (if known).
· Linkages to other latent images in a multi-finger lift.
c) The specific record contents and formats of the USL database shall be defined, and the USL database shall be implemented for optimum AFIS performance in support of the functional requirements defined in §3.4.6.   The USL database data model shall be documented in the formal system design documentation.

d) The Contributor ORI# + Agency Case # + Item # + Edit # shall define a particular latent within the Unsolved Latent database.  These numbers, displayed in the above order, shall be displayed and printed on candidate lists and individual candidate displays. 

e) The USL database shall have the capacity to store an average of 25 fingerprint latents and palmprint latents for each case, with no limits on the actual number of latents that are stored for any particular case.  

f) The system shall provide the capability to store and manage image feature sets (minutia sets) for each latent in the USL database, with the capability to store and manage multiple feature sets (“Edits”) for each latent.  The capability shall enable an authorized latent examiner to create and store a feature set, retrieve and edit a stored feature set, and selectively delete or replace an existing feature set or add a new feature set for the latent with a new Edit# prefix.  

g) The system shall enable an authorized administrator to selectively delete individual USL records or all USL records associated with a selected Case.  For remote agency users of the system, this capability shall be limited to only latent prints for which their agency is the contributing ORI of the latent case.
h) The system shall provide a restricted interactive capability to purge latent prints from the database based on Crime Class and Date of Crime.  
1) The system shall enable any authorized examiner to identify all of the examiner’s latents of a specified Crime Class where the latent’s Date of Crime is prior to the search argument Date of Crime entered.

2) Upon confirmation by an authorized administrator, the system shall remove all latents of a specified Crime Class whenever the latent’s Date of Crime is prior to the search argument Date of Crime entered. (Note:  Date of Crime shall include century indicator.)
3) The system shall enable an authorized examiner to extend expiration dates or to flag cases as “no expiration” in order to retain selected cases and images.
i) The system shall provide the capability to maintain a change log for the USL database recording latent record additions, deletions and updates.  The change log shall include at least the USL record identifiers, operator ID, date/time, and type/description of the change.

3.3.4 Database and Archive Operations

3.3.4.1 Record Access, Query and Retrieval

a) The AFIS databases shall provide direct user access to the fingerprint images, palmprint images and latent images in the AFIS on-line and Archive databases.  
b) In the on-line databases, single image storage and indexing shall be provided by unique identification number and finger number, palm-segment or Item (Lift) number.
c) In the Archive databases, record access shall be provided by AFIS KEY #, TCN#, Agency ID, and record type, and the system shall provide individual image access through the appropriate record display screen.

3.3.4.2 Database Content Analysis and Reporting

a) The system shall enable an authorized administrator to query and analyze any system database, including the on-line Identification databases, investigative case datasets, the NIST Archive and the system logs, and develop reports and statistical analyses of database contents as defined in §3.2.5.

b) The system shall permit access to database records and records-in-queue for review and analyses, such as database integrity checks.
c) The system shall provide operating system utilities for individual and batch file manipulation, including copy, delete, dumping and merging.
3.3.4.3 Identification Record Sealing and Purging

a) The system shall provide a restricted interactive capability to remove specifically designated identification records from any selected system database or combination of databases.  

b) The system shall provide a process for automatically purging records from the system database(s) based on record type, record age parameters and other criteria established by an authorized system administrator.

c) The system shall enable an authorized administrator to purge records individually or in batches from any selected combination of databases.  The system shall enable an administrator to establish and edit a purge list (for example, for deceased persons) prior to initiating the purge action.

d) The system shall maintain a log of all sealing and purging transactions and shall automatically record each transaction, including the date, time, record number and user ID of the administrator that performs or authorizes removal of the record from the system.

3.3.5 Database Backup and Restoration

3.3.5.1 Transaction Journaling

a) The design of the database management system shall ensure that database transaction data is secured such that a temporary loss of communications or processing capability will not result in the loss of any data.  Offerors shall provide a detailed description of their standard transaction journaling and backup process.
1) All transactions received by the database management system shall be logged in a database transaction journal in real-time.  

2) The system shall automatically back up transaction journals at least daily as an element of database backup procedures.  
b) The system shall enable an authorized system administrator to access the database transaction journals and determine the status of the journaling process.

c) The system shall provide the capability to restore transactions and restart operations under control of an authorized system administrator.

3.3.5.2 Database Backup

a) The system shall provide an automated database backup capability to generate full and partial backups of all system databases and logs in accordance with an established backup schedule.  The system shall provide the capability to accomplish full and partial database backups without impacting on-line production operations.  Offerors shall provide a detailed description of their standard database backup process and identify any associated system downtime requirements.
b) The system shall enable an authorized system administrator to establish backup schedules for full and partial backup of each system database that control automatic operation of the backups.

c) The system shall enable an authorized system administrator to interactively initiate a full and partial backup of any system database, transaction log, or the system applications software.
d) The system shall provide backup logging and reporting that enables a system administrator to monitor backup status and identify and report successful, partially successful and unsuccessful automated backups.

3.3.5.3 Database Restoration

a) The system shall provide interactive restoration/recovery capabilities, including the capability to restore individual identification records, a database segment, or a complete on-line AFIS database.

b) The system shall have a process to recover the minutiae databases from mirrored on-line storage or backup tapes and transaction journals.  Minutia database recovery shall not require re-scanning or reprocessing NIST records in the Archive.

c) The system’s database restoration/recovery capabilities shall be able to restore the system transaction journals and/or backup files from mirrored storage to ensure that no original record data is lost in the event of a temporary outage of a primary database component or the whole system.

d) Transactions in process during a system failure shall be automatically re-introduced or continued from a previous checkpoint.

e) The system shall provide the capability to restore selected individual composite records, specified groups of composite records, or the complete on-line AFIS databases from the Archived records and transaction journals.

f) The system shall provide a rapid restoration capability (reference Requirement 3.1.4.3.j), and the system’s backup/restore capabilities shall be directly expandable to maintain this level of backup/restoration service as the system databases grow in size through the projected 10-year life of the system.

g) System images of current versions of system and workstation applications software, including site-specific configurations, shall be maintained in the backup/restore system and shall be made available to reload any replacement component of the system.

h) The selected CONTRACTOR shall provide procedures and methodologies documentation and shall train system operators to backup image and minutiae databases, and recover from single-segment operations and media or equipment failures.

3.4 AFIS Identification Functions and Performance Requirements
3.4.1 Transaction Management 
The AFIS shall provide high throughput and high availability in managing identification service request transactions to satisfy system response time and availability requirements. AFIS capabilities shall include:

a) Capability for simultaneous handling of incoming, outgoing and internal processing transactions. 

b) Capabilities for automatic continuation or recovery of transaction processing functions without loss of data in the event of a network or AFIS component failure.

3.4.1.1 Primary Identification Transaction Types

The AFIS shall provide the automated capability to manage all of the types of identification service transactions required to support the operational workflows defined in Appendix 2, including the following primary transaction types.  

a) Rapid-ID Search:  A 1:N search of the on-line TPID database using plain-impression fingerprint images from a Rapid-ID or Mobile-ID terminal to determine if the subject has an existing identification record in the database. 

b) Rapid-ID Verification:  A 1:1 fingerprint verification match of a specific tenprint record in the on-line TPID database with one or more plain-impression fingerprint images from a Rapid-ID or Mobile-ID terminal to positively confirm the identity of an individual (for example, in support of warrant operations or an inmate management function such as release or transfer from custody).
c) Tenprint ID Search:  A 1:N search of the composite records in the on-line TPID database with a new tenprint record to determine if the subject has an existing identification record in the database.
d) Automated Candidate List Analysis:  For all tenprint-to-tenprint search results, an automated process that uses additional rolled and plain-impression fingerprints from the file and search records to eliminate all incorrect non-matching candidate records from the candidate list and, if a match exists in the database, provide only the high-probability match candidate for manual confirmation.     

e) Manual Hit Verification and Candidate List Analysis: Queue computed tenprint inquiry matches and all search responses returning multiple candidates for manual analysis by a fingerprint examiner. 

f) Low Priority Background Tenprint Search:  In order to detect low-quality duplicate records, when a new tenprint record is automatically added to the database as a result of a search that indicates that there is no matching record on the system, the system shall automatically initiate a 1:N tenprint match of the remaining fingers in the new image record (i.e., those not used in the initial search).

g) Tenprint ID Verification:  A 1:1 fingerprint verification match of one or more fingerprint images from a new tenprint record against a specific AFIS tenprint record from the on-line TPID database to positively confirm that the new fingerprint record is from a previously registered individual (for example, to confirm a Rapid-ID identification and associate the existing AFIS KEY # with the new record).

h) Tenprint Search of Unsolved Latents:  An automatic 1:N search of the Unsolved Latent Database (USL) with each new tenprint record submission received from a LiveScan or cardscan workstation.
i) Palmprint Search of Unsolved Latents:  An automatic 1:N search of the Unsolved Latent Database (USL) with each new palmprint record submission received from a LiveScan or cardscan workstation.
j) Latent-to-Tenprint Identification Search:  An automatic 1:N search of a latent print against all tenprint records in the MFPD database.

k) Latent-to-Palmprint Identification Search:  An automatic 1:N search of a latent palmprint against all palmprint records in the MFPD database.

l) Latent-to-Latent Fingerprint Identification Search:  An automatic 1:N search of a latent fingerprint against all finger latent records in the USL database.

m) Latent-to-Palmprint Identification Search:  An automatic 1:N search of a palm latent against all palm latent records in the USL database.

n) Latent Match Analysis: Queue match candidates for analysis from tenprint-to-unsolved-latent inquiries, palmprint-to-unsolved-latent inquiries, latent-to-tenprint inquiries, latent-to-palmprint inquiries and latent-to-unsolved-latent inquiries.

3.4.1.2 Transaction Queues

a) The system shall use queues for temporary storage of records and images during processing, and shall provide and support separate queues and priorities for tenprint-tenprint, latent-tenprint, tenprint-unsolved latent, latent-palmprint, palmprint-unsolved latent, latent-unsolved latent, and Rapid-ID search and verification.

b) Incoming transactions shall be queued according to type of transaction and priority, and shall be released for processing under automated control of the system’s transaction management controller.  

c) The system shall process transactions when they are entered, and shall handle each request on a first-in, first-out basis within each priority level.  

d) The central system shall be able to create processing transactions and store daily process queues as required to meet the maximum daily throughput of the site as defined in this specification.  

e) An authorized user shall have the following interactive capabilities, which shall be able to be performed from the system console or from a remote workstation (subject to appropriate access controls), without suspending the operation of the system:

1) Query any of the system’s transaction queues to determine the queue contents and the age and processing status of each transaction in the queue.

2) Query and view the status of any specific transaction in any system queue.

3) Modify the priority of any transaction in any queue.

4) Suspend processing of a transaction and restart the transaction.

5) Remove any transaction from a processing queue.

3.4.1.3 Transaction Priority

a) The system shall provide a multi-level priority structure for automated management transaction processing.

b) The system shall enable an authorized central system administrator to interactively modify the priority structure of any search queue or the priority of any individual transaction within any queue.

c) The system shall provide the capability to restrict the authority to modify transaction priorities for individual transactions to specifically designated operators. 

d) The system shall enable an authorized system administrator to assign or modify the priority of any transaction in any queue to reflect the appropriate transaction type and criticality.

3.4.1.4 Transaction Logs

a) The system shall maintain operational transaction logs, which are defined as the date/time stamped record of all system operational activities, including processing of AFIS transactions, transmission and receipt of transactions to/from external systems, system service disruptions and transaction-specific error notifications.
b) In all lights-out processing, the system shall maintain details of the lights-out processes in a transaction log and enable reviews and audits of lights-out operations.

c) The system shall provide on-line retention of daily operational transaction logs for at least 30 days, followed by permanent on-line or off-line storage.

d) Authorized system administrators shall have the capability to review logs and print selected sections of any log while the system is running.  Review and printing of logs shall not interrupt any on-going logging of information.

e) The system shall provide the capability for an authorized administrator to access the operational transaction logs at any AFIS workstation installation and from either central AFIS segment’s operations console.
3.4.1.5 Continuity of Automated Operations

a) In the event that an automated processing error occurs for any transaction, the error shall be isolated such that no other transaction shall be effected and the overall automated processing of identification request transactions shall proceed without interruption.  The system shall maintain a log of incomplete transactions requiring manual intervention for review and resubmission by a system administrator.

b) In the event that a system component error causes automated processing to be interrupted, the system shall automatically queue identification request transactions, and shall automatically re-initiate processing of the queued transactions after the automated processing is restarted.  No operator intervention shall be required to re-launch individual queued identification transactions upon restoration of AFIS services. 

c) In the event that any error disrupts the automated “lights out” input, search and post-processing analysis operation of the system such that manual intervention is required to restart the process, the system shall provide the following automated capabilities:

1) Automatically detect and recognize a disruption of automated transaction processing within ten (10) minutes of its occurrence.

2) Automatically transmit a notification via a paging system to a designated technician.

3.4.1.6 External Systems Transactions

a) The system shall provide flexible and configurable capabilities to interface with the SDSD’s regional criminal justice systems, external AFIS systems and networked AFIS workstations.

1) The AFIS shall provide full capability to handle all defined NIST Types of Transactions (TOTs), as identified in Appendix 3 of this Specification, and to interact without restriction with external systems for submission of search requests, receipt of search results, and query and retrieval of records.  Offerors shall provide a specific identification of any of the TOTs listed in Appendix 3 that are not supported by their standard COTS software.  

2) The selected CONTRACTOR shall work with the customer to define specific transaction information contents, formats and control processes and shall take responsibility for ensuring the implementation of a seamless automated transaction processing capability between the AFIS and all identified external systems and workstations.

3) The AFIS shall enable a system administrator to identify new external workstations or systems and configure the system to handle specified standard transaction types for the new interface.  
b) The AFIS system shall provide an interface to the LiveScan Store & Forward system and shall provide full interoperability with that system to support distributed tenprint and palmprint identification operations.

1) The AFIS system shall provide the capability for receiving LiveScan tenprint and palmprint transactions from the Store & Forward system, and for returning search results from the local AFIS and external AFIS systems to the originating agencies.  
2) The AFIS system shall provide the capability for transmitting advisory messages (e.g., search results and record rejection notifications) to the originating agencies.
3) The AFIS system shall provide the capability to automatically distribute and verify updates to the LiveScan systems including table (e.g., charge code table) updates and virus signature updates.

4) The AFIS system shall provide a user-maintainable table of agency notification points of contact, IP addresses, email addresses and telephone numbers associated with each connected LiveScan workstation, which can be accessed by the system and by authorized SDSD Records and ID Division analysts to support automated and manual communications for notifications and updates.

c) The system shall provide an interface with the SDSD regional criminal justice information systems for retrieval and display of wants/warrants, criminal history data and mugshot images in support of normal operations and Rapid-ID and Mobile-ID identification processes.
3.4.2 Rapid Identification (Rapid-ID) 

a) The AFIS shall provide the capability to support an expandable network of fixed-installation Rapid-ID terminals (Reference §3.5.6) and a network of Mobile-ID terminals (Reference §3.5.7).  Offerors shall include the cost for an initial complement of 40 Mobile-ID terminals and the capability to support at least 500 Mobile-ID terminals in the baseline system configuration.  In addition, Offerors shall provide the optional costs for incremental expansion of the AFIS Rapid-ID support capabilities in 500-terminal increments, and shall provide optional single-unit and 100-unit quantity pricing for the Mobile-ID terminals.
1) The initial implementation of the system shall include a network of fixed-installation Rapid-ID terminals and provide the capability to provide rapid positive fingerprint identification of individuals in support of intake and release at regional jail facilities.  
· The initial implementation of the system shall include forty (40) Rapid-ID terminal installations at SDSD detention facilities.
· The initial implementation of the system shall include all necessary licenses and shall provide expansion capabilities to extend Rapid-ID services to a total of 100 booking locations, regional jail facilities and probation offices.
2) The initial implementation of the system shall include the capability to support networked Mobile-ID terminals using commercial wireless network communications to perform positive ID searches in the field.

· The initial implementation of the system shall include forty (40) Mobile-ID terminals to be used by SDSD and participating regional LEAs to support special operations (e.g., warrants, sweeps, etc.).
· The initial implementation of the system shall include all necessary software licenses and shall be capable of supporting a total initial increment of up to 500 Mobile-ID terminals to be used in an operational pilot of mobile operations in the County.  

· The initial implementation of the system shall be expandable to support the incremental implementation of full mobile operations in the County, with optional capabilities to add AFIS support for increments of 500 Mobile-ID terminals, up to a combined total of 2,000 Mobile-ID terminals.  
b) The Rapid-ID system, including the fixed-installation Rapid-ID terminals and Mobile-ID terminals, shall use secure communications in accordance with CAL-ID and FBI CJIS security policies.  Offerors shall describe their proposed Rapid-ID communications capabilities and constraints.  Selection preference shall be given for full-capability systems that support all of the configurations described below.
1) The fixed-installation Rapid-ID terminals shall interface with and utilize the secure Cal-ID core network (Reference §2.2.5) for communications with the central AFIS.  

2) The Mobile-ID terminals shall utilize wireless communications for communicating with the AFIS and shall be configurable to use a commercial cellular telephone network as the primary communications mechanism.

· The Mobile-ID system implementation shall include the network appliances required to interface the Mobile-ID wireless communications into the secure Cal-ID network for communication with the AFIS.
· The selected CONTRACTOR shall work cooperatively with SDSD DSD to specify, implement and configure the Mobile-ID networks in accordance with DSD infrastructure, operational and security requirements.
3) SDSD desires that the Mobile-ID terminals have the capability to be configured to enable any terminal to interface with a Mobile Data Computer (MDC) or handheld ARJIS (PDA) terminal using wireless (e.g., Bluetooth) communications and to provide integrated operations with the MDC or ARJIS terminal.

· In this mode of operations, the Mobile-ID terminal would communicate with the AFIS via an MDC or ARJIS terminal and its associated communications network.  The system would return a Mobile-ID hit (AFIS KEY #) to its associated MDC or ARJIS handheld terminal to enable the officer to easily submit wants/warrants and criminal history inquiries using the returned AFIS KEY #.

· The selected CONTRACTOR shall provide full technical support to SDSD and the MDC or ARJIS vendor in the development and testing of an applications program interface and integrated operations capability that enables MDCs and/or ARJIS terminals to provide automated receipt and processing of Mobile-ID fingerprint inquiries and AFIS search results.
c) The Rapid Identification capabilities of the AFIS shall support the Identification and Identity Verification functions described in §3.4.2.1 and §3.4.2.2, below, and provide throughput and accuracy performance that meets or exceeds the requirements specified in §3.4.7 and §3.4.8, respectively.  Offerors shall provide a description of the capabilities that will be delivered to support the Rapid-ID functions, a description of associated operational requirements necessary to achieve the required identification accuracy (e.g., 2-finger search), describe the assumptions and process for determining the maximum number of Rapid-ID terminals that can be supported through incremental system expansions, and shall provide references demonstrating that the proposed capabilities satisfy the in-use requirements of Requirement 3.1.1.a.1.
d) The system shall support the capability to export NIST-standard tenprint records to an external Mobile-ID AFIS, if a separate system is established to support Countywide Mobile-ID operations.
e) The AFIS shall log all Rapid-ID Identification transactions.  At a minimum, the log shall contain date, time, agency identifier, terminal ID, operator ID, the search print image, search information (finger #, etc.), the hit/no-hit result, and, if applicable, the identified record ID number. 

1) For booking operations, the system shall provide an automated capability to compare Rapid-ID transaction results with the tenprint identification results from the subsequent LiveScan transaction.  
2) The system shall generate weekly statistical reports of confirmation and non-confirmation of Rapid-ID results, along with a listing of all transactions in which the Rapid-ID result was overturned by the subsequent tenprint search.

3) The transaction log shall enable an analyst to retrieve the Rapid-ID search print and associated information from the log for comparison to the corresponding file print to investigate causes for Rapid-ID errors.  
3.4.2.1 Rapid ID Search

a) The AFIS shall provide a fully-automated capability to accept plain-impression fingerprint images from a Rapid-ID scanner and perform a fast, accurate 1:N search of the on-line TPID database to identify individuals with existing records in the system.
1) The Rapid-ID Identification Search capability shall provide high accuracy detection of existing records for individuals in conformance with the accuracy requirements of §3.4.8.
2) The Rapid-ID Identification Search shall be a fully-automated lights-out open search that returns either a Hit (AFIS KEY # + demographic information) or No-Hit (no record found) response to the originating terminal without requiring manual intervention by an analyst to review or confirm a match result.

· When the Rapid-ID Identification Search determines a Hit, the system shall return and display the master AFIS KEY #, Name and DOB for the record. 
· When the Rapid-ID Identification Search determines a warrants Hit, the system shall return and display the AFIS KEY #, Name and DOB for the record and a message indicating that the individual has an open warrant.
b) The Rapid-ID capability shall provide high-speed open search identification processing in conformance with the performance requirements of §3.4.7.1.

Offerors shall identify the total number of hourly 1:N Identification Search transactions that can be supported by their proposed Rapid-ID system configuration while still maintaining system response time performance at or above the specified performance levels.
c) When a Rapid-ID search results in a Hit, the system shall be able to communicate the identified AFIS KEY # to the SDSD Jail Information Management System (JIMS) to enable a JIMS operator to easily retrieve the individual’s mugshot, criminal history information and wants/warrants.  
3.4.2.2 Rapid ID Verification

a) The AFIS shall provide a fully-automated capability to accept plain-impression fingerprint images from a Rapid-ID scanner and perform a fast, accurate 1:1 identity verification match against a specified tenprint record in on-line TPID database to provide a positive confirmation or non-confirmation of the identity of a specific individual.

1) The Rapid-ID Identity Verification capability shall provide very high identification accuracy to confirm or refute a claim of identity for a specific individual in conformance with the accuracy requirements of §3.4.8.
2) The Rapid-ID Identity Verification process shall be a fully-automated lights-out closed search that returns either a Match (ID Confirmed) or No-Match (not the same individual) response to the originating terminal without requiring manual intervention by an analyst to review or confirm a match result.  

3) When the Rapid-ID Identity Verification process determines a Match, the system, the system shall be able to communicate the confirmed AFIS KEY # to the SDSD Jail Information Management System (JIMS) to enable a JIMS operator to easily retrieve the individual’s mugshot for verification.
4) If an Identity Verification transaction results in a No-Match, the system shall provide the capability to perform a full open Identification Search either as a fully-automated or operator-initiated process.  The system shall enable a system administrator to configure this 1:N search as an automated or interactive process as a system-wide or agency-specific configuration option.
b) The Rapid-ID identity verification capability shall provide high-speed closed search identification processing in conformance with the performance requirements of §3.4.7.1.
Offerors shall identify the maximum number of additional hourly 1:1 Identity Verification transactions that can be supported by their proposed Rapid-ID system configuration while still maintaining system response time performance at or above the specified performance levels.
3.4.3 Tenprint Identification Requirements

a) The system shall provide both automated and user-controlled capabilities for:

1) Tenprint Search and Matching against the On-line Tenprint Records Database (TP:TPID).

2) Tenprint Search and Matching against the Unsolved Latent Database (TP:USL).

3) Tenprint Identity Verification Matching against one or more specific records in the On-line Tenprint Records Database (TP:TPV).

b) The system shall provide capabilities that enable an authorized system administrator control and manage the system’s tenprint identification processes, with interactive capabilities to:

1) Access all input, processing and search results queues.

2) Sort queues by submission time, priority, record type, control information, and record demographics.

3) Change the priority of any search transaction.

4) Suspend and restart any transaction.

5) Cancel any transaction and remove it from the queue. 

6) Access and analyze the system’s transaction logs to develop statistical reports of processing workload, system efficiency and identification accuracy.

c) The system shall provide the capability to maintain an arrest notification list, which would enable examiners to add individuals (AFIS KEY #s) to the list and automatically notify the requesting examiner when the listed individual is arrested.  

3.4.3.1 Automated Input Processing
a) The AFIS shall be able to input and process tenprint records:

1) Received from the LiveScan network. 

2) Received from an AFIS card scan workstation or multifunction workstation.
b) The system shall be capable of operating unattended so that tenprint identification transactions involving tenprint records received electronically from LiveScan or AFIS workstations equipped with card scanners can be automatically encoded, checked against minimum quality criteria, and, for those records that pass the automated quality check, can be automatically searched against the tenprint and unsolved latent databases without any operator intervention (i.e., capable of “lights-out input processing”).

c) The AFIS shall be able to automatically:

1) Receive incoming fingerprint records, perform an automated quality determination for each input tenprint record, and queue each record for either lights-out processing or manual Quality Control (QC) processing based on the quality of the record.

2) Perform lights-out Tenprint Verification of tenprint records that have been tentatively identified through a Rapid-ID identification process.

3) Perform lights-out Tenprint Identification Searching for all new tenprint records that are not correctly matched with existing records through an initial Rapid-ID process.

· Automatically initiate a TP:TPID 1:N search if no matching record is found by the Rapid-ID search.

· Automatically initiate a TP:TPID 1:N search if a Rapid-ID identification is overturned by the subsequent TP:TPV confirmation match (§3.4.3.1.c.2). 

d) In automated processing mode, tenprint transactions that do not meet minimum quality criteria shall be queued for manual review, correction and search submission.
1) Only transactions that are missing critical mandatory Type 2 record information, are missing all fingerprints, or have uncorrectable sequence errors shall be rejected with a return notification to the originating agency.
· All automatically rejected records shall be queued for operator review.

· The transaction log shall record the rejection with the transaction ID number, the date/time, originating agency ORI, and designated recipient of the notification.  
2) Fingerprint records that are rejected shall be logged but otherwise shall not be registered in the system.  All other records shall be processed for registration to the system, regardless of fingerprint image quality.

e) The AFIS shall be able to automatically detect duplicate booking record submissions (i.e., a tenprint record that has the same AFIS KEY # and TCN # as a previously submitted record) and shall queue these records for manual analysis.  Duplicate records shall be color coded or otherwise highlighted so that an analyst can easily differentiate duplicate record submissions from all other transactions in an input quality control queue. 

f) The AFIS shall be able to automatically log incoming tenprint transactions at each input stage such that transactions can be auto-recovered without loss of any transaction in the event of a system outage.

3.4.3.2 Input Quality Checking of Tenprint Records

a) The system design shall minimize the number of tenprint identification transactions referred for manual input QC analysis while maintaining the system’s identification accuracy performance.  The AFIS automated input quality check process shall be designed to work in concert with the quality checks performed the SDSD LiveScan systems, such that any record that passes the quality check at an originating LiveScan workstation shall automatically pass the AFIS quality check process.  
1) The selected CONTRACTOR shall take a lead role in working with the LiveScan vendor(s) to tune the LiveScan quality checks and shall optimize the AFIS input quality checks to minimize the number of tenprint records referred to input QC while maintaining compliance with AFIS identification accuracy performance requirements.

2) Not less than 95% of all tenprint transactions originating from SDSD LiveScan workstations shall be processed using “lights-out input processing” without manual intervention for QC editing.  Offerors shall state their guaranteed level of performance (guaranteed maximum percentage of tenprint submissions requiring manual input QC processing).  Selection preference will be given for full automation of the tenprint input process with no requirement for manual QC processing (“full lights-out” input processing).
b) The automated input quality check performed by the AFIS shall automatically check at least the following quality attributes:

1) Minimum data requirements:

· Inclusion of all mandatory data in the tenprint record.

· Validation of key fields (date fields, SSN, etc.) against standard validation rules.

2) Minimum image quality requirements

· Image quality of each rolled fingerprint image.

· Correct sequencing of each rolled fingerprint image based on an automated match against corresponding images from the plain-impression slap prints.

· Confirmation of missing fingers based on an automatic comparison of the rolled and plain-impression images, and verification that an annotation has been included for all missing fingers.

c) The AFIS automated input quality check process shall be designed to identify records for which the originating workstation operator used a quality override to release a record that did not meet minimum quality requirements, and shall log these transactions in such a way that statistical analysis and reporting of the use of the override function by agency and operator can be performed. 

d) The selected CONTRACTOR shall:

1) Recommend and pre-set initial quality thresholds for each individual measurement and for the aggregate automated processing quality threshold. 

2) Work cooperatively with SDSD to define the business rules and threshold conditions for full automated processing, manual QC referrals, and rejection of a fingerprint record.

3) Provide a capability that enables adjustment of the individual and aggregate quality thresholds to tune the system performance as SDSD gains operational experience with the system.

e) The AFIS shall provide logging, analysis and reporting for the automated quality check process that:

1) Logs each automated quality check transaction, and records information in the log for each transaction, including: 

a. Submitting agency ORI

b. Input workstation ID and Operator ID.

c. Type of record (criminal, applicant or registrant)

d. Automated QC result (pass / fail)

2) Provides a capability to perform statistical analyses and develop reports of record quality submissions and automated quality check results.

3.4.3.3 Manual Input QC Processing

a) The system shall provide interactive capabilities that enable an authorized tenprint fingerprint analyst to:

1) Select a transaction from a manual input processing queue.
2) Review automatically-detected errors (missing mandatory data, missing and out-of-sequence fingerprints, low-quality fingerprints, etc.).
3) Reject a tenprint record due to irrecoverable errors, transmit a notification message to the originating agency, and log and remove the transaction from the system.
4) Edit a tenprint record to correct or override errors and submit the record for automated search processing.  The system shall provide capabilities to correct or override common problems, including but not limited to:

· Re-order out-of-sequence rolled fingerprint images to correspond with the image order of the slap prints.

· Correct hand-reversal errors.

· Substitute plain impression images for missing rolled prints.
· Override missing mandatory data errors.

· Override poor print quality errors.

b) The AFIS shall provide logging, analysis and reporting for the manual quality check process that:

1) Logs each manual quality check transaction, and records information in the log for each transaction, including: 

· Submitting agency ORI

· Input workstation ID and Operator ID.

· Type of record (criminal, applicant or registrant)

· Quality problems (image quality, sequence error, etc.)

· Manual QC result (rejection, correction, or override).

2) Provides a capability to perform statistical analyses and develop reports of record quality submissions and manual quality check results.

3.4.3.4 Tenprint Identification (TP:TPID)

a) The AFIS shall automatically perform searching and matching of tenprint records that:

1) Are processed and submitted via the lights-out automated input process.
2) Are submitted through the manual input QC process.

3) Are re-submitted by a fingerprint analyst.  The system shall enable a fingerprint analyst to retrieve and edit an existing tenprint record and reinitiate any tenprint identification search type without rescanning the card.

b) The system shall automatically select and utilize at least the four (4) highest quality fingerprints available in the input tenprint record for searching.

c) The system shall perform full open (un-delimited) tenprint searches for all automated input searches which do not have a preliminary Rapid-ID identification that is subsequently confirmed by automated tenprint verification.

d) The system shall provide a capability to enable a user to selectively re-submit tenprint search transactions using user-specified search space reduction filters (e.g. gender delimited search).

1) The capability for search space filtering using gender, age range and crime type is required.  Offerors shall specify the types of search space filters that are supported by their systems.
2) The system shall include a code in the transaction log indicating the specific search parameters used in each search transaction in which search space delimiters are applied.

e) The system shall queue tenprint search results in a pending work queue in time-of-receipt order by priority.
f) The AFIS shall log each transaction and shall record information in the log for each transaction, including:
· Submitting agency ORI.
· Transaction Type (new LiveScan record, new cardscan record, analyst resubmission, etc.).

· Type of search transaction (criminal, registrant, unknown deceased, etc.).
· Automated Hit (AFIS KEY #), No-Hit, or Multiple-candidate Result.

g) The AFIS shall provide a capability to perform statistical analyses of the transaction logs and develop reports of AFIS identification submissions, identification processing performance, identification (hit) rates and multi-candidate result rates.

3.4.3.5 Tenprint Search of Unsolved Latents (TP:USL)

a) The AFIS shall automatically perform searching and matching of all incoming tenprint records against the latent prints in the Unsolved Latent Database.

1) All tenprint records shall be searched against the Unsolved Latent database, whether or not other tenprint records for the individual are already registered in AFIS.  
2) The system shall enable any analyst to recall a complete tenprint record from the MTPD or system Archive, edit the record, assign a search priority, and resubmit a search against the Unsolved Latent Database.

b) The system shall use a standard default search priority for new TP:USL searches for all automated TP:USL searches of incoming tenprint records.  If an analyst resubmits a TP:USL search, the analyst shall have the option of selecting the default search priority or specifying a different higher or lower priority for the search.
c) The AFIS shall provide logging, analysis and reporting for all TP:USL transactions that:

1) Logs each transaction, and records information in the log for each transaction, including: 

· AFIS KEY # + TCN#
· Originating Agency

· Date/Time
· Candidate list: the USL Latent Index # (Latent Case# + Item# + Edit#) and tenprint record finger# for each potentially matching latent in the USL database.

2) Provides a capability to perform statistical analyses and develop reports of AFIS TP:USL identification submissions, identification processing performance, and identification (hit) rates.

3.4.3.6 Tenprint Identity Verification (TP:TPV)

a) The system shall provide a fingerprint identity verification capability that automatically performs a 1:1 fingerprint match of two specified records and returns a high-confidence match or no-match response.

b) ID Verification transaction workflow processing shall support the following types of identity verification matches:

1) Automated Rapid-ID Confirmation:  A 1:1 match of a search tenprint record against a record in the TPID database identified as a match by a Rapid-ID open search as indicated by an AFIS KEY# in an incoming LiveScan record. 
2) Directed 1:1 Match of a Composite Tenprint Record:  A 1:1 match of a selected tenprint record against any designated composite tenprint record in the TPID database.  An analyst shall be able to select the Directed 1:1 Match function to match any tenprint record (retrieved from an input queue, from the Archive, or from the on-line TPID database) against the designated TPID record.

3) Directed 1:1 Match of an Original Tenprint Record:  A 1:1 match of a search tenprint record against a specific original tenprint record in the MFPD database, identified by the AFIS KEY # and TCN # of the target record.  

· The user shall be able to use any tenprint record (from an input queue, from the Archive, or from the on-line AFIS database) as the search record.

· The user shall be able to easily select the target of this search from a display of the record index for all records in the MFPD database associated with a particular AFIS KEY (person ID) number.
4) Association Verification Match of Original Tenprint Records:  A 1:1 match of all records in the MFPD database that have been associated with a designated person (AFIS KEY #).  

· A user shall be able to designate any AFIS KEY # record as the search record, and the system shall automatically perform 1:1 matches of that tenprint record against all other records in the MFPD for that particular AFIS KEY #.

· In the event that one or more records are determined to not be correctly associated with the master AFIS KEY #, the system shall: 
· Enable an analyst to perform an open search of the database to determine if the record(s) should be associated with a different known individual.

· Provide an editing capability to assign a new or existing AFIS KEY # and correct the AFIS KEY # associations.

· Provide a capability to automatically rebuild a TPID composite record for the AFIS KEY # from the correctly-associated original tenprint records.

5) Incorrect Candidate Elimination Match:  An automated lights-out 1:1 match of multiple fingers in a tenprint search record with corresponding prints from each record in a tenprint identification candidate list to automatically eliminate all incorrect candidates.  The objective of this function is to significantly reduce the manual Search Results Analysis requirements by providing the analyst with either a positive no-hit response or a single very-high-probability match candidate for every TP:TPID search of a new incoming tenprint record.  

c) In each type of TP:TPV match transaction, the system shall be capable of automated 1:1 matching of multiple corresponding fingerprints from the search and file fingerprint records to achieve a high-reliability identification result that meets or exceeds the system’s ID Verification accuracy specifications.  Offerors shall provide a description of the multiple-finger matching process used to confirm hits and eliminate incorrect candidates.  
d) The system shall enable a fingerprint analyst to easily select a transaction from the pending work queue to perform a visual verification of the ID Verification match results:

1) The analyst shall be able to easily retrieve and view the search and file print images to confirm the match or no-match result, and shall be able to toggle between comparison views of all corresponding images.

2) The system shall enable the analyst to retrieve digital photos from the SDSD mugshot database system and display those photos for comparison with photos associated with the search record.  
3) The system shall be able to log the result of the manual analysis.  The log record shall contain:

· Date/Time

· Transaction identifiers (AFIS KEY#, TCN#’s, TOT, ORI)

· Operator ID

· Manual Analysis Result (Confirmed, Overturned, etc.)
e) The AFIS shall provide logging, analysis and reporting for all TP:TPV transactions that logs each transaction and records pertinent information (e.g., the applicable record indices, the operator ID, and the analysis results - identification confirmed or overturned) in the log. 
1) The log shall include sufficient detail to enable an analyst to review and validate each 1:1 record match, including individual fingers matched and the individual and composite match scores for each record that is compared.
2) The AFIS shall provide a capability to perform statistical analyses and develop reports of AFIS TP:TPV submissions and identification performance.

3.4.4 Search Results Processing and Analysis

3.4.4.1 System Match Thresholds

a) The system shall utilize two match score thresholds for automated processing:

· Negative Match Threshold:  The lower limit score value, below which, match scores indicate that the records do not match.

· Positive Match Threshold:  The upper limit score value, above which, match scores indicate that the records are a high-probability match.

b) The system shall enable a system administrator to establish and adjust the system’s tenprint match score thresholds.

3.4.4.2 Candidate Lists

a) The system shall return match results in a candidate list, with candidates ordered from highest to lowest match score.  

b) Using match scores to select respondents for inclusion in a candidate list, the system shall:

1) Eliminate all candidate records whose match scores are below the Negative Match Threshold (reference §3.4.4.3 for a description of automatic post-processing and incorrect candidate elimination).
2) Automatically return all candidate records whose match scores exceed the Positive Match Threshold.

3) If no candidate records have match scores above the Positive Match Threshold, the system shall automatically return any candidate records, up to a maximum of the top 5 records, whose scores exceed the Negative Match Threshold.

c) Candidate lists shall provide at least the following information:

1) Tenprint candidate information shall include the candidate’s name and AFIS KEY number.
2) Latent candidates shall include the USL Latent Index # (Latent Case# + Item# + Edit#) and the finger # for the matching image in the tenprint record.

3) If no candidates are found that exceed the Negative Match Threshold for a TP:TPID or TP:USL search, the system shall display a NO CANDIDATES FOUND message (or other such indication) rather than a candidate list.

d) A system administrator shall have the capability to adjust the system’s default candidate list length (initially set at 5 records).
e) Authorized users shall have the interactive capability to select a particular search transaction from a work queue and view the search results.   The system shall automatically display the contents of work queues based on user-selected view filters, subject to user permissions.  The view filters shall be:

· CURRENT USER: Only the transactions originated by the logged-in workstation user.

· DESIGNATED USER:  Transactions originated by a designated user.

· AGENCY: Transactions originated by all users in a specified agency.

· ALL:  All transactions.

f) Any analyst shall be able to:

1) Specify the candidate list length for any particular search transaction (e.g., top 5, 10 or 50 candidates) and the system shall return the specified number of candidates in match score order, without regard to the match score thresholds.

2) Select and view a tenprint search result candidate list and to review and validate the match results from any tenprint or latent workstation.

3) Generate a hardcopy printout of any candidate list.

g) It shall be possible to remove a pending verification from a queue without modifying the system databases.

3.4.4.3 Tenprint Search Results Processing
a) The system shall be capable of automated post-processing of tenprint search results.

1) For all TP:TPID submissions, the system identification matching workflow shall include an automated lights-out TP:TPV match process to refine search results and automatically eliminate all non-matching candidates from respondent lists.

2) If a matching tenprint record exists in the database, the system shall eliminate all other non-matching records in the candidate list and return only the AFIS KEY # of the matching record for verification.

3) The AFIS shall provide very high accuracy in eliminating incorrect candidates and retaining the correct candidate record(s) in the candidate list that is queued for manual verification.  Offerors shall state their guaranteed accuracy rate for incorrect candidate elimination processing.
b) For all TP:TPID transactions that result in a No-Hit after automated post processing, the system shall:

· Automatically assign a new AFIS KEY #, add the record to the AFIS TPID and MTPD databases, register the record in the Archive, and forward the tenprint record to CA-DOJ for State and, if required, FBI searching and registration.

· Automatically assign the new AFIS KEY # to the associated palmprint record, add the record to the AFIS PPID and MTPD databases, register the record in the Archive, and forward the record to CA-DOJ for State and, if required, FBI registration in accordance with SDSD business rules.

c) The system shall automatically queue a computed hit or a candidate list with unresolved multiple candidates for manual search results analysis and verification. The search results shall be stored, protected, and available for manual tenprint analysis until a manual analysis transaction is completed and the search results are cleared by specific action of an authorized user.
d) The system shall provide interactive capabilities that enable an authorized tenprint fingerprint analyst to:

1) Select a computed hit result or multi-candidate search results transaction from an analysis-pending queue.

2) Perform interactive analyses of corresponding search record and candidate record fingerprint images to manually confirm a match or no-match.

3) Initiate automatic processing of a confirmed match or confirmed no-matches to process the record in accordance with the system workflows and business rules, including assignment of an existing or new AFIS KEY number and registration to the databases.
e) When a TP:TPID hit is verified, the system shall:
1) Update the record with the associated AFIS KEY #, process the record for rolled print substitution into the existing composite record in the TPID database, and register the record in the MFPD and Archive.

2) Assign the AFIS KEY # to the associated palmprint record, process the record for palmprint substitution into the existing composite record in the PPID database, and register the record in the MFPD and Archive.

3) Format and transmit an SRE message to the designated recipient associated with the originator of the record.

4) Automatically forward the tenprint record to CA-DOJ for State and FBI registration.
5) If a computed match is overturned by manual analysis, the system shall automatically:
· Assign a new AFIS KEY# to the tenprint record and register the record in the TPID, MFPD and NIST Archive databases.

· Assign the AFIS Key# to the associated palmprint record and register the record in the PPID, MFPD and NIST Archive databases.

· Format and transmit the “no local matching record found” message to the designated recipient associated with the originator of the record.

· Automatically forward the tenprint record to CA-DOJ for State and FBI searching and registration, in accordance with SDSD business rules.
f) The AFIS shall provide a capability that enables a system administrator to designate specific charge codes (e.g. 647F “Drunk in Public”) for local registration only.  

1) When fingerprint and palmprint records with a charge code designated as “local-registration only” are received, the system shall process and register the records in the local system as described in requirements 3.4.4.3.b through 3.4.4.3.d, above.

2) The system shall automatically submit the record to CA-DOJ and FBI IAFIS as an “ID-ONLY NO REGISTRATION” submittal.
3.4.4.4 Print Substitution

a) When a TP:TPID identification confirms that a search print record corresponds to an existing tenprint record in the system, the system shall automatically compare the new tenprint record and the existing composite record in the on-line Tenprint Identification Database, and shall automatically replace fingerprint images and corresponding minutia sets in the composite record with images and minutiae from the new tenprint record if the image quality for any rolled or plain impression fingerprint image in the new tenprint record exceeds the quality of the corresponding composite record image.  
b) The same process as described in §3.4.4.4.a shall apply to palmprint records determined to have other palmprint records in the database for the same individual.
c) The system shall log all automated print substitutions in the composite record and provide a capability for auditing and reporting modifications to each composite record.

d) The system shall enable an analyst to review print substitution transactions, perform a visual comparison of the fingerprint images, and electively reverse the print substitution to reinstate a previous print image.
e) The system shall enable an analyst to select an AFIS KEY # and cause the system to create a new composite record from all of the individual’s original tenprint records in the Archive, and replace the existing TPID composite record with the new composite record.  

f) The system shall enable an analyst to select an AFIS KEY # and cause the system to create a new composite record from all of the individual’s original palmprint records, and replace the existing PPID composite record with the new composite record.

3.4.4.5  TP:USL Verification

a) An analyst shall be able to easily select a search results transaction from the list for analysis.

b) If the TP:USL search produces candidates, and a tenprint examiner confirms a “Hit”, the AFIS shall enable the tenprint examiner to send notifications to the designated latent examiner for the Latent Case for confirmation.  

3.4.5 Palmprint Identification Requirements

a) The AFIS shall be able to handle whole palm images and provide automated segmentation, and shall be able to perform automated matching of palm segments including the lower palm segments, upper palm inter-digital segments and writer’s palm segments.

Offerors shall:

· provide a detailed description of their proposed solution;

· specifically state the capabilities of their solution to handle whole palm images and match each of the specified palm segment types; and

· provide references demonstrating that the proposed palmprint matching capabilities satisfy the in-use requirements of §3.1.1.a.1.
b) The system shall provide automated and user-controlled capabilities for Palmprint 1:N and 1:1 search and matching against records in the PPID database.  The palmprint 1:N and 1:1 search/match capabilities shall be equivalent to the capabilities for tenprint searches as described in §3.4.3 and 3.4.4.

c) The system shall provide both automated and user-controlled capabilities for Palmprint search and matching against palm latents in the Unsolved Latent Database (PP:USL) that are equivalent to the capabilities described in §3.4.3.5 for TP:USL searching and matching.

d) The system shall provide capabilities that enable an authorized system administrator to control and manage the system’s palmprint identification processes, with interactive capabilities to:

1) Access all input, processing and search results queues.

2) Change the priority of any search transaction.

3) Suspend and restart any transaction.

4) Cancel any transaction and remove it from the queue. 

5) Access and analyze the system’s transaction logs to develop statistical reports of processing workload, system efficiency and identification accuracy.

e) The system shall enable an analyst to recall a palmprint record from the PPID database, MFPD database or system Archive, edit the record, assign a search priority, and resubmit a search against the Unsolved Latent database.  The analyst shall have the option of selecting the default search priority or specifying a different higher or lower priority for the search. 

f) If a PP:USL search produces candidates, and a tenprint examiner confirms a “Hit”, the AFIS shall enable the tenprint examiner to send notifications to the designated latent examiner for the Latent Case for confirmation.

g) The AFIS shall provide logging, analysis and reporting for all PP:USL transactions equivalent to the logging, analysis and reporting provided for TP:USL transactions.
3.4.6 Latent Identification Requirements
a) In general all aspects and capabilities of latent print processing shall apply to the processing of latent fingerprints and latent palmprints. 

b) The system shall provide capabilities for importing, processing, matching and storing color and gray-scale latent images at both 500ppi (legacy system images) and 1,000ppi (new system images) with 8-bit gray-scale or 24-bit color depth; color depth capability of 16-bits per channel is preferred.

c) The system shall provide automated and interactive capabilities for:

1) Latent Search and Matching against the On-line Master Fingerprint and Palmprint Database (L:MFPD).

2) Latent Search and Matching against the Unsolved Latent Database (L:USL).

3) Latent Search and Matching against a “Latent Case Dataset” (Reference §3.3.3.4).

4) Seamless preparation, formatting and forwarding of latent search requests to the CA-DOJ AFIS and other regional and national systems (Reference §2.2.6.1).

d) The system shall provide capabilities that enable an authorized system administrator to control and manage the system’s latent identification processes, with interactive capabilities to:

1) Access all input, processing and search results queues.

2) Sort queues by submission time, priority, submitter, and control information.

3) Change the priority of any search transaction.

4) Suspend and restart any transaction.

5) Cancel any transaction and remove it from the queue. 

6) Access and analyze the system’s transaction logs to develop statistical reports of processing workload, system efficiency and identification accuracy.

7) Assign and modify work queue access/view privileges for authorized users.

3.4.6.1 Latent Input

a) The AFIS shall be able to process and search latent fingerprints that are:

1) Input and submitted from the AFIS latent workstations at the crime laboratories.

2) Input and submitted via network interconnection from other AFIS latent workstations installed at authorized agencies in the County.

3) Submitted as a LFFS or LFIS transaction by an authorized agency in the County using ULW software.

b) The system shall permit multiple latent prints to be assigned to a single case number, up to the maximum limit established by the system administrator.
1) The system shall enable an authorized analyst to add new records and edit/modify data within the latent case records.
2) The system shall enable an authorized analyst to establish linkages between Items (Lifts) in a case, for example to identify sequential prints in a multi-print evidence sample, and the system shall use the linkage information in identification matching to highlight individuals appearing in multiple linked searches.  

c) The system shall automatically extract features for display to an examiner and enable the examiner to interactively edit the feature set prior to searching.  The system shall automatically assign an “Edit #” and save the associated feature set when the examiner initiates a search transaction.
d) The system shall enable an examiner to indicate that a latent image is distorted, and the system will utilize lower geometric tolerances in search/match computations.

e) The system shall enable an examiner to selectively retrieve a stored latent image, modify the feature set and re-search the revised latent.  The system shall prompt the operator to assign a new Edit # or use the existing Edit # to save the revised feature set before the search is initiated.

3.4.6.2 Latent Searching

a) The system shall enable an authorized user to automatically perform searching of the complete MFPD database.  

1) The default standard for searching finger latents shall be to match each latent against each rolled fingerprint image and plain impression fingerprint image in every fingerprint record in the Master Fingerprint and Palmprint Database.

2) The default standard for searching palmprint latents shall be to match each latent against each right hand and left hand palmprint segment in every palmprint record in the Master Fingerprint and Palmprint Database.

3) Under control of an authorized examiner, the system shall enable the examiner to perform directed searches, including:

· Limiting a latent search by finger position or palm segment.

· Searching fingerprint latents against the palmprint database and vice versa.

· Specifying either a full 360 degree rotation or standard rotation of the latent image for the search.

Offerors shall provide a description of their proposed latent identification search solution and the methodologies that are used to obtain high identification accuracy.  A proven capability to process and match third level detail as part of the matching process is highly desirable and should be described.

b) The system shall enable an authorized examiner to establish one or more semi-permanent Latent Case Datasets (Reference §3.3.3.4) associated with a particular case and to perform directed searches of latents against the datasets.  
c) All fingerprint and palmprint features (minutiae, core/delta, etc.) in each tenprint or palmprint record shall be marked and used in the latent search process.
d) The system shall enable an authorized examiner to modify any of the search parameters and/or the latent feature set from a previous search, and reinitiate a latent search without rescanning the latent.
e) The system shall provide a seamless capability to submit latent searches to the local AFIS, CA-DOJ, and regional and national systems (Reference §2.2.6.1).  

1) The system shall enable an examiner to select system(s) to search from a drop-down menu of external systems.  Default shall be a search of the local AFIS.
2) For normal external searches (searches of neighboring counties, the State AFIS and IAFIS), the examiner may select one or more of these “standard” external systems from the drop-down menu and the system shall automatically perform all image processing, formatting, and transaction handling required to submit the search transaction to the selected external agency system(s).

3) For occasional submission of latent inquiries to other external agencies, the system shall provide examiners with ULW or an equivalent capability to interactively prepare and transmit inquiries. 

4) The capability to submit latent searches to external agencies shall not require the examiner to re-edit the image to re-extract feature sets in the external system’s format or formalism.
Offerors shall provide a description of their proposed solution supported by screen shot examples of their existing capabilities for submitting latent searches to CA-DOJ and FBI-IAFIS.
3.4.6.3 Latent Search Results Processing and Analysis

a) The system shall display latent search results in a pending work queue in priority order.  The selected CONTRACTOR shall recommend a priority ordering scheme and shall work cooperatively with customer representatives to adapt the search results prioritization to meet agency needs.  

b) The system shall return match results in a candidate list, with candidates ordered from highest to lowest match score.  The candidate list shall provide at least the following information.
1) Tenprint and palmprint candidate information shall include the candidate’s name and AFIS KEY #.

2) Latent candidates from searches of the USL database shall be identified by the case owner’s ORI and the Latent Case Index number (Case# + Item# + Edit#).

c) The system shall produce candidate lists in accordance with a default candidate list length or as selected by the analyst for any specific latent search.
1) A system administrator shall have the capability to adjust the system’s default candidate list length (initially set at 25 records).

2) Each analyst shall be able to specify the candidate list length for any particular search transaction (e.g., top 50 candidates).

3) The system shall apply a threshold score for producing latent search candidate lists.  When any listed candidates’ match scores are below the “no hit” threshold score, those candidates shall be displayed with color coding that indicates a low match probability.

d) Authorized users shall have the interactive capability to select a particular search transaction from a work queue and view the search results.   The system shall automatically display the contents of work queues based on user-selected view filters, subject to user permissions.  The view filters shall be:

· CURRENT USER: Only the transactions originated by the logged-in workstation user.

· DESIGNATED USER:  Transactions originated by a designated user.

· AGENCY: Transactions originated by any users in the local agency.

· ALL:  All transactions.

e) The system shall enable analysts to: 

1) Select and view a latent search result candidate list and to review and validate the match results from any Latent Input or multifunction analysis workstation.

2) Optionally sort and view fingerprint and palmprint candidate lists separately or in combination.

3) Retrieve any latent image by specifying a name or ORI# + case number + Item (Lift) # + Edit # for display, review/editing, and optional printing.

f) When searches of a latent print are submitted to more than one AFIS (reference §3.4.6.2.f), it is highly desirable that: 

·  The system has the capability to produce a single composite candidate list from all candidate lists returned from local and external system searches.

· The system has the capability to analyze candidate lists from the SDSD AFIS search and the corresponding lists returned by external system searches and highlight respondents that appear on multiple lists.

3.4.7 AFIS Identification Performance Requirements
3.4.7.1 AFIS Search Response Time Specifications

a) The AFIS shall be designed to handle the daily average and peak input processing workload for tenprint, palmprint, latent and Rapid-ID transaction submissions identified in § 3.1.3.1 and the AFIS shall provide the following levels of response time performance at that full design workload capacity.

Table 3.4.7-1  AFIS Response Time Performance

	Search Type
	Daily Average Response Time
	Maximum for Any Search

	Tenprint to Composite Tenprint Records (TP:TPID)
	30 seconds
	60 seconds

	Tenprint to Composite Tenprint Record Verification (TP:TPV)
	10 seconds
	20 seconds

	Tenprint to Unsolved Fingerprint Latent Search (TP:USL)
	30 seconds
	60 seconds

	Palmprint to Unsolved Palm Latent Search (PP:USL)
	30 seconds
	60 seconds

	Latent to Unsolved Latent Search (finger and palm latents)
	30 seconds
	60 seconds

	Finger Latent to Master Tenprint Records Search (LF:MFPD)
	10 minutes
	15 minutes

	Palm Latent to Master Palmprint Records Search (LP:MFPD)
	10 minutes
	15 minutes

	Rapid ID Fingerprint 1:N ID Search (5 simultaneous transactions)
	45 seconds
	60 seconds

	Rapid ID Fingerprint 1:N Warrants Search (Reference §3.3.2.1.i)
	30 seconds
	45 seconds

	Rapid ID Fingerprint 1:1 ID Verification (5 simultaneous transactions)
	10 seconds
	15 seconds


Offerors shall state their guaranteed response time performance levels for each of the transaction types listed in Table 3.4.7-1.

b) The time required to retrieve candidate images from the on-line AFIS databases for the purpose of verification at an AFIS analysis workstation shall be less than ten (10) seconds on average and not more than fifteen (15) seconds for retrieval and display of the first image for the top-ranked candidate, with no perceptible delay in user-selection and display of other candidate images. 

c) The average time required to retrieve and display a queued tenprint record and perform manual input QC processing to prepare the record for submission to the AFIS shall be less than sixty (60) seconds.
3.4.7.2 Response Time Performance Measurement 

a) Aggregate throughput measurement shall be a measurement of the total number of transactions that are processed by the system in a given period of time.  

1) For latent searches, throughput measurements shall begin upon initiation of the latent print entry process and end when the candidate list is generated and candidate prints are retrieved and entered into a queue for manual review.  

2) For tenprint searches, throughput measurements shall begin upon receipt of a tenprint transaction and end when either a no-matching-candidates response is returned or a positive single-candidate match completes processing or is queued for manual verification.  
b) Aggregate and average response times shall be based upon the time the first tenprint or latent search transaction submission is initiated to the time that all candidate lists generated in any given workday are retrieved from storage and entered into queue for subsequent review.   Response times shall be the measured time to complete a search transaction and queue the resulting candidate list.
c) The system shall provide automated transaction logging, log analysis and pre-configured report generation capabilities that can be used to extract and publish performance data to demonstrate system conformance with all performance requirements.
3.4.8 Rapid ID Identification Accuracy

3.4.8.1 Rapid-ID Open-Search Identification

a) The system shall achieve a false negative error rate of less than 5% daily in Rapid-ID 1:N Identification Searching (a false negative error occurs when a matching record is in the AFIS database but the system’s Rapid-ID search processing fails to identify the matching record).  Offerors shall state their guaranteed performance levels.  
b) The system shall achieve a false positive error rate of less than 2% daily in Rapid-ID 1:N Identification Searching (a false positive error occurs when a non-matching record is identified as a high-confidence “hit”).  Offerors shall state their guaranteed performance levels.  
3.4.8.2 Rapid-ID Identity Verification (Closed-Search Identification)
a) In greater than 99% of all Rapid-ID Identity Verification (1:1 closed search identification) transactions for which the search fingerprint record and designated file fingerprint record represent the same individual, the system shall correctly identify the records as a match.  Offerors shall state their guaranteed performance levels.  
b) In greater than 99% of all Rapid-ID Identity Verification (1:1 closed search identification) transactions for which the search fingerprint record and designated file fingerprint record do not represent the same individual, the system shall correctly identify the records as not being a match.  Offerors shall state their guaranteed performance levels.  
3.4.9 Tenprint Identification Accuracy

3.4.9.1 Lights Out Search Results Processing

a) The system shall achieve at least a 98% “lights-out” capability in automated processing of tenprint search results, as follows.  Offerors shall state their guaranteed performance levels.
1) Automated search results processing shall either eliminate all respondents or identify a single high-confidence match candidate in not less than 98% of all tenprint-to-tenprint 1:N searches, regardless of the quality of search and file records.

2) Fewer than 2% of all tenprint-to-tenprint 1:N searches shall require manual analysis for resolution of multiple possible-match candidates (not counting actual duplicate records that are detected in the database).  
3.4.9.2 Tenprint Open-Search Identification

a) The system shall achieve the following false negative error rates (a false negative error occurs: (1) when a matching record is in the AFIS database but the system’s tenprint search processing fails to return the matching record as one of the search respondents, or (2) when post-processing incorrectly eliminates the matching record from the respondent list).  Offerors shall state their guaranteed performance levels.
1) Less than 5.0 % false negative error rate for all tenprint search transactions regardless of the quality of search and file records.

2) Less than 2.0 % false negative error rate for all tenprint search transactions where both the search prints and matching record in the system meet minimum AFIS quality thresholds for lights-out searching.
3) Less than 0.5 % false negative error if a matching record is correctly returned as a tenprint search respondent.    
b) The system’s automated processing of tenprint search results shall achieve a false positive error rate (a false positive error occurs when a non-matching record is identified as a high-confidence “hit”) of less than 0.1 % of all tenprint search transactions that return a single match candidate “hit.”  Offerors shall state their guaranteed performance levels.  
3.4.9.3 Tenprint Closed-Search Identification

a) In greater than 99.5 % of all tenprint closed search identification transactions for which the search fingerprint record and designated file fingerprint record represent the same individual, the system shall correctly identify the records as a match. Offerors shall state their guaranteed performance levels.  
b) In greater than 99.5 % of all tenprint closed search identification transactions for which the search fingerprint record and designated file fingerprint record do not represent the same individual, the system shall correctly identify the records as not being a match.  Offerors shall state their guaranteed performance levels.  
3.4.10 Latent Identification Accuracy

a) In not less than 95% of all latent-to-tenprint and latent-to-palmprint searches, if a matching tenprint or palmprint record is in the database, and if the latent has at least 10 identifiable minutia points, the matching tenprint or palmprint record shall be among the top 5 candidates based on match score.  Offerors shall state their guaranteed performance levels.
b) In not less than 95% of all latent-to-tenprint and latent-to-palmprint searches, if the unknown latent and the matching tenprint or palmprint record have at least 20 minutia points in common, the matching record shall be identified in the first position of the candidate list based on match score.  Offerors shall state their guaranteed performance levels.
3.5 System User Workstations and Operations

3.5.1 General Requirements

3.5.1.1 Deliverables

Table 3.5-1 provides a summary of the deliverable workstations and special purpose peripherals, user application software licenses and network printers that shall be provided with the system as part of its initial delivered configuration. 
Table 3.5-1 Workstations, Peripherals, and Applications Software Deliverables

	Qty.
	Reference
	Description
	Installation Quantities - Locations

	2
	§3.5.2
	System Console
	2 – SDSD DSD

	11
	§3.5.3
	System Administration Applications Software Licenses

	2 – SDSD Crime Lab

2 – SDSD Records & ID Div.

2 – San Diego PD

1 – Chula Vista PD

1 – El Cajon PD

1 – Carlsbad PD

1 – Escondido PD

1 – Oceanside PD

	5
	§3.5.4.1
§3.5.4.2
§3.5.4.3
	Tenprint/Palmprint Analysis Workstations


	4 – SDSD Records & ID Div.

1 – San Diego PD

	41
	§3.5.4.1
§3.5.4.2
§3.5.4.4


	Multi-function Latent Analysis Workstations


	   14 – SDSD Crime Lab

   16 – San Diego PD

3 – Chula Vista PD

1 – El Cajon PD

2 – Carlsbad PD

2 – Escondido PD

3 – Oceanside PD
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	Latent Input Subsystem (boom-mounted digital camera & lenses, illumination system & light table)
	     2 – SDSD Crime Lab

     1 – San Diego PD
     1 – Escondido PD
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	§3.5.7
	Mobile-ID Terminals
	   40 – SDSD
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	 §3.5.8

§3.5.8.1

§3.5.8.3
	Network Printer Group, includes:
· Duplex Fingerprint Card Printer

· Color Laser Printer


	2 – SDSD Crime Lab

2 – SDSD Records & ID Div.

2 – San Diego PD

1 – Chula Vista PD

1 – El Cajon PD

1 – Carlsbad PD

1 – Escondido PD

1 – Oceanside PD
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	 §3.5.8.2
	Continuous-Tone Printer

	2 – SDSD Crime Lab

2 – San Diego PD

1 – Chula Vista PD

1 – El Cajon PD

1 – Carlsbad PD

1 – Escondido PD

1 – Oceanside PD


3.5.1.2 Standard Workstation Configuration

a) All workstations and applications provided with the AFIS system shall be based on standard commercially-available desktop PC computers running a Microsoft Windows operating environment.  These PCs shall not be customized or otherwise modified such that SDSD would be unable to replace a defective or obsolete PC with a compatible, commercially-available replacement unit. 

b) Each standard workstation shall be configured with:

1) A 24-inch or larger color flat-panel display screen with resolution adequate to support on-screen side-by-side viewing of fingerprint images and the capability to display images in at least 8-bit gray-scale or 24-bit color depth (8 bits/channel); 16-bit per channel color depth is preferred.  An option for a touch-screen capability for Multifunction Latent Analysis Workstations is desired.

2) A wireless QWERTY keyboard with a separate ten (10) key numeric pad.

3) Wireless mouse or pointing device.

4) An internal hard disk drive sized to support the applications software and operational data storage of the workstation in its AFIS application. 

5) A CD/DVD drive with read/write capability.

6) A fingerprint scanner (either built-in or attached peripheral) enabling biometric authentication of users at login.

c) All system workstations shall include a capability to synchronize the workstation clock with a universal time source.

d) Any workstation shall be able to be configured to utilize any existing network printer and to utilize specialized document and report printers as specified in §3.5.8.

e) Each workstation type shall be configured and delivered with the appropriate applications software and peripheral devices to adapt the workstations for the intended purpose and use within the system.

3.5.1.3 User Documentation

a) Each AFIS system workstation shall be provided with complete on-line user documentation specific to the workstation type or application.  This “on-line” documentation requirement may be satisfied by documentation that is permanently loaded on each workstation’s hard drive or that is on a CD or DVD and can be accessed using the CD/DVD drive in the workstation.  

b) The workstation documentation provided with each AFIS workstation shall provide a comprehensive description of:

1) Operational procedures for all of the workstation’s applications functions and diagnostic capabilities.

2) Operational procedures for all workstation components and peripheral devices.

3) All system error messages, along with reference to the component or process from which the message originated, a description of the meaning of the message, and a list of recommended operator responses.

4) User maintenance procedures for the workstation, all workstation components and all peripheral devices.

c) The on-line user documentation shall be maintained and updated throughout the life of the workstation type to reflect hardware/software version updates and modifications.

d) Each equipment installation location shall be provided with one complete set of technical reference materials for each type of workstation installed at the location.  The technical reference materials for a given workstation type shall include manufacturer’s manuals for the workstation and all peripheral components, to support training, operations and maintenance at the location.  

3.5.1.4 Administration and Support Capabilities

a) The AFIS system shall provide system and workstation configuration management, monitoring and routine diagnostics from a central system workstation console or server via the network and the system shall not require an on-site visit or direct physical access to a workstation in order to support routine data and software configuration updates, log access and diagnostics.  
b) Each AFIS system workstation shall support access and administration via a secure communications network connection for:

1) Installing updates, including table updates, software patches, and virus signature updates.
2) Performing maintenance, including running system diagnostics, reloading the application, restoring system defaults and local site configurations, resetting passwords, etc.  
3) Accessing and retrieving information from workstation logs, including access control logs, transaction logs and anti-virus logs (updates, detection history, etc.).

c) Each AFIS system workstation shall enable a local or remote system administrator to access system queues and remove or reset transactions in the queues.

d) The system shall be able to log accesses to each workstation, maintain a record of the updates and modifications, and support analyses and reporting of the access, update and modification information.

3.5.2 System Console

a) The dedicated system console workstations shall be configured with appropriate system control and database administration applications software, with capabilities for:

· the central control and administration of all AFIS configurations, databases, and operational processes;

· all system, user and security administration functions;

· system diagnostics, error recovery and routine maintenance;

· operations and performance monitoring and analysis;

· complete standard and ad-hoc reporting.
b) Each system control console workstation shall have a full on-line set of all system operations and maintenance documentation for all hardware and software components of the central AFIS and each type of workstation and peripheral.

c) The system operations documentation shall provide complete and comprehensive details of the operation of the system, including normal production operations, degraded mode (single-segment) operations and recovery, and administrative operations, including system backup and restoration.

3.5.3 System Administration Applications Software Licenses
a) System Administration Applications Software shall be capable of being installed and operated on existing workstations to perform all required system administration, security, database administration and reporting functions of the system, including:

· system, database, user and security administration;

· system operations monitoring and control;
· database and transaction log access, analysis and reporting;
· operations and performance analysis and statistical reporting.

b) Each system administration and operations control workstation application shall be capable of generating reports and information and printing the reports and information on a network laser printer.
3.5.4 Multifunction Tenprint/Latent Analysis Workstations

3.5.4.1 General Multifunction Analysis Workstation Requirements

a) Each Multifunction Analysis Workstation shall comply with the general workstation requirements of §3.5.1.2, the specific requirements of this section, and the image display and processing requirements of §3.5.4.2.
b) Each Multifunction Analysis Workstation shall be capable of being configured as a Tenprint/Palmprint Analysis Workstation or a Multifunction Latent Analysis Workstation, to perform specific applications functions described in §3.5.4.3 and §3.5.4.4, respectively.

c) All Multifunction Analysis Workstations shall be configured with a basic suite of AFIS software applications and tools that provide for:

1) Display and editing of fingerprint and palmprint images and the associated record information.

2) Retrieval and display of a single finger or palm segment image from the on-line AFIS databases by AFIS KEY # and finger number or segment designator without conducting a search.  

3) Retrieval and display of complete tenprint and palmprint records from the on-line AFIS identification databases and the NIST Archive. 
4) Retrieval and display of mugshot images from the SDSD mugshot database system. 
5) Selective display of any individual image from a retrieved fingerprint or palmprint record for on-screen side-by-side comparison with any other search image, respondent image, AFIS database record image or Archive record image, with the capability to generate a high resolution 1:1 print at actual size.
6) Automatically encoding any selected fingerprint or palmprint and enabling a user to edit the automatically encoded minutiae.

7) Preparation and submission of identification transactions, with interactive selection of search control parameters including search filters and search priority.

8) Accessing search results queues for search results analysis and reporting, with the capability for any analyst to selectively display and access only the status and results for their own search transactions, or to access the complete transaction status display or system search results queue.

9) Management and control of workstation transaction processing and search results queues.

10) Maintenance of on-line and Archive database records, including capabilities for record consolidation, sealing and purging.

11) Monitoring and control of the composite record generation process.

12) Performance of system diagnostics and error recovery.

d) The system shall provide a capability to segregate operations, such that access to work queues is strictly limited by originating agency (e.g., SDSD Records and ID Division analysts and administrators would normally be restricted from viewing or accessing Crime Lab work queues, and vice versa).  However, nothing in this requirement shall restrict the ability of an authorized system administrator from accessing all functions, work queues or information on the system.

e) The system shall provide security controls that control user access to workstation and system functions, work queues, and search results based on specific user permissions.

1) The system shall enable any user to access all of the system functions and data for which they are authorized from any workstation in any workgroup or location.  

2) The system shall prevent users from accessing any system functions or data for which they are not authorized.  The system controls shall be centrally managed such that the access controls are in effect for each user at every input and multifunction workstation in any workgroup or location.

f) Each Multifunction Analysis Workstation shall be configured with an SDSD-provided application that enables the workstation operator to submit NCIC and III inquiries and receive and display the associated responses.
g) Each Multifunction Analysis Workstation shall be configured with an e-mail capability that enables the workstation operator to:

1) Select an incoming e-mail request for identification support and extract and process the attached image or record as required for identification searching.  
2) Transmit any selected NIST tenprint or palmprint identification record to an external recipient as a standard e-mail attachment. 

3) Transmit a search results candidate referral to an external agency as an e-mail attachment.  The system shall support:

· the transmission of NIST records (compressed or uncompressed).

· export of NIST images to a standard bitmap, TIFF, or JPEG image format for transmission to an external recipient.

4) Transmit identification results to a requestor or another authorized recipient.
h) A copy of Microsoft Office (Standard Edition – latest Windows XP-compatible version) shall be provided and installed on each Multifunction Analysis Workstation.
i) Multifunction Analysis Workstations shall be capable of continuing stand-alone operations in the event of loss of communications or unavailability of the central AFIS, and shall be configured with sufficient hard disk capacity to store up to two days of input and analysis processing and associated logs.

3.5.4.2 Image Display and Processing Capabilities

a) The Multifunction Analysis Workstation display capabilities shall meet or exceed the image quality standards for fingerprint image display as specified in the FBI Image Quality Specifications (FBI Electronic Fingerprint Transmission Specification (EFTS), CJIS-RS-0010 (v7) Appendix F).

b) The display screen shall have split screen capabilities for side-by-side display of two panels of information, including record information, 500ppi and 1000ppi fingerprint images, palmprint images, latent images and color photographs.  
1) All workstation screens shall have sufficient resolution and contrast to accurately display 500 ppi or 1,000 ppi fingerprint or palmprint images on the display screen in either full-screen or split-screen mode. 

2) Multifunction Analysis Workstations shall enable an analyst to selectively display images with independent cursors or with twin-locked cursors for each image in the split-screen display.  When the twin-locked cursor mode is selected, the two cursors will move together, and the link between them will automatically compensate for differences in image orientation due to rotation and displacement. 

3) The two cursors shall enable the user to highlight corresponding minutia points on the two images with contrasting color flags.

c) Each displayed image, whether displayed alone on the full screen or on a split screen with another image, shall be clearly annotated to indicate the source record number and image designation (e.g., right index). 

d) Multifunction Analysis Workstations shall provide basic and advanced image processing and analysis capabilities for processing and analysis of an individual image or corresponding images in a split screen display, including:

1) Coupled and independent image rotation, pan, zoom and area selection. 
2) Coupled and independent brightness and contrast adjustments with the ability to adjust the gray-scale dynamic range of any image.
3) Display of extracted features as an image overlay.
4) Positive/negative reversal of displayed images.
5) Separation of overlaid images.
6) User prompt to the user to save image enhancements under the same or a different Edit #.

7) User capability to add additional edits to a saved image or to revert to the original image. 

8) The system shall enable an analyst to apply these image analysis tools at any point during the analysis process, before or during feature extraction/editing.

Offerors shall describe the standard and advanced image processing and analysis capabilities provided by their COTS analyst workstation applications software.

e) Multifunction Analysis Workstations shall provide automated and interactive capabilities that result in high user efficiency in making comparisons, and confirming and documenting identifications:

1) The workstations shall automatically display computed points of similarity for corresponding prints, with a user-selectable capability to display or hide computed points.  This display shall identify matching minutiae in one color and non-matched minutiae in another color to aid the manual analysis.
2) The workstations shall enable an analyst to interactively mark points of similarity for print comparisons, including deleting or editing the automatically derived matching points. 

3) To improve candidate lists for latent images with a low minutia count, an automated capability to suggest possible minutia outside the image area based on ridge flow and spatial relationships is highly desirable.

4) The workstations shall enable an analyst to print a complete tenprint or palmprint record directly from the display of a record in the candidate list at 1:1 actual size.

5) The workstations shall provide a charting capability that enables a user to mark and annotate points of similarity in color in evidence presentation format, including the use of lines and text, with the capability to print annotated comparisons, with color annotations over gray-scale images.

f) The Multifunction Analysis Workstations shall be able to selectively route print requests to any appropriate network printer in the local workgroup or to a designated remote printer.

1) Workstation users shall be able to print standard 8” x 8” fingerprint and palmprint cards on a local networked fingerprint card printer (reference §3.5.8.1).
2) Workstation users shall be able to print high-resolution gray-scale and color fingerprint, palmprint and latent images with case notes as applicable on a local networked continuous-tone printer (reference §3.5.8.2).  The user shall be able to select image printing from 1:1 scale up to 5x enlargement or greater.

3) Workstation users shall be able to print individual images, complete records, processing/analysis reports, and comparative image displays in evidence presentation format on a local networked high-resolution color laser printer.  
· The workstation user shall be able to selectively print color or gray-scale images, or print comparative image displays as gray-scale images with color overlays.  

· The workstation user shall be able to selectively include or omit minutia overlays and annotations.  
· Workstations shall enable the user to selectively print images at 1:1 scale or up to 5x enlargement or greater.

3.5.4.3 Tenprint/Palmprint Analysis Workstations
a) Each Tenprint/Palmprint Analysis Workstation shall be equipped with a high-resolution flatbed scanner for scanning and digitization of tenprint cards, palmprint cards, and/or latent images.  Required characteristics of the flatbed scanner are:

1) The scanners configured with the Tenprint/Palmprint Analysis Workstations shall be capable of digitizing images at a spatial resolution of 1,000 pixels per inch, with 8-bit (256 levels) gray-scale quantization.

2) The scanners shall be FBI-certified to be compliant with the FBI Image Quality Specifications (FBI Electronic Fingerprint Transmission Specification (EFTS), CJIS-RS-0010 (v7) Appendix F).

3) The scanners shall be capable of maintaining image quality performance in accordance with IQS standards throughout the life of the component.  Regular periodic testing and demonstration of IQS compliance of the scanner shall be included the preventive maintenance program.

b) The Tenprint/Palmprint Analysis Workstations shall enable a user to scan fingerprint and palmprint cards using the workstation’s desktop scanner for identification searching with an option for registration of the record in AFIS.  Tenprint/Palmprint Analysis Workstations shall:
1) Provide automatic or interactive selection of any standard fingerprint card or palmprint card format for correct scanning and digitization of the image information.

2) Enable a user to interactively enter basic record identifier information to conduct a search, and optionally enter full record information as required for registration of the record to the appropriate AFIS databases and Archive.

c) The Tenprint/Palmprint Analysis Workstations shall enable an operator to import fingerprint or palmprint images from an external server or storage system, e-mail attachment, an attached imaging device (desktop scanner or digital camera) or a storage device (e.g., CD-ROM or thumbdrive).  Tenprint/Palmprint Analysis Workstations shall support the import and processing of NIST images (compressed or uncompressed) and images in standard formats including standard bitmap (.BMP), TIFF (.TIF), and JPEG (.JPG).

d) The Tenprint/Palmprint Analysis Workstations shall enable a fingerprint analyst to retrieve and edit an existing tenprint or palmprint record, optionally override the full open search (default) and specify search filters, optionally override the default setting and specify a higher or lower search priority, and initiate a search of the record without rescanning the card. 

e) The Tenprint/Palmprint Analysis Workstations shall provide flexible interactive capabilities that enable an operator to perform manual Input QC analysis and initiate identification search transactions:

1) Select a tenprint record from the Input QC queue.

2) Modify the record by editing images and descriptor information.

3) Selectively display and edit minutiae for any finger or palm segment.

4) Submit an identification search transaction of the tenprint database and/or the unsolved latent database.

5) Force registration to the appropriate database for records lacking mandatory information.

6) Reject a record that has unrecoverable errors, with a free-form text field for the operator to insert comments regarding the rejection.
f) The Tenprint/Palmprint Analysis Workstations shall enable a user to selectively initiate tenprint and palmprint identification search transactions (TP:TPID, TP:USL, PP:USL) coded with the appropriate processing code indicating search-only or search and registration.

g) The Tenprint/Palmprint Analysis Workstations shall provide flexible interactive capabilities that enable an examiner to easily select a completed identification search transaction from a pending work queue, visually compare the search print and candidate image(s), and confirm a search result.  

1) The system shall display the pending work queue in priority order, but shall not restrict the analyst from selecting any search results transaction in the queue for analysis.

2) The system shall enable the analyst to complete the results confirmation and clear the transaction, or suspend the analysis process for any transaction and return the transaction to the pending work queue with or without annotated analyst’s notes.

h) The Tenprint/Palmprint Analysis Workstations shall provide flexible interactive capabilities that enable an authorized operator to perform record consolidations, record sealing and record purging.

3.5.4.4 Multifunction Latent Analysis Workstations
a) Multifunction Latent Analysis Workstations shall enable a user to create and manage latent case files with the capability to:

1) Enter case and index data.

2) Import latent images.

3) Process the images to extract and edit fingerprint characteristics.

4) Categorize the latent as a finger latent, palm latent or unknown, and enter any other available characteristic information (finger/hand position, finger associations, etc.).

5) Maintain case notes relating to latent processing, searching and identification.

b) Each Multifunction Latent Analysis Workstation shall have at least eight (8) USB ports.  At least four (4) of these ports shall be configured on the front of the workstation.
c) Each Multifunction Latent Analysis Workstation shall be equipped with a high-resolution flatbed scanner for scanning and digitization of latent prints.  Required characteristics of the latent flatbed scanner are:

1) The scanner shall be capable of digitizing color and gray-scale images at a spatial resolution of 1,000 pixels per inch with at least 8-bit gray-scale or 24-bit color depth (8 bits/channel); capability for 16-bits per channel color depth is preferred.  

2) The scanner shall have a backlighting capability and be capable of scanning latents from transparent substrates (film negatives, plastic bags, etc).

3) The scanner shall be capable of using the full active scan area for latent imaging, with a variable size capture box.

4) The scanner shall be FBI-certified to be compliant with the FBI Image Quality Specifications (FBI Electronic Fingerprint Transmission Specification (EFTS), CJIS-RS-0010 (v7) Appendix F).

d) Multifunction Latent Analysis Workstations in a designated workgroup shall be capable of interfacing with a Latent Camera Subsystem (reference §3.5.4.5) and controlling the operation of the Latent Camera Subsystem to capture and digitize latent images.

e) Multifunction Latent Analysis Workstations shall enable an authorized examiner input latent images into the workstation for processing and analysis, with the following specific capabilities:

1) Scan a hardcopy latent image using the workstation’s desktop scanner.

2) Capture and import a latent image using a Latent Camera Subsystem (reference §3.5.4.5).

3) Import processed digital latent images from a Digital Capture System (DCS) (reference §2.2.2).

4) Import images from an external server or storage system, an e-mail attachment, an attached imaging device (e.g., a digital camera) or storage device (e.g., CD-ROM or thumbdrive).

5) Retrieve images from the AFIS online databases.

f) Multifunction Latent Analysis Workstations shall support the import and processing of NIST/EFTS images (compressed or uncompressed) and images in standard formats including standard bitmap (.BMP), TIFF (.TIF), JPEG (.JPG), RAW, and Photoshop (.PSD).

g) Multifunction Latent Analysis Workstations shall provide interactive capabilities that enable any authorized analyst to create and maintain one or more latent case datasets (reference §3.3.3.4) in association with a specific latent case, with the capability to construct a dataset of tenprint and/or palmprint records by retrieving records from the MTPD or Archive, importing records from an external server or storage system, or scanning and digitizing hardcopy records.

h) Multifunction Latent Analysis Workstations shall be configured with the following image processing software packages.  Integration of operation of the Multifunction Latent Analysis Workstation applications software and these image processing software applications is highly desirable.
· Adobe Photoshop CS4, or latest version.

· Foray Technologies Image Calibration Utility plug-in for Photoshop.

· Foray Technologies Chromatic Fast Fourier Transform (FFT) filter plug-in for Photoshop.

· Foray Technologies Gray-scale Pattern Removal Filter plug-in for Photoshop.

i) Multifunction Latent Analysis Workstations shall provide flexible interactive capabilities that enable an authorized operator to submit identification search requests, including the capability to:

1) Recall a latent fingerprint record from the unsolved latent database or a pending work queue.

2) Process the record to re-extract minutiae and/or interactively edit the record minutiae and descriptor information.
3) Specify identification search parameters, including:

· Searching with or without core/delta identification, pattern, finger position, or other descriptive information.

· Normal searching or search with 360 degree rotation of the search print.

· Default search priority or a different higher or lower search priority.

· Searching with reduced geometric tolerances for distorted images.

4) Selectively perform a latent search of any combination of on-line AFIS databases (MFPD, USL, and/or a specified Latent Case Dataset).

5) Register a latent print to the Unsolved Latent Database.

j) Multifunction Latent Analysis Workstations shall provide flexible interactive capabilities that enable an examiner to easily select a completed latent search transaction from a pending work queue, visually compare the search print and candidate images, and confirm a search result.  

1) The system shall display the pending work queue in priority order, but shall not restrict the analyst from selecting any search results transaction in the queue for analysis.

2) Enable an analyst to selectively retrieve search results for a particular search transaction by review and selection of the search results queue, or by entry of the case number.
3) Enable an analyst to automatically retrieve full fingerprint or palmprint image records for each candidate for comparison and display the records in descending order of match probability.

4) Enable the analyst to complete the results confirmation and clear the transaction, or suspend the analysis process for any transaction and return the transaction to the pending work queue with or without annotated analyst’s notes.

k) Multifunction Latent Analysis Workstations shall provide the capability to compile, save and print latent identification reports, including:

1) Latent Input and Enhancements Report, documenting the latent case descriptors, examiner ID, the original input image and each of the alternative enhancements (Edit #’s) for the latent.

2) Latent Search Identification Report, documenting the latent and known print images, known print demographics, latent case descriptors, examiner ID, search results from the latent search and from other selected searches from the case, and registration status for local and remote AFIS systems.

l) Multifunction Latent Analysis Workstations shall provide the capability to automatically analyze linked searches.  When multiple individual images from an evidence sample are linked by the examiner, the system shall be capable of analyzing each of the individual candidate lists and highlighting respondents that appear on multiple lists.
m) Each Multifunction Latent Analysis Workstation shall be configured with a copy of the FBI Universal Latent Workstation (ULW) software or an equivalent software capability to support the interchange of latent search requests and results with external AFIS systems.  The ULW software or equivalent shall be integrated into the multifunction analysis workstation application to enable seamless and efficient ease of use of the external AFIS interaction capabilities.
Offerors may propose an alternative to ULW if it provides equivalent or better capabilities for communication of latent search requests and results with the FBI IAFIS and all AFIS systems from the major AFIS manufacturers.  If an alternative is proposed, sufficient detail shall be provided in the response to demonstrate equivalent or superior functional capabilities. 
n) Multifunction Latent Analysis Workstations shall enable a fingerprint examiner to transmit a latent inquiry to another AFIS system, including CA-DOJ and other regional and national systems (reference §2.2.6.1) in accordance with standard NIST formats and EFTS procedures.  The workstations shall provide automated translation and formatting of the originally encoded image without requiring the image to be re-encoded for the external system search.

o) Multifunction Latent Analysis Workstations shall enable an authorized analyst to maintain latent case files, with the capability to selectively delete identified latents from the unsolved latent database in accordance with established procedures.
p) Multifunction Latent Analysis Workstations shall be capable of continuing stand-alone operations in the event of loss of communications or an outage of the central AFIS, and shall have a local storage capability that enables the storage of up to two days of input and analysis processing.

3.5.4.5 Latent Input Camera Subsystem
a) High-resolution Latent Input Camera Subsystems shall be provided to enable the capture of latent print images directly from evidence samples and from lifts and photographs.
1) Each Latent Input Camera Subsystem will be installed with and shall be capable of being controlled by one or more Multifunction Latent Analysis Workstations in a designated workgroup.  In the initial system implementation, two (2) workgroups, each consisting of two (2) Multifunction Latent Analysis Workstations and one Latent Input Camera Subsystem, shall be installed in the Training Area at the SDSD Crime Lab, and one (1) additional similarly-configured workgroup will be installed in the SDPD Crime Lab and Escondido PD Crime Lab.

2) The Multifunction Latent Analysis Workstation software shall enable optional configuration of any workstation to interface with and control operation of a locally-installed Latent Input Camera Subsystem.  
b) Each Latent Input Camera Subsystem shall include a Canon EOS-1Ds Mark III 21.1 megapixel digital camera capable of direct imaging of latent fingerprints from latent lifts, photographs, and physical evidence.  The camera shall be equipped with:
· An EF 100mm Macro lens

· An EF 70-300mm Telephoto lens 
c) The digital camera shall be boom-mounted and provide for easy positioning of the camera and the evidence sample.
d) Each Latent Input Camera Subsystem shall be configured with a variable-intensity, variable position lighting system consisting of at least two flexible light sources, capable of being easily adjusted to optimize the image capture of a latent print.

e) Each Latent Input Camera Subsystem shall be configured with light table for backlighting transparent lifts, photographs and evidence samples.

3.5.5 Card Scan Workstation
a) Production Card Scan Workstations shall be provided to support production tenprint and palmprint card scanning and AFIS input operations at SDPD Records and in the SDSD Records and ID Division.

b) Each Card Scan Workstation shall be:

· a standard workstation meeting the requirements of §3.5.1.2, §3.5.1.3, and §3.5.1.4;

· configured as a Multifunction Analyst Workstation, as specified in §3.5.4.1 and §3.5.4.2;
· capable of providing the detailed functional capabilities specified in §3.5.5.1, §3.5.5.2, and §3.5.5.3, below.

c) The Card Scan Workstation shall be equipped with an FBI-approved desktop scanner capable of auto-feeding and automatically scanning standard 8” x 8” fingerprint and palmprint cards (reference §3.5.5.4 for a specification of detailed scanner requirements). 
d) The Card Scan Workstation shall be capable of continuing stand-alone operations in the event of loss of communications or an outage of the central AFIS, and shall have a local storage capability that enables the storage of up to two days of input and analysis processing.

3.5.5.1 Card Input Requirements

a) The Card Scan Workstation shall include card scan applications software, and an auto-feed document scanner, which provides for:

1) Automatic batch scanning of standard 8” x 8” fingerprint and palmprint cards.

2) Automatic image sequence checking to detect sequence errors on tenprint fingerprint cards.

3) Automatic record formatting and forwarding for AFIS identification processing and registration.

b) The Card Scan Workstation shall provide the capability to automatically scan all standard FBI fingerprint and palmprint card types, digitize the scanned images, and format the resulting digital records in full compliance with NIST record formats and FBI EFTS record content standards.

c) The Card Scan Workstation shall be capable of unattended batch scanning and digitization of standard tenprint and palmprint records at a rate of not less than 25 cards per hour of either card type.  
d) The Card Scan Workstation shall be capable of error-free automated card scanning operations without operator intervention other than to reprocess any rejected cards.  

e) The Card Scan Workstation shall provide the capability for batch reading and import of fingerprint records from transportable media (CD, DVD) produced, for example, by a portable LiveScan workstation, and for automatically initiating AFIS input, searching and registration with a minimum of operator intervention.
3.5.5.2 Process Control

a) The Card Scan Workstation shall provide intuitive, menu oriented screens for controlling the system’s scanning and import operations.

b) The Card Scan Workstation shall support both batch scanning and single card scanning modes of operation, under operator control.

1) The operator shall be able to batch load fingerprint cards of a selected type (e.g., tenprint fingerprint cards or palmprint cards) in the scanner’s document feeder, and enter the card type and initiate batch card scanning via a workstation process control screen.

2) The operator shall be able to scan a single card of any type by entering the card type and initiating single card scanning via a workstation process control screen.

c) The Card Scan Workstation’s process control functions shall provide automated capabilities, including:

1) Pre-programmed support for standard fingerprint and palmprint card types. 

2) Automated scanning and digitizing the image areas on each card, based on the pre-selected card type.  

3) Fully automated fingerprint centering.  The system shall not require a manual post-scanning check or adjustment of print image locations or orientations.
4) Automatic detection of fingerprint sequence errors based on a comparison of the rolled and flat images, with automatic queuing of records for manual analysis.
5) Automatic detection of missing fingerprint images, with the capability to enter a default annotation.
6) Automatic image quality checking of scanned images in accordance with quality thresholds, with the automated capability to flag low-quality records for rescanning.  Quality thresholds shall be able to be set or modified by the system administrator.

7) Automatic JPEG-2000 compression of scanned images.
8) Automatic transaction logging.

d) The Card Scan Workstation’s process control functions shall provide interactive operator controls, including:

1) Selecting the card input type.

2) Initiating, suspending and re-starting card scanning.

3) Interactive rescanning and image adjustment (e.g., contrast enhancement) of rejected cards that were rejected by the automated quality check process.
3.5.5.3 Data Entry

a) The Card Scan Workstation shall enable an operator to enter all text and numeric data for each record via form-oriented keyboard data entry.  

1) The workstation shall scan the text block of each record and, upon operator selection of the record for data entry, automatically display the text block images in a vertical split-screen segment to facilitate interactive entry of record data.
2) The interactive data entry software shall enable an operator to enter fielded data in a logical sequence through use of keystrokes only, and without requiring the use of the mouse to select or highlight a field.  The data entry capability shall include consistent capabilities to use automatic progression to the next field after completion of data entry, or the use of the <TAB> or <ENTER> key to indicate completion of data entry and sequencing to the next field.
3) Data entry shall have automatic entry validation against standard code tables and field format definitions, and shall enforce entry of mandatory fields.

3.5.5.4 Card Scanner
a) The Card Scan Workstation shall be configured with an FBI-certified high-resolution document scanner with the following characteristics and capabilities:

1) The card scanner shall be listed on the FBI CJIS Approved Products List and be certified to comply with IQS Appendix F standards.

2) The card scanner shall be capable of maintaining image quality performance in accordance with IQS standards throughout the life of the component.  Regular periodic testing and demonstration of IQS compliance of the scanner shall be included the preventive maintenance program.

b) The Card Scan Workstation shall be capable of error-free automated card scanning operations without operator intervention other than to reprocess any rejected cards.

1) The system shall provide distortion-free capture and digitization of palmprint and fingerprint images at 1,000 ppi resolution and 8-bit (256 level) gray scale quantization.
2) The system shall provide high-quality image digitization and enhancement capability.  No more than 2% of all fingerprint images may be rejected and queued for rescanning due to poor image quality.  

3) The scanning process shall not require a manual post-scanning check or adjustment of fingerprint image locations or orientations.

c) The card scanner shall be equipped with an automatic feeder that provides the following capabilities:

1) Hopper capacity of not less than 20 cards.

2) Capable of automatically handling/feeding multiple card types, including, but not limited to, all standard tenprint and palmprint cards used by SDSD.

3) Capable of error-free operations, with less than 0.5% card jams or misfeeds, as measured in normal operations over any 8-hour operational period.

3.5.6 Rapid-ID Terminals

a) Rapid-ID terminals shall provide the capability to capture plain-impression fingerprint images at distributed stationary installation locations (e.g. in SDSD jail facilities, probation offices, and the offices of the Medical Examiner), format and transmit the fingerprint images to the AFIS for identification processing, and receive and display identification results.  Offerors shall describe their proposed Rapid-ID capture and display devices and the capability variations of the devices proposed for stationary-installation applications.
b) Rapid-ID terminals shall be stand-alone units that include a forensic-quality plain-impression fingerprint scanner and an associated process control capability that controls the required image acquisition, data entry, communications and display functions of the Rapid-ID application.  
c) All fixed-installation Rapid-ID terminal installations and all Mobile-ID terminals shall be supplied with a user training document containing a pictorial Help guide. 

d) The Rapid-ID terminals shall provide the following interactive capabilities: 
1) Enable the operator to select a finger (or designate a finger position #) and capture one, two or more fingerprint images, as required to meet the identification accuracy requirements (Reference §3.4.8).  
2) The Rapid-ID terminal shall provide an automatic quality check of each captured image and prompt the operator to re-scan a low quality image. 
3) Enable the operator to select a 1:N Identification Transaction or a 1:1 Identity Verification Transaction.  If an Identity Verification Transaction is selected, the terminal shall enable the operator to enter an associated record index number (AFIS KEY#).
4) Automatically format and transmit the identification transaction, and provide a positive indication to the operator that the transaction has been successfully submitted.

5) Automatically receive and display the identification result:

· For 1:N searches, the system shall return a record ID number if a match is found or a “no matching record found” response.

· For 1:1 searches, the system shall return an “Identity Confirmed” response or a “Fingerprint Does Not Match File Record” response.

e) The Rapid-ID fingerprint scanner shall be capable of scanning a gray-scale fingerprint image at a spatial resolution of at least 500 ppi with image quality capabilities that are consistent with the FBI IQS image quality standards.
f) The Rapid-ID terminals shall connect to agency networks for communications with the AFIS.

g) It is highly desirable that the Jail Inmate Management System (JIMS) or a JIMS workstation associated with a specific Rapid-ID terminal have the capability to import the record index number (AFIS KEY#) derived from a 1:N or 1:1 Rapid-ID transaction.  The selected CONTRACTOR shall provide interface software and documentation as necessary (e.g., Applications Program Interface documentation for the Rapid-ID Terminals), and shall work cooperatively with the JIMS vendor to support implementation of the interface.

3.5.7 Mobile-ID
a) A Mobile-ID capability shall be provided to support rapid-ID operations in the field.  Offerors shall describe their proposed Rapid-ID capture and display devices and the capability variations of the devices proposed for mobile applications. 

b) The Mobile-ID devices shall provide all of the functional capabilities specified for the Rapid-ID terminals in §3.5.6 and be fully compatible with the AFIS Rapid-ID capabilities specified in §3.4.2.
c) The Mobile-ID devices shall provide compatibility with formatting and communications standards to enable submission of fingerprint image-based inquiries to the local SDSD AFIS, the CA-DOJ state AFIS, and the FBI IAFIS.

d) The Mobile-ID devices shall be battery-operated and capable of being installed and used in a mobile application from, for example, a patrol car, crime scene van, mobile command post, etc.
e) The Mobile-ID devices shall utilize secure communications (SSL or VPN) when communicating over public (e.g., cellular) networks and all transmissions shall be encrypted.

f) It is desirable that the Mobile-ID devices have the capability to download a set of records (e.g. active-warrants records) from the AFIS and perform local identification matches against the records in device.  If offered, Offerors shall describe the capacity, performance, response time, and identification accuracy performance capabilities of their proposed Mobile-ID devices.
g) It is highly desirable that the Mobile-ID system have the capability of interfacing with SDSD Mobile Data Computers (MDC) and/or the San Diego Automated Regional Justice Information System (ARJIS) PDA terminals to utilize the MDC or ARJIS network for communications and to enable MDCs or ARJIS terminals to receive and process identification search results responses from the AFIS (Reference §3.4.2.b.3).

3.5.8 Network Printer Group
a) General purpose and special purpose printers shall be provided to support production of hardcopy records, court presentations and reports.  
b) A standard “Network Printer Group” shall include an FBI-certified duplex fingerprint/palmprint card printer and a color laser report printer.   The functional and performance specifications for each of these printers are provided in the following subsections.  One or more Network Printer Groups shall be provided at each AFIS workstation installation site, as specified in Table 3.5-1
c) One or more Continuous Tone Printers shall be provided at each latent workstation installation site, as specified in Table 3.5-1.

3.5.8.1 Fingerprint Card Printers

a) Fingerprint card printers provided with the system shall be duplex laser printers capable of printing on standard 8” x 8” card stock without jams or misfeeds.

b) Fingerprint card printers provided with the system shall be listed on the FBI CJIS Approved Products List.

c) The fingerprint card printers shall be capable of both user-selectable and automated printing of cards in standard FBI and CA-DOJ card formats on blank (not pre-printed) 8” x 8” card stock.

d) The fingerprint card printers shall be capable of error-free operations, with less than 0.5% card jams, as measured in normal operations over any 8-hour operational period.  This level of performance shall be maintained over the life of the maintenance contract through effective preventive maintenance and replacement of printers that cannot maintain error-free operations.
e) The fingerprint card printers shall print text and fingerprint/palmprint image data on tenprint and palmprint cards in compliance with applicable FBI and CA-DOJ standards for information content, location and formatting. 

f) The fingerprint card printers shall be capable of automatically printing on both the front and the back side of the card without operator intervention.

g) Using the fingerprint card printers, the system shall be able to:

· Automatically generate a pre-specified set of tenprint and palmprint cards for specified transaction types, in accordance with business rules for automated printing.

· Generate single or multiple copies of any record, based upon operator selection of print quantity.

3.5.8.2 Continuous Tone Printer
a) A high-resolution continuous-tone photo printer shall be provided to support printing of forensic-quality fingerprint records for comparison and court purposes.  A dye sublimation printer (e.g. Kodak Digital Science 8650 printer) is strongly preferred over an ink jet or laser printer for this application.
b) The continuous-tone printer shall be able to print high-resolution gray-scale images with 256 (8-bit) gray levels, and color images with 16-bit per channel or higher color depth, at 300 ppi or greater continuous tone resolution.

c) The image quality produced by the continuous-tone printer shall be consistent with applicable FBI IQS standards, including geometric distortion, signal-to-noise ratio and gray-scale dynamic range.

d) The continuous-tone printers shall be capable of printing images at 1:1 scale and up to 5x enlargement based on operator selection, on up to 8.5”x11” paper.
3.5.8.3 Color Laser Report Printers

a) Color laser printers shall be provided to support printing of charts and reports including monochrome text and images printed in grayscale with color annotations.
b) Color laser printers shall be capable of printing at a minimum output resolution of 600 ppi.
c) The report printers shall be capable of reproducing fingerprint, palmprint and latent images of forensic quality equivalent to the images produced by the Fingerprint Card Printers (§3.5.8.1).

d) The printers shall be capable of printing images at 1:1 scale and up to 5x enlargement based on operator selection.

4 SYSTEM IMPLEMENTATION REQUIREMENTS

a) The goal of the AFIS Replacement Project is to complete the design, implementation and installation of the system and achieve full production operations within 9-12 months after contract award or as soon as technically feasible.  The Master Implementation Schedule included in the proposed system implementation plan shall reflect the guaranteed schedule under which the system will be implemented and delivered and complete transition to production operations will be achieved.

b) Selection preference will be provided for guaranteed implementation schedules that reduce the total system implementation time to less than 12 months.  However Offerors shall acknowledge that significant penalties in the form of liquidated damages will be assessed for failure to meet guaranteed implementation schedules.
4.1 Contractor Responsibility
a) The selected CONTRACTOR shall be responsible for all aspects of system implementation, including system design, network design, system development, configuration and integration, data conversion and loading, installation planning and preparation, system delivery and installation, user training, system testing and transition to production identification operations.  
b) The selected CONTRACTOR shall maintain effective communications with the SDSD project team through the duration of the implementation process to ensure the effective exchange of information, responsiveness to customer inquiries and directives, and timely identification and resolution of questions and problems. 
4.2 Implementation Project Management

a) The selected CONTRACTOR shall be responsible for all aspects of project management, including planning, staffing, performance monitoring and oversight, subcontractor management, project coordination, quality assurance and reporting.  The following specific Implementation Project Management activities shall be performed.
4.2.1 Project Plan 

a) The selected CONTRACTOR shall develop a comprehensive Project Plan for the AFIS implementation project, and shall maintain the project plan through the active implementation phases of the project.  The Project Plan shall include the following:

1) Project Management - A description of the proposed project organization structure, key personnel assignments, and roles and responsibilities.  

2) Project Work Plan - A description of the tasks that will be performed by the CONTRACTOR, SDSD staff, and other agency staff to accomplish the implementation, delivery and acceptance of the system, including a detailed work plan with task schedules and milestones.
3) Master Implementation Schedule – A detailed Gantt chart, showing the time-phased schedule for accomplishing all design, development, integration, delivery and testing activities, along with the milestone schedules for all deliverable reviews and documentation including associated document review, approval and update sequences.
b) The Master Implementation Schedule shall include guaranteed dates for the key implementation and delivery milestones listed in Table 4.2.1-1.

	Table 4.2.1-1  Key System Implementation and Delivery Milestones


· Critical Design Review (reference §4.4)
· Factory Acceptance Test Completion (reference §4.6)
· Data Conversion Completion, Database Loading and Acceptance (reference §5)
· System Installation Completion and Initial Operational Capability Demonstration (ref. §4.5.3)
· User Training Completion and Acceptance (reference §6)
· System Acceptance Test  (reference §4.6)

· Functional Capability Test Segment Completion 
· Performance Benchmark Test Segment Completion 
· Operational Availability Test Segment Completion

· System Acceptance:  Operational Acceptance Test Completion and Final Sign-off (ref. §4.6)
c) The Master Implementation Schedule shall include a detailed description and delivery schedule for deliverable reports, plans and technical documentation items that will be prepared and delivered in association with system implementation.  At a minimum, the following Deliverable Data Items shall be prepared and provided:

· Project Plan (final)

· Monthly Project Status Reports

· System Design Document
· Record Conversion Plan

· Site Preparation and Installation Plan 

· Training Curricula, Courseware and Training Delivery Plan

· System operations, administration and maintenance documentation; workstation user guides for each type of workstation; and user guides for Rapid-ID and Mobile-ID terminals.

· System Acceptance Test Plan and Procedures

· System Maintenance Plan

d) The Project Plan shall reflect the understanding that all deliverables are subject to customer review and approval, and shall allow for rework to correct deficiencies prior to final review and approval.

Offerors shall submit a preliminary draft of the Project Plan as part of their response.  The preliminary project plan shall not be generic boilerplate information, and shall provide specific details including project staffing and the proposed master implementation milestone and deliverable schedule.
Offerors shall include a list of Deliverable management plans and system documentation, including specific identification of user guides and manuals that will be provided with the system.
4.2.2 Automated Project Management Tool

a) Microsoft Project shall be used for developing and maintaining the master implementation schedule and subordinate work plans.  

b) The automated project management software (MS Project) shall be used to plan, implement, and monitor project work plans.  The primary work plan and all subordinate detailed work plans (e.g., the System Implementation, Testing and Quality Control plan, Deliverable plan, etc.) shall be implemented and maintained using the automated project management software.  The detailed plans shall be defined and maintained at a level that will enable an ongoing assessment of the adequacy of the plan and the progress of planned implementation activities.
c) The master implementation schedule shall be updated on a monthly basis throughout the entire implementation cycle to reflect changes in scheduled activities.  The baseline schedule shall be separately maintained to enable assessment of progress against the original schedule.  
d) The monthly project schedule update shall be delivered not less than two full working days prior to the monthly project status review meeting.
4.2.3 Project Status and Progress Reporting

a) Informal weekly reporting and formal monthly reporting of project status, progress and current issues shall be provided throughout the duration of the AFIS implementation project. 

1) The selected CONTRACTOR shall prepare for and participate in informal weekly project status meetings with the SDSD Project Team to discuss project status and to resolve issues.  Directives, resolutions and action assignments shall be documented in writing by the CONTRACTOR’s Project Manager and the document shall be delivered to the Project Team no later than 4:30 p.m. of the next business day after the meeting.
2) The selected CONTRACTOR shall prepare for and participate in formal monthly project review meetings with the SDSD Project Team.  At the formal monthly project review, the CONTRACTOR shall present the status of all project tasks, identify problems and potential risk areas, coordinate the development of action plans to resolve issues, and discuss the detailed activities planned for the next reporting period.  Each review shall include a detailed discussion of the project schedule and any actual or projected variances between the baseline schedule and the current activities.  Directives, resolutions and action assignments shall be documented in writing by the CONTRACTOR’s Project Manager and the document shall be delivered to the Project Team no later than 4:30 p.m. of the next business day after the meeting.

4.3 Project Staffing

a) CONTRACTOR shall be responsible for providing adequate qualified staffing for the project to accomplish the system implementation and provide the associated services in accordance with the contractually-established schedule.
b) The project staffing plan shall include the identity and qualifications of key staff that will be assigned to the project, including key individuals for the following positions.  Offerors shall provide a staffing plan in their proposal response that identifies all key personnel, describes their roles and responsibilities, provides an experience summary for each key person that supports his/her project role, and defines the reporting structure of the project within the Offeror’s organization.
4.3.1 Key Personnel

4.3.1.1 Project Manager

a) The selected CONTRACTOR shall provide a dedicated Project Manager whose project management responsibilities shall include:

· Planning and monitoring project activities.

· Working with the SDSD Project Coordinator and agency representatives to ensure timely and effective response to information requirements and to resolve actual and/or potential problems.

· Reporting on project status.

· Providing analytical and technical expertise as required by the project.

· Obtaining and scheduling the use of required CONTRACTOR resources.

· Management and quality assurance of all required implementation and support services.

· Quality assurance of all documentation deliverables

b) The proposed Project Manager shall have directly applicable qualifications, including:

1) AFIS implementation project management experience.
2) Experience with CONTRACTOR's AFIS technologies.
3) Implementation experience with equivalent Law Enforcement AFIS.
4) System acceptance testing and delivery experience.
4.3.1.2 System Engineer
a) The selected CONTRACTOR shall provide a dedicated senior System Engineer whose project responsibilities shall include:

· Oversight and coordination of the detailed system design and implementation activities, with ongoing monitoring to ensure conformance with all specified System Requirements.

· Primary technical liaison with the SDSD project team with responsibility for defining and obtaining concurrence for implementation and operational details including workflows, component configurations, default settings, etc.
· Oversight and coordination of system integration and testing activities to ensure conformance of the system with system requirements and implementation agreements.

· Direct involvement in the preparation of formal test plans for pre-delivery, installation, and formal acceptance testing, and leadership of all formal testing activities.
· Quality assurance of system deliverables and associated technical documentation.
b) The proposed System Engineer shall have directly applicable qualifications, including:

1) Professional systems engineering experience.
2) Experience with CONTRACTOR's AFIS technologies.
3) Implementation experience with equivalent Law Enforcement AFIS systems.
4) System acceptance testing and delivery experience.
4.3.1.3 Conversion Manager

a) The selected CONTRACTOR shall provide a dedicated Conversion Manager whose project responsibilities shall include:

· Development of the Conversion Plan, with ongoing coordination to maintain and update the detailed plans and procedures as necessary to accomplish the successful conversion and loading of the system data.

· Primary conversion liaison with the SDSD project team with responsibility for developing detailed procedures for record handling and tracking during conversion and providing regular status reporting on conversion activities.

· Oversight and coordination of conversion facility preparation and conversion activities.

· Preparation of analysis and test plans to verify and validate the converted and loaded databases, and leadership of the verification and validation activities.

· Direct management and technical oversight of the conversion, database loading, conversion verification/validation, and delivery of the converted data.
b) The proposed Conversion Manager shall have directly applicable qualifications, including:

1) Experience with CONTRACTOR's AFIS technologies.
2) Conversion planning and formal Conversion Plan preparation and coordination.
3) Electronic tenprint and palmprint conversion experience.
4) Electronic latent conversion experience.
5) Direct management responsibility for an equivalent conversion project.

6) Direct experience in quality evaluation, error correction enhancement, and delivery and acceptance of the converted data.
4.3.1.4 Training Manager

a) The selected CONTRACTOR shall provide a dedicated Training Manager whose project responsibilities shall include:
· Development of the Training Plan, with ongoing coordination to maintain and update the detailed plans and procedures as necessary to accomplish the delivery of all required Training.

· Primary training liaison with the SDSD project team with responsibility for developing detailed delivery plans and content requirements for each training course, and for providing regular status reporting on conversion activities.

· Coordination of training schedules and preparation activities.

· Oversight and direction of training delivery and leadership of the training assessment activities.

b)  The proposed Training Manager shall have directly applicable qualifications, including:
1) Professional training management experience.
2) Professional AFIS Training experience for an equivalent installation.
3) Experience with CONTRACTOR’s AFIS technologies.

4.3.1.5 Operations and Maintenance Support Manager

a) The selected CONTRACTOR shall provide an Operations and Maintenance Support Manager whose project responsibilities shall include:

· Primary responsibility for planning, coordinating and accomplishing system delivery preparations, system delivery and installation.

· Development of the Operations and Maintenance Support Plan, with ongoing coordination to maintain and update the detailed plans and procedures as necessary to accomplish the effective delivery of operations and maintenance support.
· Primary technical liaison with the SDSD project team with responsibility for planning, coordinating, and implementing the operations and maintenance support capabilities.

· Participation in training preparation and delivery for providing operations and maintenance support training for system administrators and support staff.

· Oversight and direction of the operations and maintenance support activities during the initial warranty period and through the full production period.

b)  The proposed Operations and Maintenance Support Manager shall have directly applicable qualifications, including:
1) Technical experience with computer systems and software.
2) Professional maintenance and technical support management experience.
3) Experience with installation, operation and support of the CONTRACTOR’s AFIS technologies.
4) Experience in providing technical support in a law enforcement environment.

4.3.2 Personnel Assignments and Access
a) All CONTRACTOR, subcontractor, and other personnel assigned by the CONTRACTOR to the SDSD AFIS project shall be apprised of and shall acknowledge their responsibilities with respect to the confidentiality of County and municipal installations, capabilities, work processes and data.

b) SDSD reserves the right to approve all personnel assigned to the project, including all proposed staffing changes, and to explicitly authorize participation and facilities access for each assigned individual.  SDSD reserves the right to unilaterally request the replacement of any individual assigned to the project, and the CONTRACTOR shall accomplish the replacement with a person of appropriate qualifications for the assigned position in a timely manner.
c) All personnel who perform services at any SDSD facility, or have access to data, shall be required to pass a background check, including a fingerprint-based criminal history check, background interview and a truth verification test.  Individuals who do not pass a background check will not be allowed to access facilities or data.
d) With respect 4.3.2.b and 4.3.2.c, above, the decision of the Sheriff is final.

4.4 System Design

a) The selected CONTRACTOR shall design the AFIS to provide comprehensive capabilities as defined in the AFIS Requirements Specification, and shall apply internal quality control processes to verify that the system design is in conformance with each and every detailed functional and performance requirement of the system.  
b) A detailed System Design Document (SDD) shall be prepared and delivered for review and approval in accordance with the deliverable schedule established in the Implementation Project Plan.  The SDD shall include:
· A complete requirements allocation and requirements traceability matrix, providing a reference index to the system/subsystem element and to the specific sections of the SDD that describe the system capabilities that satisfy each and every technical requirement in the AFIS Requirements Specification.  The requirements allocation shall clearly indicate requirements that are satisfied by COTS capabilities of the system and those requirements that are satisfied by system configuration and new functionality development.
· A data model for each of the system databases.

· A comprehensive set of system workflows for accomplishing all required elements of transaction processing. 

· A system configuration specification, indicating the specific configurations that will be implemented to support all identification and system administration functions.

· Reference RFP Section 4.5.4.B (page 20):  The County reserves the right to supply the standard COTS hardware and software components, including servers, PC’s, standard peripherals such as laser printers, and common COTS software such as Microsoft Office.  In the case that the County selects this option, the System Design Document shall provide an explicit specification of the manufacturer, model number, and configuration of each standard COTS component that shall be provided as Government Furnished Equipment by the County.
· An addendum to the Implementation Project Plan shall be provided with the SDD showing the required schedule for delivery of the COTS hardware components, either to the Contractor’s development and testing facility or to a staging facility.
· A detailed technical design for any new functions or capabilities that will be developed to fully satisfy all system requirements.

c) After release of the initial SDD, a formal Critical Design Review (CDR) shall be conducted, at which all aspects of the system design shall be presented for discussion.  
1) A detailed CDR agenda shall be prepared and delivered not less than three weeks prior to the scheduled CDR presentation.
2) A final agenda shall be produced if necessary to incorporate any directed changes and the final agenda and the CDR presentation slides shall be delivered in editable softcopy (e.g., PowerPoint, but not Acrobat) not less than five days prior to the scheduled CDR presentation.
3) Following the CDR, the System Design Document shall be updated as required to correct deficiencies and to incorporate directed changes.

4.5 System Installation

4.5.1 Installation Planning and Management 
a) The CONTRACTOR shall be responsible for planning and accomplishing installation of the AFIS, its components and its workstations, and for providing effective coordination with SDSD and all agency/location managers to ensure minimal impacts to operations at each installation site.   
b) The Primary and Mirror segments of the central AFIS system (Reference §3.1.4.3) shall be installed in designated County data center facilities.  Each data center facility provides power protection (power conditioning and backup power), HVAC environmental conditioning, and direct access to the Cal-ID Core Network.  The specific data center locations will not be disclosed prior to CONTRACTOR selection, but will be provided to the selected CONTRACTOR.
1) The central AFIS servers and associated equipment shall be configured and installed in standard 19-inch equipment racks.  Offerors shall include rack diagrams in their response illustrating the components and installation layout proposed for the Primary and Mirror production segments.
2) Any local area network communications appliances (switches, routers, firewalls, etc.) required for communication among the central AFIS rack components or required for connecting each central AFIS segment to the Cal-ID network shall be furnished by the CONTRACTOR.

3) The CONTRACTOR shall work cooperatively with County technical staff to plan, prepare for and manage the installation of the systems in the designated data centers.  The CONTRACTOR shall be responsible for accomplishing AFIS installation, configuration and testing without causing any disruption or impact to on-going production operations in the County’s data centers.

c) Table 3.5-1 identifies the agencies that will host the workstation and peripheral components of the system.  The CONTRACTOR shall work cooperatively with each agency to identify the specific installation location(s) for each deliverable component and to coordinate the installation and testing of all AFIS workstations and peripheral components. 
d) The AFIS and workstation installations shall utilize existing LAN and WAN communications networks for communicating between the central AFIS and remote workstations.  The selected CONTRACTOR shall work cooperatively with County technical staff to plan, implement and test network connectivity for all AFIS components to achieve the required functionality and performance of the system in the distributed installation environment, and to comply with FBI CJIS and CLETS security policies.

e) The CONTRACTOR shall be responsible for establishing the AFIS interfaces to existing systems including:

· The County’s LiveScan network, via an interface with the LiveScan Store and Forward System.
· The Foster & Freeman Data Capture Systems (DCS) at the SDSD Crime Lab.
· The SDSD Criminal Justice Systems Environment (reference §2.2.1) via an SDSD-provided web service.

f) CONTRACTOR shall be responsible for implementing all network communications security provisions on all AFIS components, as necessary to comply with FBI CJIS and CLETS security policies.
g) CONTRACTOR shall provide assistance to SDSD and the host agencies for coordinating and accomplishing the removal of the old system servers and workstations for disposition by SDSD.
4.5.2 Site Surveys

a) CONTRACTOR shall conduct site surveys of each designated installation location and work with facility managers at each location to identify specific installation locations and associated requirements to support preparation of a detailed installation plan.  CONTRACTOR shall:
1) Provide a detailed floor plan showing equipment sizes, clearances, and suggested arrangement for installation site.
2) Document the thermal loads associated with AFIS equipment in each installation area, assess the environmental conditioning capability at each installation site, and identify locations where the thermal loads may result in environmental issues.
3) Assess the adequacy of power supplies in each installation area and identify any potential power issues associated with the AFIS equipment installations.  
4) Identify communications network connectivity requirements at each installation area and provide site-specific requirements for network drops.
5) Identify any other special facility preparation requirements and installation support equipment at any installation location that are necessary for installation of the applicable system components.  SDSD and/or each facility host agency shall be responsible for providing all such facility preparations and installation support equipment.
b) CONTRACTOR shall develop a detailed Site Preparation and Installation Plan and provide timely coordination with SDSD and municipal host agencies to effect installation location preparation requirements such that facility preparation requirements do not delay installation of the system.

4.5.3 System Delivery and Installation

a) CONTRACTOR shall be responsible for coordination and accomplishing the delivery and installation of all system component, including:

· Coordination of shipping, delivery and receiving of all system components;

· installing all system components in their designated installation locations;

· loading software and databases as necessary and configuring all components to operate in the SDSD environment;

· connecting the installed components to the communications networks at each installation location and establishing interfaces with external systems, including the LiveScan S&F system and the SDSD Criminal Justice Information Systems via the SDLaw portal;

· inspect all installed components and perform installation testing to verify complete functionality of the system and the operability of all system interfaces.
b) Installation of all AFIS components, workstations and peripherals shall be in accordance with applicable laws, codes, ordinances and industry standards.  

c) In the event that any installation is found to violate specific law, code or ordinance, the CONTRACTOR shall be responsible working proactively with the host agency management to accomplish timely modifications to bring the installation into conformance.

d) At the completion of system installation and successful accomplishment of the installation test, CONTRACTOR shall coordinate and conduct an Initial Operational Capability Demonstration to demonstrate the full operational capabilities of the installed system and obtain SDSD approval to proceed with formal acceptance testing. 

4.6 SYSTEM ACCEPTANCE

4.6.1 System Acceptance Testing

a) The system shall be subjected to a sequence of formal tests associated with major implementation milestones, and each formal test shall be performed and successfully completed before the CONTRACTOR will be authorized to proceed to the next implementation stage.   The following formal and informal acceptance tests will be performed at the designated implementation stages:
	Test
	Implementation      Pre-requisite
	Result of Successful Completion

	Factory Acceptance Test (FAT)
	Completion of system development, integration and database loading.
	Approval to deliver and install the system.

	Site Installation Verification and Operational Readiness Test (informal)
	Completion of site installations, network connectivity, and final configurations.
	Approval to commence final Formal Acceptance Test

	System Acceptance Test (SAT)
	Completion of system delivery, user training, and establishment of the support infrastructure. 
	Completion and sign-off of formal acceptance testing.

	Operational Acceptance Test (OAT)
	Completion of 90 days of full production operations, resolution of all outstanding deficiencies, and certification of final acceptance.
	System acceptance and authorization of final payment.


b) The Factory Acceptance Test (FAT) shall include:

· Confirmation of standards compliance;

· Inspection and acceptance of record conversion and database loading;

· Demonstration of component-level functional capabilities with confirmation of detailed requirements compliance;

· Demonstration of system workflows using simulated external interfaces as necessary.

· Review and validation of as-built design documentation, operational documentation and user guides.

c) The System Acceptance Test (SAT) shall include:

· Inspection of all deliverables and equipment installations;

· A comprehensive functional demonstration of all system capabilities;

· A throughput and accuracy performance benchmark test;

· Verification of completion and certification of all user training.

· A final verification of complete requirements satisfaction using a comprehensive requirements matrix.

d) The Operational Acceptance Test (OAT) shall include:

· Successful completion of 90 days of full production operations.

· Analysis of production data and activity reports, and confirmation of required operational availability and performance levels.

· Resolution of all outstanding deficiencies and retesting as necessary.

· Final acceptance certification.

4.6.2 Acceptance Testing Plan and Procedures

a) A formal System Acceptance Testing Plan and Procedures (ATPP) document shall be prepared which shall be used to coordinate each stage of system acceptance testing.  The ATPP shall include a detailed definition of all tests, including:

· Operational, functional and performance test scenarios and procedures.

· Makeup and content of test data sets.

· Operational and technical oversight and support during testing, and the roles of participants.

· Development, management and reporting of resolution plans for correcting any system deficiencies and discrepancies that are found during acceptance testing.

b) A detailed requirements traceability matrix shall be included in the ATPP which shall facilitate the assessment of the test plan, test results and compliance of the system with all requirements.
c) An initial draft of the ATPP shall be prepared and delivered not later than 60 days prior to the scheduled commencement of the FAT.  Specific FAT and SAT versions of the ATPP will be produced for each test documenting the specific test procedures, criteria and datasets that will be used in the test.  The FAT ATPP shall be prepared and delivered not less than 2 weeks prior to the commencement of FAT testing.  The SAT ATPP shall be prepared and delivered not less than 3 weeks prior to commencement of the final SAT.
Offerors shall include the proposed testing and delivery schedules in their proposed Master Implementation Schedule, and shall include the  initial delivery and each test-specific update of the Acceptance Test Plan and Procedures as deliverable milestones in their Implementation Schedule.  

5 CONVERSION AND LOADING OF EXISTING RECORDS

5.1 Scope

a) The selected CONTRACTOR shall be responsible for converting and loading existing identification records into the new AFIS system.  
b) The conversion activities shall primarily include electronic conversion and database loading of complete NIST tenprint records and palmprint records contained in the existing system’s DAS Archive, and latent print records in the existing system’s Unsolved Latent database.  
1) There is a requirement for hardcopy conversion of approximately 10,000 tenprint records.  These records shall be converted on-site by the CONTRACTOR using SDSD Records & ID Division fingerprint analysts, who shall be employed by the CONTRACTOR on a part-time basis to perform the record conversions.
2) Where multiple tenprint or palmprint records for the same individual are contained in the DAS Archive, all of the individual’s records shall be used to create the on-line ID database composite record and load the Master Tenprint/Palmprint Database and NIST Archive.  
3) The Unsolved Latent database contains both recent 500ppi latent images and older, lower-resolution latent images.  Only the 500ppi latent images shall be converted and used in the new system.  For those images, the selected CONTRACTOR shall convert the image records and also shall convert the analyst-encoded associated minutia records.
c) A comprehensive analysis of the converted tenprint records shall be performed to provide an initial characterization of the AFIS databases, to identify errors, and to provide automated correction of correctable errors.  

1) A report shall be prepared and provided that documents the total numbers of each record type and record quality distributions and error statistics in the converted data.

2) Automated checking of each converted tenprint record shall be performed to detect and, where possible, correct tenprint sequence errors.  A report shall be prepared and provided that documents the records in which sequence errors were detected, the corrected on-line records, and the records that could not be corrected during the conversion processing.

3) Automated AFIS matching of all fingerprint records shall be performed to detect duplicate records in the converted databases.  A comprehensive duplicate record report shall be prepared and provided showing all records automatically consolidated under a given AFIS KEY #.
d) The 2008 year-end totals for records maintained in the existing system are:  

· 1,265,028 NIST tenprint records in the DAS Archive
· Approximately 10,000 hardcopy tenprint records (prior to 1999)
· 394,942 palmprint records

· 31,904 unsolved latent prints, including 23,652 500ppi images
The following Table provides estimates of the number of each type of record that will be required to be converted and loaded in the new AFIS system prior to a projected Initial Operational Capability date of July 2010.  
Table 5.1-1:
Record Conversion Requirements

	Files
	# of Records

	NIST Tenprint Fingerprint Records 
	1,500,000

	Hardcopy Tenprint Fingerprint Records 
	10,000

	NIST Palmprint Records 
	600,000

	500ppi Latent Images 
	30,000


e) The selected CONTRACTOR shall convert all available records of each type.    

Cost proposals shall provide a cost for conversion of all available records (Table 5.1-1), and provide a per-record cost for conversion of additional records of each type above the quantities shown in Table 5.1-1.
5.2 Record Conversion Plan

a) The selected CONTRACTOR shall develop a comprehensive Record Conversion Plan for processing existing tenprint palmprint and unsolved latent records to create the initial AFIS databases.  The Record Conversion Plan shall include the following:

1) Work Description - A description of the conversion process, the record handling and inventory control process, and quality control activities that will be performed to convert the existing records.  Roles and responsibilities shall be clearly delineated for each activity.
2) Conversion Facility – A description of the conversion facility that will be used, including location, number of conversion workstations and operators.
3) Work Plan - A detailed work plan, including proposed activity schedules and milestones for record conversion and quality control activities, and the timetable and estimated total time that will be required to complete the conversion of each data type.
4) Quality Assurance and Validation Plan – A plan and procedures that will be used to ensure the quality of the conversion process and will be used to test and validate the converted data.

Offerors shall submit a proposed Record Conversion Plan, with content as described above, as part of their response.  Offerors shall also include the proposed conversion schedule, and the initial delivery and any proposed subsequent updates of the Record Conversion Plan as deliverable milestones in their proposed Master Implementation Schedule.  

5.3 Record Conversion Performance

5.3.1 Conversion Management

a) The selected CONTRACTOR shall be responsible for all aspects of accomplishing record conversion and initial loading of the AFIS databases, including planning, process management, quality control, progress reporting and agency coordination.  A Conversion Manager shall be assigned to lead and coordinate conversion planning and accomplishment.
b) During the planning and accomplishment of record conversion, the Conversion Manager shall participate in weekly and monthly program reviews, provide status reporting, and coordinate the resolution of issues.  
5.3.2 Conversion Tracking and Control

a) The selected CONTRACTOR shall have full responsibility for handling and tracking electronic media used to transfer records from the DAS for conversion.  
b) Daily and weekly spreadsheet reports shall be prepared and provided that include summary inception-to-date and daily/weekly conversion totals, and that can be used to identify the exact status and location of any individual record.  
c) Weekly reports of problems encountered in the conversion process shall be prepared and provided for discussion and issue resolution.
6 TRAINING

6.1 Scope

a) The selected CONTRACTOR shall provide comprehensive training in the operations and management of the AFIS system and its workstation components, as applicable to system users, supervisors, managers and operations support personnel.  

b) Training shall be provided in conjunction with the initial installation of the system, and update training shall be provided as required in association with system upgrades and modifications.

c) The system shall be capable of supporting training of new users without impacting production operations or the integrity of the system’s identification records databases.

d) The following types of operations and administration training shall be developed and provided for SDSD and regional agency managers, administrators, and operations staff:
1) SDSD Management Training:   A one-hour (approximate) management-level orientation presentation covering the system architecture and installation, system operations and administration, system monitoring and performance assessment, management reporting, and the roles, responsibilities and procedures for operations and support.

2) System Administrators:  Detailed system and application-specific training for the assigned system administrators in the use of the System and Database Administration Workstation applications, including procedures for AFIS, system administration, database administration, user administration, security administration, and system monitoring and reporting.

3) Workstation Operators:  Detailed training for designated operators of each specialized type of workstation, including the Multifunction Analysis Workstations, Latent Input Workstations, and Card Scan Workstations.  The training shall include an overview of the system and a discussion of general operational concepts and support procedures, along with detailed classroom and hands-on training in the operation of all functions of the specific workstation.  Individual training courses shall be designed for each operational unit (e.g., Sheriff’s Crime Laboratory, SDSD Records and ID Division, SDSD jails, regional users) and multiple training courses shall be provided as necessary to accommodate all designated trainees. 
4) Operations Managers & Supervisors: Training for operations managers and supervisors shall include procedures for database and transaction log access, activity analysis, security management, and report generation.  The training shall be designed as appropriate for each operational unit (e.g., Sheriff’s Crime Laboratory, SDSD Records and ID Division, SDSD jails, regional users).
e) Technical orientation training shall be provided for the designated SDSD Data Services Division (DSD) staff.  This training shall include technical descriptions and operating procedure discussions covering the AFIS system architecture and operations, network operations, database administration, system monitoring, security management, backup and archival operations, business continuity operations, and system recovery operations.

f) Train-the-Trainer training shall be provided for 6 designated Trainers in the installation and operation of the Rapid-ID terminals and Mobile-ID devices.  The training shall include an overview of the system and a discussion of general operational concepts and support procedures, along with detailed hands-on training in the operation of all functions of the Rapid-ID and Mobile-ID devices.  
6.2 Training Plan

a) A comprehensive, detailed Training Curricula, Courseware and Training Delivery Plan shall be prepared and provided as the detailed management plan for preparation of training courses and training materials and for delivery of training to designated users, administrators and managers.  

b) The initial Training Curricula, Courseware and Training Delivery Plan shall include:

· A preliminary set of course outlines for each of the training courses that will be produced.

· A description of the training materials that will be prepared and provided to support each type of training.

· The schedule for preparation of each of the training courses and associated training materials, with linkages to the system development schedule clearly showing the sequencing of events in the two schedules.

· The detailed training delivery schedule.

c) As elements of the Training program are finalized, subsequent installments of the Training Plan shall be prepared and issued that incorporate approved elements, such as approved course outlines and training materials or the approved schedule.

Offerors shall include the initial and subsequent deliveries of the Training Plan, training courseware and materials as deliverable milestones in their proposed Master Implementation Schedule.  
6.3 Training Delivery

6.3.1 Training Management

a) The selected CONTRACTOR shall be responsible for all aspects of preparing and delivering training for AFIS users, supervisors and administrators at all of the equipment installation sites.

b) A Training Manager shall be assigned to lead the planning, preparation, coordination, and delivery of training for the system and its distributed workstation and application components.

c) The Training Manager shall work closely with SDSD’s CAL-ID Coordinator to ensure that SDSD policies and procedures are correctly represented in each training session.   

d) During the planning, preparation for, and delivery of training, the Training Manager shall participate in weekly and monthly program reviews, shall report status, and coordinate the resolution of problems and issues.  

6.3.2 Training Courseware

a) Comprehensive training course curricula and associated training materials shall be developed and submitted for review and approval.  Any required modification or updates shall be incorporated and final courseware and materials shall be delivered prior to commencement of training.  

b) All AFIS lesson plans, courseware and training materials shall be delivered in a form that can be reproduced and used by SDSD and regional agencies in on-going training and shall become the property of the SDSD.  

c) The selected CONTRACTOR shall provide updates and modifications to the courseware and training materials, as required to maintain currency as system upgrades and changes are implemented throughout the life of the system.

6.3.3 Scheduling and Conducting Training

a) On-site training shall be provided for each participating agency or SDSD unit at each agency/unit’s operations location.  
b) Each type of training identified in Section 6.1 shall be scheduled in coordination with the SDSD and the designated host agency, and the final coordinated schedule shall be incorporated in the final Training Plan.

c) Multiple training sessions shall be provided as required to accommodate all designated trainees at each location, and day, evening, and night-shift training shall be scheduled to support shift workers as required.
d) The SDSD Cal-ID Coordinator or designate shall participate as a co-trainer in all training classes conducted at the Regional Agencies to present SDSD policies and procedures related to AFIS operations.

e) Table 6.3-1 lists the projected number of personnel in each agency and unit that shall receive each type of training in association with the implementation of the AFIS.  

Table 6.3-1.  Training Headcount Projection
	Type of Training
	SDSD Management Training
	System Administration Training
	Operations Manager / Supervisor Training
	Latent Workstation Operations
	Tenprint Workstation Operations

	Work Shift
	1
	1
	1
	2
	3
	1
	2
	3
	1
	2
	3

	SDSD Training
	
	
	
	
	
	
	
	
	
	
	

	· SDSD Management
	150
	
	
	
	
	
	
	
	
	
	

	· Crime Lab
	3
	2
	2
	
	
	12
	
	
	
	
	

	· Records & ID Division
	1
	3
	1
	1
	1
	
	
	
	4
	3
	4

	· Data Services Division
	6
	6
	
	
	
	
	
	
	
	
	

	Regional Police Departments
	
	
	
	
	
	
	
	
	
	
	

	· San Diego PD
	
	
	2
	1
	
	
	
	
	9
	8
	

	· Chula Vista PD
	1
	1
	1
	
	
	3
	
	
	
	
	

	· El Cajon PD
	1
	2
	2
	
	
	1
	
	
	
	
	

	· Carlsbad PD
	
	
	1
	
	
	3
	
	
	
	
	

	· Escondido PD
	
	1
	1
	
	
	4
	
	
	4
	
	

	· Oceanside PD
	
	
	3
	
	
	3
	
	
	
	
	


	County Agencies 
	Train-the-Trainer Training

	· Jails (8 jail locations)
	16

	· Probation (4 locations)
	8

	· Mobile ID (7 locations)
	14


7 MAINTENANCE AND SUPPORT
7.1 Scope of Maintenance and Support

a) A comprehensive program of technical support, operations support and preventive and remedial maintenance support for AFIS system equipment and software shall be provided throughout the life of the system.  The required elements of this support are:

1) AFIS product and application support, including system configuration, system operations, database administration, reporting, system performance monitoring, backup and archival operations, and system recovery operations.

2) Technical coordination with and support of SDSD DSD as necessary for network and security configuration and interoperability.
3) Regular preventive maintenance of the AFIS central identification system segments and the networked workstations.

4) On-site remedial response to hardware or software problems with the AFIS central identification system segments and the networked workstations.

5) Repair or replacement of defective components and components that can no longer maintain required levels of performance.

6) Provision and maintenance of spares kits containing critical spare parts for the AFIS central identification system segments and the networked workstations.

7) Software version management, with regular updates to apply approved patches and updates, maintain current versions of all software components and to achieve or maintain compliance with new and evolving federal and State standards.

8) Technical support for system expansion and extension of standard services to new users.

9) System configuration management.
10) System backups and restores. 

11) Periodic reporting of routine activities and problem detection and resolution status.

12) Support for annual User Group meeting attendance.

b) All service and support of the AFIS processing components, software, and workstations shall be provided under a comprehensive System Maintenance Agreement for the system.  The System Maintenance Agreement shall provide for all of the maintenance support elements defined above, and the selected CONTRACTOR shall be solely responsible for delivery of maintenance services under the Agreement.

Offerors shall specify the services that will be provided under their proposed System Maintenance Agreement, and shall provide maintenance options for annual renewable maintenance, a 5-year Extended Warranty, and a 10-year Extended Warranty.

The 10-Year Extended Warranty option shall include a technology refreshment prior to or during Year-5 of production operations.  The technology refreshment shall include:

· Replacement of all hardware components (servers, workstations, storage systems, backup components, etc.) with current technology components.

· Expansion of system performance and capacity to maintain system performance at the projected year-10 workload and records storage projections.

· Update of all operating system software to the then-current versions.

· Update of all AFIS applications software to the then-current versions, including new features, functionality and support for federal standards.
· AFIS applications refresher and update training for all operators, administrators and managers.
7.2 System Warranty

a) The system shall be covered by a comprehensive two-year warranty, under which all elements of system maintenance and support as listed in §7.1 and described in §7.3 are provide at no additional cost for the two-year period beginning upon successful completion of the Operational Acceptance Test (reference §4.6.1) and final acceptance of the system.
7.3 System Maintenance
a) The CONTRACTOR shall provide first-line operations support, preventive maintenance, warranty maintenance and on-call remedial maintenance of the system in accordance with the following detailed requirements.
b) System maintenance shall be provided throughout the life of the system, so long as contractual maintenance coverage is maintained by SDSD.  System maintenance coverage shall not be terminated or discontinued by the CONTRACTOR during the operational life of the system.  The CONTRACTOR shall not refuse to renew the maintenance contract or unilaterally modify the terms of the maintenance contract.
7.3.1 Local Technician

a) The selected CONTRACTOR shall locate and assign a technician in the San Diego County area to provide all on-site maintenance services and coordinate remedial maintenance as required.  The CONTRACTOR’s local technician shall be able to respond and be on-site within one hour of a call for service.
b) The technician shall be fully trained and qualified to provide all aspects of operations support, preventive maintenance, first-tier remedial maintenance, management of the spares inventory, performance of system backups and regular status reporting regarding routine operations and problem detection and resolution.  
c) The assigned technician shall successfully pass an SDSD background check.  
d) At their sole discretion, the SDSD may request, and the CONTRACTOR shall comply with the request to replace the assigned technician.
7.3.2 Operations Support

a) CONTRACTOR shall provide a 24x7 help desk capability that answers calls for service for incidents, problems and questions, and that coordinates problem resolution.  
b) The help desk shall be staffed with technical system specialists, providing expertise in systems operations.  
c) The help desk shall have remote diagnostic capabilities for remotely diagnosing problems and for either correcting problems remotely or providing detailed problem information to the local area technician.
d) The help desk shall maintain a detailed date/time-based log of all calls for service with updates documenting the response to the call and the resolution of the service issue (Reference §7.2.8).  CONTRACTOR shall provide a monthly report of calls for service.
7.3.3 Preventive Maintenance

a) Preventive maintenance of the central identification system and networked workstation components shall be scheduled and performed on a regular basis.  The regular schedule for each facility shall be coordinated with facility or component managers to be at times selected to minimize impacts to operations.  
b) The local area technician shall provide regular support to operations including but not limited to:

· Regular partial and full system backups.  The technician shall perform the backups, perform analyses of the backups to identify and correct problems, and maintain backup media indices.

· Regular maintenance of anti-virus signatures.  The technician shall ensure that virus signature updates are successfully distributed to all system workstations and shall provide periodic analysis and reporting of anti-virus updates, virus detection and virus removal actions.

· Providing regular system patches, maintaining the system at the current Microsoft patch level, and providing Operating System upgrades.

7.3.4 Remedial Maintenance

a) CONTRACTOR shall correct all system problems, whether caused by hardware or software or both in combination, when the problem reduces the functional or performance capabilities of the system or otherwise impacts operations.  
b) CONTRACTOR shall utilize remote diagnostics to isolate, diagnose and correct system problems, and support the local area technician in correcting problems and restoring production operations.   Connectivity and procedures for remote diagnostics shall be in accordance with SDSD security policies.

c) Remedial maintenance coverage shall be provided as follows on a 24 hours-per-day, 7 days-per-week basis. 
1) The local area technician shall acknowledge a call for service within 10 minutes of the call and inform the call originator of the plan of action.

2) If applicable, remote diagnostics and remediation shall be initiated within 1 hour of the call for service to investigate or resolve the problem, and the call originator or a unit supervisor shall be notified when remote access to the workstation or component is to be initiated.
3) If an on-site response is required, an estimate time of arrival shall be provided.  
· For central AFIS system problems or problems in the SDSD Records and ID Division, the on-site response time shall be not more than 1 hour.
· For problems in the SDSD Records and ID Division, the on-site response time shall be not more than 1 hour, and the problem shall be corrected and complete operational capabilities shall be restored within two (2) hours after the technician arrives at the workstation location.
· For on-site workstation service calls at the regional police department installations, the technician shall be on-site at the workstation installation location within 8 business hours (normal business hours are 7am-6pm M-F) after the problem is first reported, and the problem shall be corrected and complete operational capabilities shall be restored within two (2) hours after the technician arrives at the workstation location.
4) Throughout the resolution process, the call originator shall be kept informed of the progress of the resolution effort and shall be notified when the problem is resolved. 

5) For central identification system problems, complete restoration of system capabilities shall expedited to maintain the required level of system availability established in this specification.  The maximum allowable down-time for any single component is 24 hours, but that down-time shall not be allowable if it causes overall availability to fall below the required levels.

7.3.5 Repair / Replacement of Defective Components

a) CONTRACTOR shall be responsible for repair or replacement of defective components under the System Maintenance Agreement.  A defective component is one that: (a) has completely failed; (b) has experienced intermittent problems requiring remedial maintenance attention more than three times in any 30-day period, or (c) cannot be corrected to provide required levels of performance or service.
b) CONTRACTOR shall have sole responsibility for securing warranty repairs and replacements under any applicable manufacturer’s warranty programs.  However, failure to obtain any expected warranty service from a manufacturer shall not relieve CONTRACTOR of the responsibility for delivery of maintenance services in accordance with the response times defined in this section.

7.3.6 Software Maintenance

a) CONTRACTOR shall provide software and database maintenance support to maintain currency of the system software and to rapidly respond to and correct problems with system functional capabilities and databases.  
b) Software maintenance shall include the replacement of software that becomes obsolete or for which the manufacturer discontinues support during the maintenance period.  When the manufacturer (e.g. Microsoft) announces that support for a product (e.g., Windows XP) will be discontinued, the CONTRACTOR shall work proactively with the agencies to prepare for, plan, implement, test and transition the system to a current supported-technology system.
c) CONTRACTOR shall provide software updates, modifications and patches and associated documentation updates to maintain optimum operational capabilities, to maintain compliance with new agency, State and federal regulations, to maintain compliance with evolving imaging technology standards, and to maintain coherence and currency of operating environments.  
d) The local area technician shall assist agency personnel in determining the necessity of applying critical and routine software updates (e.g., Microsoft service packs).
e) A formal change management process shall be implemented and used to provide scheduling and obtain approval for all software modifications. 

7.3.7 Reliability Improvements

a) All reliability improvements that are released by the selected CONTRACTOR for the same type of equipment as being maintained under the terms of the maintenance contract shall be implemented in the AFIS without additional charge during the period of the maintenance contract.

7.3.8 Maintenance Scheduling, Problem Tracking and Reporting

a) Comprehensive management of the maintenance program shall be provided during the life of the contract, including:

1) Maintenance scheduling and management reporting.

2) Problem tracking using a formal problem tracking, resolution and sign-off methodology.

3) Standard problem escalation procedures for handling all types and levels of problem situations.

4) Regular reporting of the status of all routine operations support, preventive maintenance, and problem response and resolution.
b) A problem log and service record shall be maintained for each system hardware and software component.  Agency system administrators shall have interactive capabilities to access the log and obtain information to aid assessment of system availability and effectiveness.
c) An incident report shall be prepared and provided upon completion of each remedial maintenance call.  The report shall include at least the following information:

1. Type of incident

2. Date and time notified

3. Date and time of arrival

4. Type and model number(s) of machine(s)

5. Time spent for repair

6. Time repair completed

7. Service provided
8. Description of malfunction

9. List of parts replaced

10. Action taken to prevent recurrence

11. Signature of site representative

7.3.9 Annual User Group Meeting

a) The maintenance contract shall include a provision for three (3) agency staff members to attend the annual User Group meetings through the life of the warranty period and maintenance agreement.  The participation support shall include airfare and lodging for each agency participant.

7.4 System Maintenance Plan

a) A comprehensive System Maintenance Plan shall be developed and maintained describing the plan and procedures for managing and providing system maintenance and operations support.  The System Maintenance Plan shall include the following:

1) Maintenance Organization – A description of the maintenance organization that will be directly responsible for performing the maintenance services for the central identification system and networked workstations.  The description shall include qualifications of the local area technician and a description of the technical support organization capabilities and procedures.

2) Warranty Period and Warranty Maintenance - A detailed discussion of the warranties provided for the system hardware and software components, the maintenance procedures that will be used during the warranty period, and the methods that will be used to secure the full benefits of the warranties.

3) Operations Support - A detailed discussion of operations support, including a description of procedures for backup operations and backup QA, procedures for maintaining system virus protections, procedures for software update assessments, and other operations support activities that will be provided under the Maintenance Agreement.  The section shall describe the planned frequency of each of the operations support activities, a description of how the services will be scheduled and coordinated, and proposed Service Level Agreement (SLA) performance levels.
4) Preventive Maintenance - A detailed discussion of preventive maintenance, including a description of periodic service requirements (cleaning, calibration, etc.), the time required for each type of service, the planned frequency with which preventive maintenance services will be provided, a description of how the services will be scheduled and coordinated, and proposed Service Level Agreement (SLA) performance levels.
5) Remedial Maintenance - A detailed discussion of remedial maintenance procedures, including the problem response approach and sequence of activities, the methods used to ensure that response times are met and system availability requirements are maintained, a description of repair/replacement procedures and timeframes, a description of procedures for problem tracking, escalation and reporting, , and proposed Service Level Agreement (SLA) performance levels.

Offerors shall include the initial delivery and any subsequent updates of the System Maintenance Plan as deliverable milestones in their proposed Master Implementation Schedule.  

7.5 Technical Support for Ongoing Operations and System Expansion

a) The selected CONTRACTOR shall provide technical support through the life of the system, at the request of the system manager.  This support shall include, but not be limited to, configuration management, periodic testing and training, and system expansion planning and implementation.
b) Not less than semi-annually, CONTRACTOR shall coordinate a meeting between CONTRACTOR’s Account Manager and SDSD system managers to review the status of the system and discuss operational issues, review the maintenance history and discuss any chronic problems, coordinate upcoming major activities, and discuss new reliability improvements and enhancements.
7.5.1 Configuration Management
a) A procedure for formal configuration management and version control shall be provided to manage the system’s hardware and software configuration.  The procedures shall include a notification and approval process whereby SDSD shall receive timely notification of the plans for an upgrade, have the opportunity to witness the regression testing and review test reports, and approve or disapprove the upgrade prior to its implementation in the operational system.  
b) The configuration management procedure shall include source control and release management in order to insure that AFIS system downtime is minimized and that updates are applied efficiently and correctly.  
c) The CONTRACTOR shall provide responsive support to the AFIS Project Management Office to ensure comprehensive Configuration Management is established and maintained through the life of the system.

7.5.2 Test and Training Support

a) CONTRACTOR shall provide technical support for annual system testing and training exercises, as follows:

1) Annual performance benchmark test:  CONTRACTOR shall configure and operate the system to repeat the Accuracy Performance Benchmark Test originally developed and performed as part of final system acceptance testing (ref:  §4.6).
2) Annual Disaster Recovery / Business Continuity Training Exercise:  CONTRACTOR shall support the planning, preparation and conduct of an annual training exercise to ensure familiarity of all personnel with Disaster Recovery and Business Continuity procedures.
7.5.3 System Expansion

a) CONTRACTOR shall provide technical support for planning, implementing and testing customer-directed expansions and extensions of the AFIS, including but not limited to:

1) AFIS expansion and/or reconfiguration to provide increased capacity for tenprint, palmprint, latent, Rapid-ID and Mobile-ID transaction workload handling.

2) AFIS expansion to provide increased record storage capacity.

3) Interconnection, workflow configuration, testing and transition to operations for additional latent input workstations, multifunction analysis workstations, Rapid-ID terminals and Mobile-ID terminals, as authorized by the AFIS operations manager.  This requirement includes support for workstations and terminals supplied by the CONTRACTOR, and also to approved workstations and terminals provided by 3rd party suppliers and acquired directly by a regional agency.
4) Network expansion planning, specification support, reconfiguration and certification testing as necessary to maintain compliance with CLETS and FBI CJIS Security policies.

APPENDIX 1.  GLOSSARY OF TERMS AND ABBREVIATIONS

	AES
	Advanced Encryption Standard. 

	AFIS
	Automated Fingerprint Identification System. 

	AFIS Key #
	A unique Person Number assigned by the AFIS system to every record associated with a specific individual.

	ANSI
	American National Standards Institute (a governing body for national Standards.

	ANSI/NIST
	Refers to national standards (in the context of this specification, fingerprint formatting and communications standards) developed by the National Institute of Standards & Technology and published by the American National Standards Institute.

	ANSI/NIST-ITL 1-2000
	Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo Information.  This standard is equivalent to CJIS-RS-0010 v7.

	ARJISnet
	San Diego County Automated Regional Justice Information System network.  

	Barcode Number
	The originating agency’s original index number (case and item(lift) number) assigned to a latent case.

	CA-DOJ
	California Department of Justice.  

	Cal-ID
	State of California Fingerprint Identification System and statewide secure network.  

	Candidate List
	An ordered list of candidates (“respondents”) to an identification search ordered by match score.  

	Candidate Print
	A file print selected during the matching function.

	Candidate Ranking
	The relative position of an identification match candidate on a candidate list ordered by match score.  

	CDR
	Critical Design Review

	Charting
	The automated or interactive terminal function that enables corresponding minutia points on search and file images to be associated on a split screen display.  The system or an operator draws lines between corresponding minutiae and/or assigns the same numbers to corresponding minutiae points on the search and file prints.

	CHRI
	Criminal History Record Information.

	CII#
	California Identification Index Number (aka ‘SID’).

	Civil
	Synonymous with Applicant fingerprint submissions.

	CJIS
	(1) Criminal Justice Information System – A computerized repository of criminal history records.
(2) FBI Criminal Justice Information Services Division.

	CJIS-RS-0010
	FBI CJIS Division’s Electronic Fingerprint Transmission Standard – Uniform FBI data formatting standards for transmission of fingerprint record data and images between fingerprint systems (e.g.: from Live-Scan workstations to an AFIS server).  This record formatting standard is equivalent to ANSI/NIST-ITL 1-2000.

	CLETS
	California Law Enforcement Telecommunications System.  The State’s secure wide area network (WAN) for transmission of criminal justice information within the State of California. 

	Cold Search
	A fingerprint search conducted against all records in the database, with or without search delimiters (aka “Open Search”)

	Color Reversal
	Reverse Video – The process of converting an image from negative to positive or from positive to negative on a workstation display.  Used for clarifying print impressions for minutiae detection and verification.

	CONTRACTOR
	The term “CONTRACTOR” as used in this RFP means the organization that is awarded the contract to provide the AFIS and associated services as a result of submitting a proposal in response to this RFP.

	COTS
	Commercial Off-The-Shelf.  Equipment or software that is in current production manufacture.

	Crime Lab
	SDSD Sheriff’s Crime Laboratory, Mt. Etna Drive, San Diego

	CVPD
	Chula Vista Police Department

	DA
	San Diego County District Attorney

	DAS
	Document Archive System – the NIST Archive for the existing SDSD AFIS.

	DCS
	Foster & Freeman Digital Capture System

	DOJ
	U. S. Department of Justice

	DSD
	SDSD Data Services Division

	ECPD
	El Cajon Police Department

	ECRC
	East County Regional Center, one of the Cal-ID Core Network Gigaman Hub locations.

	EFTS
	Refers to CJIS-RS-0010 Electronic Fingerprint Transmission Standard – Uniform FBI data formatting standards for transmission of fingerprint record data and images between fingerprint systems (e.g.: from Live-Scan workstations to an AFIS server).  This standard is equivalent to ANSI/NIST-ITL 1-2000.

	Encoding
	The process of detecting and recording minutia relationships and other characteristic features of a fingerprint image for use in automated identification searching.  

	FBI
	Federal Bureau of Investigation

	GFE
	Government Furnished Equipment

	GJXML
	Global Justice Extensible Markup Language Data Model (GJXDM) Version 3.0

	GJXDM v3.0
	Production version of the Global Justice XML Data Model - a data reference model for the exchange of information within the justice and public safety communities.

	Gray Scale Image
	A digital representation of a fingerprint image in which the fingerprint image is encoded with numeric quantities representing the relative level or degree of darkness of each pixel in the image.  Standard 8-bit encoding will enable the distinction of 256 discrete gray scale levels of image density (darkness) of a fingerprint’s ridge structure.

	IAFIS
	Integrated Automated Fingerprint Identification System – The FBI’s system for integrating fingerprint comparisons with criminal history record processing located in Clarksburg, West Virginia.  This system is utilized for the electronic submission of fingerprint cards to the FBI

	IAFIS-IC-0110 (v3)
	FBI Wavelet Scalar Quantization (WSQ) standard - is the FBI-specified fingerprint compression standard used nationally and internationally.  The WSQ standard specifies how to represent biometric image data in a compressed image format. Additionally, ANSI/NIST ITL 1-2000 and CJIS-RS-0010(EFTS) specify or assume compliance with the WSQ.   The WSQ compression algorithm is designed specifically for fingerprint images with a scanning resolution of 500 ppi.

	Identification (Hit)
	The automated computation of a positive identification resulting from a search and match of tenprint or latent prints with fingerprints stored in the AFIS.

	III
	Interstate Identification Index - An automated indexing system enabling access via the NCIC to state criminal history records for approximately 36 million individuals.

	Image Enhancement
	The modification of a digital image using automated methods with the objective of improving the quality of that image

	Image Processing
	In AFIS, a set of tasks that includes the scanning of an image to convert the image to digital (electronic) format, detecting and encoding image features which can be used for classification and identification, and compressing the image for the most efficient storage and/or transmission.

	Inquiry
	The process of searching a designated AFIS database with a specified fingerprint, palmprint or latent print. 

	IQS
	FBI Image Quality Specifications as specified in CJIS-RS-0010 v.4, August 24, 1995.  The FBI’s specification of acceptable ranges of various technical parameters of scanning systems used to acquire digital fingerprint images.

	ISO
	International Standards Organization

	JIMS
	SDSD Jail Information Management System

	JPEG
	(1) Joint Photo Experts Group.

(2) An image data compression standard for continuous tone imagery.

	JPEG 2000
	JPEG 2000 is a wavelet-based image compression standard developed as the next generation of the JPEG standard.  In 2000, the core JPEG 2000 algorithm was completed and is defined in the ISO 15444-1 JPEG 2000 standard.

The FBI has developed a new standard for the compression and formatting of 1,000 ppi fingerprint and palm images, called “Profile for 1,000 ppi Fingerprint Compression." This profile requires the use of JPEG2000 for compression and formatting of 1,000 ppi images. WSQ will continue to be used for 500 ppi images.

	JXDD  
	Global Justice XML (GJXML) Data Dictionary.

	LAN
	Local Area Network

	LASD
	Los Angeles County (California) Sheriff’s Department..

	Latent Case Record
	All fingerprints assigned a single Case Number.  An electronic record derived from the images and alphanumeric data associated with a specific latent case.

	Latent print
	A fingerprint or palmprint obtained from a crime scene or evidence sample that may be used in an AFIS identification search. 

	LEA
	Law Enforcement Agency.

	Item (Lift)
	Transfer tape or a photograph bearing a latent print impression developed from a crime scene.

	Lights Out
	Automatic encoding and match processing of tenprint fingerprints resulting in either a single positive match determination or a positive no-match determination, without manual intervention needed to initiate or perform any intermediate process associated with the identification search and the review uncertain match results.

	Matching Process
	The automated comparison of a search print with file (database) prints resulting in a list of match candidates ordered by match score. 

	MDC
	Mobile Data Computer. 

	MPLS
	Multi-Protocol Label Switching. 

	NCIC
	National Crime Information Center - An automated database of criminal justice and justice-related records maintained by the FBI. 

	NFF
	National Fingerprint File – a system and its procedures designed as a component of the III system, which, when fully implemented, will establish a totally decentralized system for the interstate exchange of criminal history records.

	NIBRS
	National Incident-Based Reporting System - a system that permits the collection of multiple data elements per crime rather than just a count of the number of crimes.

	NIEM
	National Information Exchange Model. 

	NIST
	National Institute of Standards and Technology (formerly “National Bureau of Standards”) - Founded in 1901, is a non-regulatory federal agency within the U.S. Commerce Department's Technology Administration. 

	NIST Standard
	Shorthand for the American National Standard – Data Format Standard for the Interchange of Fingerprint Information, Facial Images and Scars, Marks, and Tattoos (ANSI/NIST-ITL 1-2000).

	NIST Type 1 Record
	ANSI/NIST-ITL 1-2000 record format specification for transaction header information.

	NIST Type 2 Record
	ANSI/NIST-ITL 1-2000 record format specification for record index and demographic information for both the subject and the submitting agency.

	NIST Type 4 Record
	ANSI/NIST-ITL 1-2000 record format specification for high resolution gray scale images of fingerprints comprising a tenprint record, including up to 10 rolled fingerprint images, two plain-impression thumb print images and two plain-impression sequence print images of the right hand and left hand four fingers taken together (“slap prints”).

	NIST Type 10 Record
	ANSI/NIST-ITL 1-2000 record format specification for digital facial image record

	NIST Type 14 Record
	ANSI/NIST-ITL 1-2000 record format specification for variable density fingerprint images, used for formatting and transmission of 1,000 ppi fingerprint images.

	NIST Type 15 Record
	ANSI/NIST-ITL 1-2000 record format specification for variable density palmprint images, used for formatting and transmission of 500 and 1,000 ppi palmprint images.

	NLETS
	National Law Enforcement Telecommunications System - a WAN provider for secure transmission of criminal history inquiries and criminal history records information.

	No-Hit Threshold
	A computed match score below which a candidate is considered not to match a submitted search print.

	Pattern Type
	Classification given to a fingerprint denoting the primary topological characteristics of its ridge structure (loop, whorl, arch, etc.).

	OCSD
	Orange County (California) Sheriff’s Department..

	Offeror
	A qualified AFIS manufacturer who submits a formal proposal in response to the solicitation for an AFIS to replace the existing SDSD AFIS system.

	ORI
	Originating Agency Identifier

	OSE
	Open Systems Environment

	PDA
	Personal Digital Assistant (hand-held terminal, e.g., Palm Pilot or Blackberry)

	POC
	Point of Contact

	PPI
	Pixels per Inch

	PPID
	Palmprint Identification Database - A database that contains minutia data palmprint records; it is primarily used to support searches of suspected palmprint latent prints obtained from crime scenes. 

	PP:USL
	Palmprint 1:N search of the Unsolved Latent database.

	Procurement Process
	The process of issuing an RFP, evaluating proposals submitted pursuant to the RFP, selection of a CONTRACTOR, and awarding a contract to the selected CONTRACTOR to supply the required products and services.

	Proposal
	A formal response to an RFP which offers to supply the specific products and services according to prescribed specifications, terms and conditions.

	Purged (record or data)
	Any record consisting of image, demographic or other personal identifying information that is deleted from the AFIS.  Depending on statutory requirements, purged records may be saved for future reference in substantially the same or an altered state to ensure privacy.

	Queue
	Input and output items being stored temporarily in the system until processing can occur.

	RAID
	Redundant Array of Inexpensive Disks

	Remote Terminal Location
	An approved law enforcement agency that acquires its own fully- compatible AFIS equipment (e.g., LiveScan) that is directly interconnected to the central site AFIS computer.

	Resulting Contract
	The resulting contract is the contract awarded under this RFP that is signed with the CONTRACTOR.

	RFP
	Request For Proposal – A formal solicitation of proposals to satisfy requirements by supplying products and/or services according to specific specifications, terms and conditions.

	Ridgehaven
	SDSD Administrative Offices and SDSD Records and ID Division location (Ridgehaven Court, San Diego).

	SAN
	Storage Area Network – Equipment used to provide shared disk storage and services to agency applications.

	SAT
	System Acceptance Test

	SDCJ
	San Diego County Jail. One of the Cal-ID Core Network Gigaman Hub Locations

	SDD
	System Design Document

	SDLAW.US Network
	Regional web portal serving users throughout the San Diego County area with access to wants and warrants, criminal history data, and shared field reporting and records management information

	SDSD
	San Diego County Sheriff’s Department:  Primarily used to carry office automation traffic

	SDSHERIFF Network
	Primarily used to carry office automation traffic

	SDPD
	San Diego Police Department

	SMT
	Scars, Marks, and Tattoos – NIST-standard descriptor codes and, optionally, digital images of unique features of an individual’s scars, marks and tattoos will be maintained in the AFIS for use in identification.

	SNMP
	Simple Network Management Protocol

	SNR
	Signal-to-Noise Ratio.  One of the FBI IQS image quality metrics.

	SSN
	Social Security Number

	System Restoration
	The ability to completely restore the system hardware and software to operational status following a failure or damage.

	System Warranty Period
	That period during which the system provider will provide hardware & software product support and/or maintenance at no additional charge.  Any system warranty shall cover products of "third party" origin to the same extent as the warranty may apply to products manufactured by the primary system provider.

	TCN
	Transaction Control Number

	TCP/IP
	Terminal Control Protocol / Internet Protocol

	Tenprint
	A term that refers to an FBI-standard fingerprint card or the equivalent electronic record, with up to ten rolled fingerprints; also refers to a search of the database of tenprint data in AFIS.

	TOT
	Type of Transaction.  The transaction type data element defined in the ANSI/NIST-ITL 1-2000 Type 1 record format specification.

	TPID
	Tenprint Identification Database – An on-line database of composite tenprint identification records. 

	TP:TPID
	Tenprint 1:N search of the Tenprint Identification Database.

	TP:TPV
	Tenprint 1:1 Identity Verification match of a search record with a corresponding record in the Tenprint Identification Database.

	TP:USL
	Tenprint 1:N search of the Unsolved Latent database.

	Transcoding
	Conversion of a 1,000ppi fingerprint image to a 500ppi image for submission to an external system (e.g. the Cal-DOJ AFIS) that is incapable of processing 1,000ppi images.

	UL
	Underwriter’s Laboratory

	ULW
	Universal Latent Workstation - a software application program developed and distributed by the FBI.

	VDF
	Vista Detention Facility.  One of the Cal-ID Core Network Gigaman Hub Locations.

	WAN
	Wide Area Network - a way of connecting computer sites at distances greater than line-of-sight.

	Workstation
	A general-purpose computer system configured with special-purpose applications software and peripheral devices, which is used to perform a specific data input or analysis function associated with AFIS identification processing.  

	WSQ
	Wavelet Scalar Quantization (WSQ) is the FBI-specified fingerprint compression standard used nationally and internationally.  The WSQ standard, IAFIS-IC-0110 (v3) Wavelet Scalar Quantization, specifies how to represent biometric image data in a compressed image format. Additionally, ANSI/NIST ITL 1-2000 and CJIS-RS-0010(v7) (EFTS) specify or assume compliance with the WSQ.   The WSQ compression algorithm is designed specifically for fingerprint images with a scanning resolution of 500 ppi.

	XML
	Extensible Markup Language


APPENDIX 2.  AFIS Workflows
2.1 Rapid-ID Positive Identification and ID Verification
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Tenprint Identification from LiveScan
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2.2 Tenprint Identification from Card Scan
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2.3 Palmprint Identification
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2.4 Latent Identification
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APPENDIX 3.  NIST Type-1 Record Transaction Types 
3.1
Tenprint Identification Transactions

	TOT
	Tenprint Identification Request Transaction

	CAR
	Criminal Ten-Print Submission (Answer Required)

	CAN
	Criminal Ten-Print Submission (No Answer Necessary)

	FANC
	Federal Applicant (No Charge)

	FAUF
	Federal Applicant User Fee

	NFUF
	Non-Federal Applicant User Fee

	MAP
	Miscellaneous Applicant Civil

	DEK
	Known Deceased

	DEU
	Unknown Deceased

	MPR
	Missing Person

	AMN
	Amnesia Victim

	TOT
	Tenprint Identification Response Transaction

	SRE
	Submission Results – Electronic

	ERRT
	Ten-Print Transaction Error


3.2
Latent Identification Transactions

	TOT
	Latent Identification Request Transaction

	LFS
	Latent Fingerprint Image(s) Submission

	CFS
	Comparison Fingerprint Image(s) Submission

	MCS
	Major Case Image(s) Submission

	ELR
	Evaluation Latent Fingerprint Submission Request

	TOT
	Latent Identification Response Transaction

	LSR
	Latent Submission Results

	NAR
	Notification of Action Response

	ERRL
	Latent Transaction Error


3.3
Remote Latent Search Transactions

	TOT
	Remote Latent Search Request Transaction

	LFIS
	Latent Fingerprint Image(s) Searches

	LFFS
	Latent Fingerprint Features Searches

	LPNQ
	Latent Penetration Query

	TOT
	Remote Latent Search Response Transaction

	SRL
	Search Result - Latent

	LPNR
	Latent Penetration Response

	ULM
	Unsolved Latent Match Response

	ERRL
	Latent Transaction Error


3.4
Unsolved Latent Maintenance Transactions

	TOT
	Unsolved Latent Maintenance Request Transaction

	ULD
	Unsolved Latent Record Delete Request

	ULAC
	Unsolved Latent Add Confirm Request

	TOT
	Unsolved Latent Maintenance Response Transaction

	ULAR
	Unsolved Latent Add Confirm Response

	ULDR
	Unsolved Latent Delete Response

	UULD
	Unsolicited Unsolved Latent Delete

	ERRL
	Latent Transaction Error


3.5
Remote Fingerprint Image Request Transactions

	TOT
	Remote Fingerprint Image Request Transaction

	IRQ
	Fingerprint Image Request

	TOT
	Remote Fingerprint Image Response Transaction

	IRR
	Fingerprint Image Request Response

	ISR
	Fingerprint Image Response Summary

	ERRI
	Image Transaction Error


3.6
Fingerprint Image Submission Transactions

	TOT
	Fingerprint Image Submission Transaction

	FIS
	Fingerprint Image Submission

	TOT
	Fingerprint Image Submission Response Transaction

	FISR
	Fingerprint Image Submission Response

	ERRI
	Image Transaction Error


3.7
Latent Administrative Query Transactions

	TOT
	Latent Administrative Query Transaction

	LRSQ
	Latent Repository Statistics Query

	LSMQ
	Latent Search Status and Modification Query

	TOT
	Latent Administrative Query Response Transaction

	LRSR
	Latent Repository Statistics Response

	LSMR
	Latent Search Status and Modification Response

	ERRA
	Administrative Error Response


APPENDIX 4.  San Diego County LiveScan Systems
SDSD currently supports a Countywide network of LiveScan systems, including:

· 19 Touchprint Model 1133 LiveScan Workstations

· 34 Touchprint Model 3800 LiveScan Workstations

· One (1) L-1 Store and Forward System

The Model 1133 LiveScans are at end of life and will be replaced over the next several months, but the total number of operational LiveScans in the AFIS network is expected to remain constant and the new AFIS will be required to support this LiveScan network. 

The following table lists existing LiveScan workstations in use in the County.

Existing San Diego County LiveScan Workstations

	 
	Agency
	Site
	Address
	City
	Model #

	1
	La Mesa PD
	 
	8181 Allison Avenue
	La Mesa
	1133HF

	2
	National City PD
	 
	1200 National City Blvd
	National City
	1133SF

	3
	Oceanside PD
	 
	3855 Mission Avenue
	Oceanside
	1133SF

	4
	San Diego PD
	Central Division
	2501 Imperial Avenue
	San Diego
	1133SF

	5
	San Diego PD
	Eastern Division
	9225 Aero Drive
	San Diego
	1133SF

	6
	San Diego PD
	Headquarters
	1401 Broadway
	San Diego
	1133SF

	7
	San Diego PD
	Northeast Division
	13396 Salmon River Rd
	San Diego
	1133SF

	8
	San Diego PD
	Northern Division
	4275 Eastgate Mall
	San Diego
	1133SF

	9
	San Diego PD
	Southeastern Division
	7222 Skyline Drive
	San Diego
	1133SF

	10
	San Diego PD
	Southern Division
	1120 27th Street
	San Diego
	1133SF

	11
	San Diego PD
	Western Division
	5215 Gaines Street
	San Diego
	1133SF

	12
	San Diego Sheriff
	Alpine Station
	2751 Alpine Blvd.
	Alpine
	1133SF

	13
	San Diego Sheriff 
	Encinitas Station
	175 N El Camino Real
	Encinitas
	1133SF

	14
	San Diego Sheriff
	Imperial Beach Station
	845 Imperial Beach Blvd
	Imperial Beach
	TPFC-TP

	15
	San Diego Sheriff
	Lemon Grove Station
	3240 Main Street
	Lemon Grove
	1133SF

	16
	San Diego Sheriff
	Training Ctr, Rm A206
	10440 Black Mountain
	San Diego
	1133SF

	17
	San Diego Sheriff
	Poway Station
	13100 Bowron Road
	Poway
	1133HF

	18
	San Diego Sheriff
	Personnel
	9621 Ridgehaven Court
	San Diego
	1133SF

	19
	San Diego Sheriff
	Santee Station
	8811 Cuyamaca Street
	Santee
	1133SF

	1
	Carlsbad PD
	 
	2560 Orion Way
	Carlsbad
	TP-3800XCH-ED

	2
	Chula Vista PD
	 
	315 Fourth Avenue
	Chula Vista
	TP-3800XCH-ED

	3
	Coronado PD
	 
	700 Orange Avenue
	Coronado
	TP-3800XCH-ED

	4
	El Cajon PD
	 
	100 Fletcher Parkway
	El Cajon
	TP-3800XCH-ED

	5
	Escondido PD
	 
	700 W Grand Avenue
	Escondido
	TP-3800XCH-ED

	6
	Juvenile Detention Fac.
	Kearny Mesa
	2801 Meadowlark Dr
	San Diego
	TP-3800XCH-ED

	7
	San Diego Probation
	El Cajon
	250 East Main Street
	El Cajon
	TP-3800XCH-ED

	8
	San Diego Probation
	Hall of Justice
	330 West Broadway
	San Diego
	TP-3800XCH-ED

	9
	San Diego Probation
	Juvenile Prob.Center
	2901 Meadowlark Drive
	San Diego
	TP-3800XCH-ED

	10
	San Diego Probation
	Ohio Street Probation
	3977 Ohio Street
	San Diego
	TP-3800XCH-ED

	11
	San Diego Probation
	Ohio Street Probation
	3977 Ohio Street
	San Diego
	TP-3800XCH-ED

	12
	San Diego Probation
	South Bay Office
	1727 Sweetwater Rd.
	National City
	TP-3800XCH-ED

	13
	San Diego Probation
	Suite 2600
	325 S Melrose Drive
	Vista
	TP-3800XCH-ED

	14
	San Diego PD
	Mid City Division
	4310 Landis Street
	San Diego
	TP-3800XCH-ED

	15
	San Diego PD
	Northwestern Division
	12592 El Camino Real
	San Diego
	TP-3800XCH-ED

	16
	San Diego Sheriff 
	Descanso Det. Fac.
	7878 Campbell Ranch Rd.
	Alpine
	TP-3800XCH-ED

	17
	San Diego Sheriff 
	E. Mesa Juv. Det. Fac.
	446 Alta Road,Ste 6100
	San Diego
	TP-3800XCH-ED

	18
	San Diego Sheriff
	George Bailey Det. Fac.
	446 Alta Road,Ste 5300
	San Diego
	TP-3800XCH-ED

	19
	San Diego Sheriff 
	Las Colinas Det. Fac.
	9000 Cottonwood Ave
	Santee
	TP-3800XCH-ED

	20
	San Diego Sheriff 
	Las Colinas Det. Fac.
	9000 Cottonwood Ave
	Santee
	TP-3800XCH-ED

	21
	San Diego Sheriff 
	Central Jail
	1173 Front Street
	San Diego
	TP-3800XCH-ED

	22
	San Diego Sheriff 
	Central Jail
	1173 Front Street
	San Diego
	TP-3800XCH-ED

	23
	San Diego Sheriff 
	Central Jail
	1173 Front Street
	San Diego
	TP-3800XCH-ED

	24
	San Diego Sheriff 
	Central Jail
	1173 Front Street
	San Diego
	TP-3800XCH-ED

	25
	San Diego Sheriff 
	Central Jail
	1173 Front Street
	San Diego
	TP-3800XCH-ED

	26
	San Diego Sheriff 
	Central Jail
	1173 Front Street
	San Diego
	TP-3800XCH-ED

	27
	San Diego Sheriff 
	Sex Registrant Office
	9621 Ridgehaven Court
	San Diego
	TP-3800XCH-ED

	28
	San Diego Sheriff
	San Marcos Station
	182 Santar Place
	San Marcos
	TP-3800XCH-ED

	29
	San Diego PD
	Sex Registrant Office
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